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SECTION T I: REQUEST FORPROPOSAL (RFP)

1. INTRODUCTION
Gener al Il nsurance Corporation of I ndia (herei:
Reinsurer o, is a Government of I ndia C&@emprany a
Insurance Industror the pastfour decadesGIC Re alsotransactgeinsurancédusineswith foreign
insurance and reinsurance companies. GIC Re has been leading the reinpurgranes of several
insurance companies in India and the neighboring SAARC courhoegheasAsia, Middle Eastand
African continent.To offer its internationaktlienteleeasyaccessibilitand efficient service, GIRe also
operates from its branchfafes in London, Kuala LumpuandsubsidiaryofficesatMoscow, Russiand
Johannesburg, Sou&frica.

2. OVERVIEW
Gl C Re &ente@Q) and Data Recovery (DR) sites are hostedreamégedor pasts yearsby M/s
Sify Technologies LtdThe current architecture is based on MPLS Hub and Spokeel, with two hub
locations (DC and DR: Airoli & Bengaluru) antlSpoke locationsit Delhi, Ahmedabad& Mumbai
(Suraksha and Oriental house). Users in all dombsdinch offices access both applications and internet
through this MPLS setup. Foreign Branaffices are connected to DC via IPgsite-to-site) VPN. Only
application traffic flows through these IPdetks and foreign branches access internet independently.
GIC Re has decided tprocureservices forHosting and Management®@1 C Re 6s Hybr i c
Infrastructure through an open tender exercise

3. REGISTRATIONOF SERVICE PROVIDERS/ BIDDERS
Besides selecting a Service ProvidBidderfor the above said requirements, a panel of ekgind
capable Bidders will also be created by shortlisting them based on the prequalificatiecamidal
criteria in this exercise. Th&ervice Providers/ Bidders so selected will be partof alist@fRe gi st er
Service Provider&didders 6 f o r R¥Pforidastihg amgManagement of GIC Re Hybrid Cloud
Infrastructure to GIC Re.This panel will remain valid fothe Contract Perioths defined irAnnexure
V).

4, BROAD REQUIREMENTS OF RFP

GI C Reds Data Center (DC) and Disaster Recover)

external Professional Service Provider. The BGn Mumbai and DRis in Bengaluru. The current

infrastructure in DC and DR infrastructusan OPEX model.

GIC Re is in requirement of Pegsyou-Go model services for all its compute, storage, security, and

network requirements for its DC and DR sites. This Hybrid Cloud Setup will con8idifderent Clouds:

a8 Government Community Cloud (GCC): All application VMs must be hosted on the GCC and
managed by the Selected Bidder. List of current VMs provideshmexure Xl . The Selected
Bidder shall migrate the listed VMs from current DC to propose@bB€then setup a DR site as per
the Annexure. GIC Re must be able to Scale Up/ Down the VMs, compute, storage, etc. @sa Pay
you-Go Model for this Cloud.

h) SAP HANA Certified Cloud: For hosting and managing all the HANA DBs as Aenexure XIV.
The SAP Application VMs hosted in GCC must be able to communicate seamlesslyéreear
latency) with the respective HANA DBs hosted in this cloud. GIC Re mustbe able to Scale Up/Down
the compute, storage, etc. on a fayou-Go Model for this Cloud.

¢) Private Cloud for Oracle DB: The Selected Bidder shall host and manage 2 Physical Servers for
Oracle DB at DC site and 1 at DR site (hereinafter referred to as Oracle Cloud or Oracle Private
Cloud), as persizingiAnnexure Xl . GIC Re mustbe able to Scale Up/ Down the compute, storage,
etc. on a Paasyou-Go Mo del f or this Private Cloud. Thi
license requirements.
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The entire Cloud Setup, including Network, (bieafter referred to as Hybrid Cloud Infrastructure) for

GIC Re should be on a Pagyouw-Go Model.

For executing this activity, the Selected Bidder shall follow below instructions which are not exhaustive:

a) The proposed cloud solutions shall be hostedhiigtbased facilities. The Selected Bidder must
certify the same.

b) The Selected Bidder shall provide at least 8% %@vailability & uptime per month.

c) The proposed solution shall c¢oDmeviS&DuallILLGI C R
links with SDWAN solution. Bandwidth details mentionedAmnexure XII .

d) The cloud environment shall include the option to conteetiternet seamlessly for all web traffic
from endusers.

e) The cloud environment shall halegestcuttingedge security in place. The Selected Bidder shall
implementa fulifledged Managed Security Services (MSS) for the entire Hybrid Cloud Infras¢ructur
through its Security Operations Center (SOC). A detailed list of MSS requirements is mentioned in
Table T.40f Scope of Workof this document.

f) The Selected Bidder shall provide 24*7*365 support for the overall enviemhrithe support
mechanism must be confirmed by the Selected Bidder with response times. Response times to be
mentioned for both Incident and Service Requests.

g) The Selected Bidder shall have full time CCTV surveillance at the proposed DC & DR sites where
cloud setup is being installed.

h) The Selected Bidder shal.l provide secure remo
throughSASEZTNA EDS based technology. The Selected Bidder simadjrate the currer8ASE
ZTNA EDS Solutionfrom current DC tsmew DC & DR and manage the same with fresh licenses as
per CommercialThe details of licensing & capacities provided are to be mentioned in the proposal
from the Selected Bidder.

i) The Selected Bidder shall provide IPSEC $ites i t € VPN f o rgn @&fic€loc&iensat f or
London, and Kualkbiumpur. The Selected Bidder must enable connection to these locations by
making necessary changes at both end Firewalls for théossiee VPN configuration as required.

The contactdetails of branchlocationpre ovi ded on GI C Reds website.
the branches and facilitate the entire process of IPSEG@dS#iée VPN configuration.

|) The Selected Bidder shall provide valid licenses from OEMs for all components (Hypervisor, OS,
DB, MSS, SDWAN, etc.) and submit certificates from OEMs for the same.

kfk The Selected Bidder shall p r o vindichtve babkep pblieyc k u p
mentioned in the SOW.

l) The Selected Bidder shall approprigtsize and propose the options of virtual machines and
underlying physical servers as per current sizing & proposed HANA sizing given by GIC Re in
Annexures XIll & XIV_ respectively. The Virtual environment should not be sized beyond 70%
utilization of physical Workload.

m) The Selected Bidder shall provision processing/ compute, memory, storage, network and security
devices, components, licenses, and other fundamentalworgpesources including Operating
system (Windows & RHEL), Databases (Oracle & MSSQL) and Hypervisors. The licenses for these
components must be on SPLA Subscription model and must support version upgrades throughout the
Contract PeriodOnly SAP Licensig (App bundled with Oracle DB and HANA DB) and other
application licenses will be provisioned by GIC Re. Details providéchimexure XI.

n) The scope shall include provision of OS licenses for all the Servers (Virtual ardva),
Hypervisor licenses, OS support subscription from respective OEMs, and DB licenses (Oracle &
MSSQL), support, and subscription from respective OEMs (except SAP Oracle & HANA DBSs).

0) The Selected Bi dder 6 sMaHagenerntSeryiceshallmmpllde progisionaft i o n
VMs, configuration of network and security devices, OS installation, DB installation and setup,
Hypervisor Installation. Services shall also include setup, configuration, and licensing as per
Annexure XI.

p) The Selected Bidder shall ensure IPv6 compliance for the entire solution.

q) The Selected Bidderdés Managed Services shall
reporting, backups/ restoration, security, malfunction alarms/ alens{ f@onitoring, incident
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management, patch management, performance management, change management (including device
configuration, backups, and log reporting), escalation, and resolution; 24*7*365 network monitoring;
and online portabased device/ netwogvailability performance reporting.

r) Applicable SLAs (for Incident Requests, Service Requests, and Uptime) and Delivery timelines shall
be submitted along with the proposed solution.

s) The proposal shall have deployment and operation suppsuiding, but not limited to, design,
architecture, implementation, and support of all the proposed components.

t) The Selected Bidder shall provide compliance, scope of work and SLAs for all Services.

u) The Selected Bidder shall be solely responsible forratimn & implementation of thelata,
applications, OS, and DBs at proposed DC & DR sites, as mentiodguh@xures Xl & XIV .

v) The Selected Bidder shall provide the complete Hosting & aded Services for Government
Community Cloud (GCC), SAP HANA Certified Cloud and Private Cloud for Oracle DB. The
proposed Setup must be a Hybrid Cloud environment comprising of these 3 componentaen Pay
you-Go Model.

w) The Selected Bidder shall migrateetcomplete workload from existing Hybrid Cloud to proposed
Hybrid Cloud Infrastructure through this RFP.

X) The Selected Bidder shall propose a solution which shall be scalable, extensible, highly configurable,
secure, and very responsive and shall supptagration and optimizationincluding scale up and scale
down of required services and solutions (existing and acquired in future), designed for, and used by
GIC Re.

y) The Selected Bidder shall provide a complete virtual environment and necessary intressinueay
asyou-Go model on GCC, HANA & Private Oracle Cloud for the Primary (DC) as well as DR site.
The detailed scope of work is mentioned below

ECCDB GCC
BW DB 20— SAP ECC VMs with Oracle
PO DB S SAP ECC & S/4 VMs
NON SAP VMs
Oracle DB Cloud
DMS DB PROD
DMS DB UAT

Hybrid Cloud Block Diagram

5. SCOPE OF WORK
Scopeof Work for thisRFP isdefined below:

A. Cloud Infrastructure Design:

A The Selected Bidder shall migrate GIC Rebds cor
to their own DC and DR premises. All necessary installations and configurations are to be done by
the Selected Bidder and thédder must propose a solution strategy to migrate within a specified
downtime.
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The Selected Bidder shall ensure minimum downtime while migrating from the existing setup. This
should include migrating VMs, data, applications, databases, and associateglssdive Selected
Bidder should ensure quick and efficient migration. The selected bidder shall submit a detailed
migration plan as part of Technical Bid submission.
The Selected Bidder shall set up and manage the entire cloud solution deployed for BYC Re
Provisioning and Managing Cloud based resources. The Applications for Business Partners in the
public domain must be hosted in DMZ and database MZ with WAF.
The Selected Bidder shall ensure that the DC & DR sites are located within India, in sepsrate s
zones, and the DC is in Mumbai. GIC Re will undertake yearly audits of the provisioned cloud
environment; Selected Bidder is required to facilitate such timely audits as decided by GIC Re.
The Selected Bidder shall propose the DR site with only MMHJANA Servers as specified in
Annexures XllI & XIV . The Selected Bidder shall conduct DR Drillsaminually in association with
GIC Re and its application Service Providers.
The Selected iBder shall provide a detailed solution document for setting up of the DC & DR Hybrid
Cloud Environment. The same shall be approved by GIC Re projebtirge.
The Selected Bidder shall provision the entire Hybrid Cloud infrastructure (compute, storage,
network, security, software, bandwidth etc.) required for setting up of the DC & DR site as per the
approved solution document.
The Selected Bidder shall adequately size the necessary compute, memory, and storage required,
building the redundancy into thechitecture (including storage) and load balancing to meet the
service levels (cloud services) mentioned in the RFP and the application service levels. There should
be sufficient headroom (at an overall level in the compute, network and storage capeaty) of
available for near real time provisioning (as per the SLA) on aagRgpu-Go basis.
The Selected Bidder shall provide

I.  the details of the monitoring and management tools,

ii. solution for Helpdesk,

ii. the manpower deployment details at NOC and SOC,

lv. escdation matrix to be adopted,

v. the detailed BOQ for Compute, Network, Storage, Security, Backup, and all other components

vi. the WAN transformation plan

vii. High- and LowLevel Architectural Diagram of entire Setup

viii. High- and LowLevel Network Diagram

ix. otherrequied details.
The Selected Bidder shall provide Managed Security Solution & Services (MSS) as meimtioned
Table T.40f Section T in SoW including all hardware, software, and storages as part of the solution.
Next Generaon Firewalls with UTM features at DC & DR must be provided.
The Selected Bidderdés Scope shall include the
Servers/VMs should be hosted in GCC in such away that all SAP clientVMs (Developmeny, Qualit
Production) will be able to integrate/ communicate with each other and the HANA DB Cloud-at near
zero latency.
The Selected Bidder shall carry out the capacity planning in advance to identify & provision, where
necessary, the additional capacity to mthet user growth and/ or the peak load requirements to
support the scalability and performance requirements of the solution fGothieact PeriodThere
should not be any constraints on the services. The final decision on capacity addition will be taken
consultation with GIC Re.
The Selected Bidder shall ensure that all peripherals, accessoriegmpbnents required for the
functionality and completeness of the solution, including but not limited to devices, equipment,
accessories, software, licessols, etc. should also be provisioned according to the requirements of
the solution.
The Selected Bidder shall ensure that the proposed solution is working as intended and as per GIC
Rebés satisfaction post migration and i mpl emen
GIC Re will not be responsible if the Selected Bidder has not provisioned some components,
subcomponents, licenses, assemblies, aneéhsgbmblies, etc., as parttbé bill of material in the
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bid. The Selected Bidder shall have to provision the same & the solution requirements at no
additional cost and time implications to GIC Re.

A The Selected Bidder shall ensure seamless rerarlatency eastest traffic flow between GCC and
theothertwo (2)Clouds.

A The Selected Biddeshall cary out hardening of OS (Operating System), patch and other
configuration management activity on all OS, DB, private cloud, and its related software, etc., (which
is provided under this RFP) as per the requirement of GIC Re VAPT (Vulnerability Assessment &
Pengration Testing)/ audit Observations during tBentract Periords per GI C Rebs r
Selected Bidder shall undertake BIOS, OS, DB, hypervisor, other software, etc. upgrade whenever
required by GIC Re or on recommendation from OEM (du@ogtract Rriod). GIC Re conducts
VAPT and I nformation Security audit based on
comply with the findings of the VAPT/ audit in terms of the hardware, software, OS, DB &
applications provided under this RFP.

A The Seleted biddershall include a PERT(Project Evaluation and Review Technique) chart of
proposed activitiegquiredto implement the project as partbéchnical Bid EvaluatiofAnnexure
1I1) submissionOnce the PO is receidgSelected Bidder shall subntite fully filled anddetailed
PERT chart, locationwise, withinl4days from the date of receivingthe PO. The selected bidder shall
submit weekly reports on the progress of the project and the status as on the scheslaled aettial
date of each activity detailing any deviation from baseline PERT chart. The selected bidder shall take
total responsibility for working out all macro and micro level details of the project plan and the
requirements while responding to this RFP

A The Selected Bidder mustwipe out all data from existing hardware at the current DC & DR sites, after
completing migration activity. The selectbdider should provide proof/certificate for wiping out all
data from existing hardware.

A The Cloud serviceshall be available on pay as per usage model. The billing shall be done
monthly/quarterly irrespective of Fixed, ©@emand or mixed model of the Cloud Service Provider.
Selected Bidder to provide unit wise Rate Card for all Cloud service components (EpBtptage,

RAM, VMs, Backup, Security, etc.) for this purpose.

B. Deployment of VMs on GCC

A The GCC shall be hosted on an isolated cloud
other clouds.

A GCC shall only host Cloud services for DepartmeMisistries/ Agencies/ Autonomous Institutions/
Statutory Bodies/ Offices under Government of India or States or UTs or Local Governments or PSUs
within India (herein after referred to as Government Departments).

A The space allocated for the GCC infrastruetshould be clearly demarcated and identified as hosting
Government Departmentsd projects. The demar ca:
other than those of Government Departmentsd p

A Theinfrastructure elements including physserver, physical storage (including backup storage) and
network equipmentin the GCC shall be dedicated only for the Government Departments. There shall
be physical and logical separation (of space, servers, storage, network etc.) from the publerand oth
cloud offerings of the Cloud Service Provider. However, these infrastructure elements can be shared
(physically only) among the Government Departments within GCC only.

A The entire Network Path for each of calykepardee 0 s
from that of other government departments.

A The Selected Bidder shall ensure seamlesszararlatencyeaste st traf fic fl ow b
GCC, SAP HANA Certified Cloud and Oracle DB Servers. VMs hosted in GCC must be able to
communicatevith the SAP HANA DB Cloud and Oracle DB Servers at very high throughput/ speed
and NeaiZero Latency.

A The entire Network path shall be administered through a Firewall with secured VLAN zoning.

A The Selected Bidder shall administer the Firewall policyeasp Gl C Re6s directi on

A With respectto monitoring tools, agemteployed on the VMs or otherwise, the monitoring tool(s)
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>0

D.

A

A

may be shared provided there is logical segregation and controlsttditensure that the tools &
deployed agentsomply to the security policies and ONLY the events, performance threshold alerts
and inventory data for the OS, DB, infrastructure, and Application is captured & sent by the deployed
agents. The monitoring tools and deployed agents (in case ofla@salttools) shall not capture or
send GI C Reb6s application and/ or wuser and/ o
Security solutions such as UTM, WAF, Ailtirus, HIPS, AntiDDoS, AnttAPT, AV, EDR, PIM/

PAM, DLP, etc. shall be deployed (as shared service) for securingatiphis and servers on GCC,

SAP HANA & Oracle Clouds. The Selected Bidder shall deploy and manage EDR and DLP on GIC
Rebds Endpoints as wisgdrdvided Diadled.ndf SedtionTinsSeW f or MSS
The DR Solution shall be on Active (DT)Standby (DR) mode. DR Deployment shall be automated
(oneswitch DR) for mission critical Apps/ VMs (list provided Amnexures XIIl & XIV ).

. Infrastructure Analysis and Build

Selected Bidder shall provide complete hardware & Software details at DC & DR site including
following parameters

o CPU Calculation
RAM Calculation
Disk Calculation
Network interface requirement
Network throughput requiremen
Backup requirement
OS License Requirement
DB License Requirement
MSS License Requirement

o SASE ZTNA EDSLicense Requirement
Selected Bidder shall provide direct leadm@ connections between the DC site and DR for
replication.
Selected Biddershallprovd e dual MPLS connectivity from ea:
DC and DR (Hukand-spoke Model). Traffic will be shared among the dual links througtW5iN
services. DC & DR will be Hub locations and GIC Re domestic Branches will be spoke locations.
application traffic should flow through these MPLS links.
Selected Bidder shall provide dual I nternet L
brancheéspoke locations, DC & DRb Internet (local egress/ breakit). All web traffic shold
locally breakout to internet through these links from each branch.
Selected Bidder shall size the bandwidth requirements as per table mentidnedxure XII . Itis
to be noted that GIC Re mandates for connectiviiyugh established ISPs only.
Selected Bidder shall implement and manageV&BN for entire Network Architecture.
Proposed Solution should be compatible with IPv6, and Selected Bidder shall providiewsgh
architectural diagram showing different layerssaflution like Internet & MPLS Connectivity,
Network, Security, Compute, Hardware, Storage & Backup layers.
Proposed solution should have IP schema depicted at high level with NATIing to secure the
applications directly getting exposed to Internet. SucHiegons facing public domain must be
routedthrough WARWeb Application Firewall)
Selected Bidder shall provide Backup solution with different features, like snapshots of VMs, DB
backup, incremental and full back up of all data, restoration ofid&tat environment as and when
required. Backup schedule shall be as per GIC
bidder.

O OO OO O OO

Dynamic Scaling of Resources

The initial sizing & provisioning of the underlying infrastructure (includingsiistem software and
hardware) shall be carried out based on the information provided in the RFP.

Subsequently, the Selected Bidder shall scale up (or scale down) the resource requirements (compute,
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memory, storage, bandwidth, backup, etc.) based on thetlgno the compute load/ data load/
bandwidth/ backup load (during peak and fpeak periods / yeawn-year increase) to support the
scalability (up to 200% or faZontract Periofland performance requirements of the solution and meet
the SLAs. There shodInot be any constraints on the services.

A There should be sufficient headroom (at an overall level in the compute, network, backup, and storage
capacity offered) available for near real time provisioning (as per the SLA) during any unanticipated
spikes inthe user load.

A The scaling up/ scaling down must be carried out with prior approval from GIC Re. Change
management Procedure must be followed for eve

A The Selected Bidder shall provide the necessary detailsdimg the sizing calculations, assumptions,
currentworkloads & utilizations, expected growth/ demand and any other details justifying the request
to scale up or scale down.

A For any changesto the underlying cloud infrastructure, hardware, softwaredscthe scope of the
Selected Bidder, GIC Re shall get alerts/ notifications from the Selected Bidder, both as advance alerts
and postimplementation alerts. Monthly utilization reports for entire infrastructure (compute, storage,
network, etc.) must beegt to GIC Re.

E. Ownership of Data/ VMs/ Software/ Licenses

A GIC Re shall retain ownership of al |l data &
infrastructure and shall be able to retrieve full copies of these at any time (without any charges).
A GIC Re retains ownership of all virtual mac hin

for GIC Rebs applications. GIC Re retains the
any time (without any charges).

A GIC Re retains owership of loaded software/ application installed on virtual machines and any
application or product that is deployed by GIC Re on the Hybrid Cloud Infrastructure.

A The Selected Bidder shall procure, implement, and manage licenses for all OS and DB (Windows
RHEL, Oracle (for nosSAP), MSSQL, etc.) for the entire infrastructure. These licenses should be on
SPLA model and in the name of the Selected Bi
of these licenses will fallon the Selected Bidder, andllibe their responsibility to assistand comply
with the auditlicensingrequiremente®f OEMs

A GIC Re will own the licenses of all its applicatighSAP, norSAP, etc. GIC Re will also own and
deploy Oracle and HANA DB licenses for its SAP environm@NLY. The Selected Bidder shall
manage these DBs (in addition to all the other DBs procured and installed by Selected Bidder in GIC
Rebds setup).

A All details of license ownership and management are providédriexure XI.

F. Compliances

A Selected Bidder shall adhere to the standards/ audit requirements/ regulation published (or to be
published) or suggested by GIC Re or any standards/ regulator body setup/recognized by Govemment
of India and notified to the Selected Bidder®\C Re as a mandatory standard.

A The Selected Bidder's cloud service offerings shall always remain Empaneled / complied with the
MEITY guidelines & standards. Selected Bidder shall be responsible for the costs associated with
implementing, assessing, doceanting, and maintaining such Empanelment/ Compliances.

A The Selected Bidderoés proposed DC & DR sites
Audit Status Tab in below link for th@ontract Period

https://www.meity.gov.in/content/giloudmeghraj

A Selected Bidder shall always remain adhered and complied to the prevailing guidelines issued by
NCIIPC, RBI, CERTIn etc., from time to time.

A Selected Bidder shall facilitate surprise or planned DC & DR site visits by GIC Re, its auditors and/
or Regulators and comply with all recommendations derived from such visits.

A Selected Biddeshall neither prevent nor imped®C Re/ auditors/ Regulatdrom meeting its
respective regulatory obligations, nor from exercisingaiislit/ regulatory powers of conducting
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inspection, investigation, obtaining information fréme Selected Bidder.

Seleted Bidder shalprovide access to all books, records, and information (relevant to this project)

to GIC Re, its auditors and Regulators whenever required.

Selected Bidder shall also assist GIC Re in fulfilling the requirements of the NCCC Project by CERT

| n. Thi s project involves setting up Honeyp
|l nfrastructure, collecting SIEM | oglsthrbughahm GI C
public domain (4 public IPs).

. Documentation

Selected Bidder shall ca¢e and maintain all the necessary technical documentation, design
documents, standard operating procedures, configurations required for continued operations and
maintenance of cloud services.

The documents which hold critical information, process, padishall have to be approved by GIC

Re before release.

The Sel ected Bidder shal/l devel op, maintai n,
requirements:

Details of inventory for Compute (RAM & CPU), Storage, Network, Security, etc. elements.
Detailsof the management, monitoring and helpdesk tools

The WAN connectivity plan

Business Continuity/ DR plan

Details of manpower deployment at NOC and SOC

Escalation matrix

Other details as desired by GIC Re.

O O OO0 O oo

. Resource Management

The SelecteBidder shall manage the instances of storage, compute instances (RAM & CPU), backup
and network environments. This includes GIC Re owned & installed application & DB systems (SAP
ECC, SAP HANA) and other system software (F®AP applications) that are ouds of the
authorization boundary of the Selected Bidder.
The Selected Bidder shall enable workflow based automatic switch over/ failover between DC & DR.
The Selected Bidder shall provide a webpage and associated Uniform Resource Locator (URL) that
descibes the following:

o Service Level Agreements (SLAS)

o Help Desk and Technical Support

o Resources (Documentation, Articles/Tutorials, etc.)

o Inventory

Operation_Services

Selected Bidder shall ensure the overall reliability and responsive operatiaudlkarvices through

both proactive planning and rapid situational response.

Selected Bidder shall manage the compute (RAM & CPU), network, storage, server, and virtualization
layers, to include performance of internal technology refresh cycles applicabkset the SLAS.

Selected Bidder shall ensure monitoring of performance, resource utilization and other events such as
failure of service, degraded service, availability of the compute, network, storage, database systems,
operating Systems, applicatigiscluding application access within the infrastructure.

Selected Bidder shall prepare a comprehensive O&M plan for managing the cloud services and keep
it updated.

Selected Bidder shall ensure uptime and utilization of the cloud resources as peefihéd it this

RFP.

Selected Bidder is required to provision additional VMs/ compute/ storage/ network when the
corresponding component utilization exceeds 80% in any Server/ VM/ Network.

Selected Bidder shall manage the cloud infrastructure as peastdmtL. framework.
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A Selected Bidder shall investigate outages, perform appropriate corrective action to restore the
hardware, operating system, and related tools. Selected Bidder shall also share RCA report for every
incident/ outage.

A Selected Bidder shiadesign and implement automated scaling processes for the entire Hybrid Cloud
Infrastructure.

A Selected Bidder shall provide and implement tools and processes for monitoring the availability of
assigned applications, responding to system outagestwitibleshooting activities designed to
identify and mitigate operational issues.

A Selected Bidder shall provide all administrative support for user registration, User ID creation,
maintaining user profiles, grantinguser access, authorization, user pasapport, domain creation,
domain management, OU & Group creation & maintenance, etc., for Active Directory & DNS
services.

A Selected Bidder shall also perform housekeeping activities for all VM, servers, network, backup, efc.,
and ensure monitoring/ utiation alerts remain below threshold.

A Selected Bidder shall document and perform patch management for entire infrastructure appropriate
to the scope of their control and/or provide ssdfvice tools to perform patch management. Any
required version/ Softare/ Hardware/ OS/ DB upgrades, patch management etc. in the Hybrid Cloud
Infrastructure shall be performed by the Selected Bidder for the @atirgact Perio@t no extra cost
to GIC Re Selected Bidder shall Generate Alerts well in advance on the upggp@tches via emalil
and management portal.

J. Self Service Management/ Provisioning

A Self Service management/ provisioning focuses on capabilities required to assign services to users,
allocate resources, and services and the monitoring and managerheseofdsources.

A The Selected Bidder shall provide Self Service Provisioning Portal/ Basic monitoring tool/ Dashboard
with two factors authentications via the SSL/TLS or SSH or through a web browser to remotely
administer their virtual instances havingdigrained role based access controlie tool/ dashboard
shall:

o Enable GIC Re to provision virtual machines, storage, and bandwidth dynamically- (or on
demand), on a seBervice mode or as requested.

o Enable service provisioning via online portal/ inteaé (tools).

o Enable service provisioning via Application Programming Interface (API).

o Enable secure provisioning, geovisioning and administering [such as Secure Sockets Layer
(SSL)/Transport Layer Security (TLS) or Secure Shell (SSH)].

0 Supportthe tens of service requirement of terminating the service at any timddéorand).

o Make the Management Reports described in this RFP accessible via online interface. These
reports shall be available forykar periods after being created.

A The Selected Biddshall ensure that effective Remote Management features existfor all VM/ Servers
with admin privileges so that issues can be addressed by GIC Re &#rigdApplication Admins
in a timely and effective manndihis can be enabled via RDP for Windows VI8stvers and SSH
access for RHEL VMs/ Servers over MPLS as well as thr&@A&BE ZTNAEDS Solution

A The Selected Bidder shall provide for automatic monitoring of resource, compute, storage, network,
backup, etc., utilization and other events such as fadtiservice, degraded service, etc. via service
dashboard or other electronic meartse Utilization Monitoring tools shall have minimum following
features:

o0 Realtime performance thresholds.

Real time performance health checks.

Real timeperformance monitoring & Alerts.

Historical Performance Monitoring.

Capacity Utilization statistics

Cloud Resource Usagecluding increase / decrease in resources used duringeal®

A The Selected Bidder shall provide Trouble Ticketing eidine portal/ interface (toolsill such

O O O 0o
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tickets shall be visible and manageable from the monitoring tool/ dashboard.

The Selected Bidder shall provide Self Service Provisioning Portal/ Basic monitoring tool/ Dashboard
with the ability to automaticallynqovision services via a Web Portal (Sefovisioning), provide meter

billing, to provide service assurance for maintenance & operations activities. Detailed user level or
user group level auditing, monitoring, metering, accounting, quota, andlsadwirformation is
essential for the cloud platform to be offered.

The Selected Bidder shall support maintenance of user profiles and present the user with his/ her
profile at the time of logimn the monitoring tool/ dashboard.

. Data Handling & Management

TheSel ected Bidder shall strictly maintain & m:
clients in multitenant environment.

The Selected Bidder shall provide tools and mechanism to GIC Re (or its appointed vendor/ agency)
for configuring, schedling, performing, and managing applications and other related activities (as
and when required) of all the data including but not limited to files, folders, images, system state,
databases, and enterprise applications through MPEBSE ZTNAEDS Solution

The Selected Bidder shall facilitate migration/ Transfer of data, either on demand or on termination
of contract for any reason.

The Selected Bidder shall provide and implement security mechanisms for handling data at rest and
in transit. Advanced engmption to be used.

The Selected Bidder shall manage dataanencéhroughout the data life cycle. The Selected Bidder
must not delete any data at the end of the agreement (for a maximum of 90 days beyond the expiry of
the Agreement, as per Exit ManagemE€rlause) without the express approval of GIC Re.

When the Selected Bidder (with prior approval of GIC Re) scales down the infrastructure services,
Selected Bidder is responsible for deleting o
prior to VM deletion and in case deleted, shall ensure that the data cannot be forensically recovered.
Prior to such VM deletion, a VM/ data backup must be taken and retaing@years.

The Selected Bidder shall str itcThéSeleatedBidddrshaln ¢ ¢
perform configuring, scheduling, performing, and managingfugoskand restore activities of all the

data including but not limited to files, folders, images, system state, databases, and enterprise
applications in an encrypdemanner as per the defined policy.

The Selected Bidder shall provide mechanism to transfer data bacdkse either on demand or in

case of contract or order termination for any reason. On expiration/ termination of the contract,
Selected Bidder shallamdover complete data in the desired formatto GIC Re which can be easily
accessible and retrievable.

User Administration (PIM/ PAM)

The Selected Bidder shall implement Privilege Identity and Access Management (PIM/ PAM) that
properly separates users lyeir identified roles and responsibilities, thereby establishing least
privilege principles and ensuring that users have only those permissions necessary to perform their
assigned task©nly admins designated by GIC Re are to be given privileged access.

The Selected Bidder shall facilitate Administration of users, identities, and authorizations, effectively
managing the root account, as well as any Identity and Access Management (IAM) users, groups, and
roles they associated with the user account.

The Séected Bidder shall implement muftactor authentication (MFA) for the root account, as well

as any Privileged ldentity and Access Management accounts associated with it for cloud portal.

. Cloud Resource and Network Traffic Monitoring

Selected Bidder sh| | make provisions to monitor the ne
landscape.

Selected Bidder shall make provisions to analyze amount of data transferred (uploaded/ downloaded),
via Internet Traffic through ILL or Application Traffic through MPL$or each VM/ Server and
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A Selected Bidder shall provide network information of cloud virtual resources.

A Selected Bidder shall make provisions to monitor latency between endpoints in each branch of GIC
Re and VMs at DC and Internet over MPLSIdhL.

A Selected Bidder shall make provisions to monitor network uptime of each VMs and endpoints.

A Selected Bidder shall make provisions to monitor the uptime of all cloud resources. The report shall
be in exportable form.

A Selected Bidder shall make prsigns for resource (i.e., CPU, RAM, storage, disk, etc.,) utilization
graphs of each VMTIhere shall be graphs of each disk partition and email alerts should be sent if any
threshold of disk partition is breached.

A Selected Bidder shall make provisionsronitor the load of RHEL/ Windows/ DB servers and set
threshold for alerts.

A Selected Bidder shall make provisions to monitor the running processes/ services of all servers. This
will help GIC Re monitor processes consuming resources.

A Selected Bidder shiahake provisions for setting alerts based on defined thresholds. There should be
provision to configure different email addresses where alerts can be sent.

A Selected Bidder shall ensure that there should be historical data of minimum 6 months for resource
utilization to resolve any billing/ audit disputes if any.

A Selected Bidder shall ensure that audit logs of all servers, OS, DB, network, scalability (horizontal
and vertical), etc., are maintained for at least 6 months.

A Selected Bidder shall ensure thoag of reaching thresholds used to trigger additional resourcesin auto
provisioning are maintained for at least 3 months.

A Selected Bidder shall ensure that there are sufficient graphical reports of cloud resource utilization
and available capacity.

A Sekcted Bidder shall provide utilization reports for Internet bandwidth (per User, per endpoint, per
VM, etc.), load balancers etc.

A Selected Bidder shall monitor and manage all
to)

o Monitor andmanage Table Spaces and health and size of Table space and DB.

o Monitor live and waiting session.

o Monitor live processes.

o Monitor pmon, smon, dbwr, Igwr, ckptr for availability of DB.

o Monitor and manage Parameters like Redo Logs, redo log Bufferries, Area Size, etc.

A Selected Bidder shall provide Monitoring & management of all network links (MPLS, ILL, P2P)
proposed as part of this solution.

A Selected Bidder shall monitor parameters for continuous bandwidth utilization, latency, packet loss,
jitter, etc.

A Selected Bidder shall provide solution for Monitoring Parameters Buffer Cache Size, Shared Pool
Size, etc.

N. Cloud Computing Requirements

N.1.Provisioning of Virtual Machines (VM), Oracle & HANA DBs

The Selected Bidder shall do provisioning for required computing resources for hosting of :
required IT applications as listedAmnexures XIIl & XIV_and all future Applications th&IC
Re may orboard. Virtual Machines shall be required to run the variety of workloads such as
computeintensive workload, memorintensive workload, generpurpose workload, etc. The
Selected Bidder shall deploy VMs on Serrardware having 1:2 PhysitCore to vCPU ratio.

The Selected Bidder shall deploy, configuaed manage Oracle and HANA DBs at both DC &
DR sites as per sizing mentionedAnnexures Xl & XIV . Selected Bidder shall also considg
YoY growth while sizing foilContract Period

3

The Oracle DB Servers must be deployed in separate Oracle DB Private Cloud, perfectly
complying with Oracle Core based licensing reguients.
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All Application and DB servers shall be deployed on enterprise classMppervisor based

4 Virtualized environments.

5 The HANA DB Servers must be deployed in SAP HANA Certified Cloud environment as pe
sizing provided imlAnnexure XIV .

6 The Selected Bidder shall ensure that VMs created on GCC are able to communicateerme
latency wth the DB Servers on the Oracle and SAP HANA DB Clouds.

7 CPU (Central Processing Unit) shall be provided with a minimum equivalent processor sp€
2.4GHz. The CPBshall support 64it operations.

3 GIC Re reserves the right to get servedandscape audited by any thipdurty auditor, if deemey

necessary.

9 The VMs and DB Servers shall be capable of running different operating systems (RHEL,
Windows etc.) with any of their variantgérsions.

The Selected Bidder shall monitor VM up/ down status and resource utilization such as RA

— CPU, Disk, IOPS and network.

GIC Re retains ownership of all VMs, Servers, templates, clones, and scripts/ applications

11for GI C Rebs applications & DBs.

The Selected Bidder shall deploy the entire Infrastructure in HA mode. The proposed setuj
12 | have the capacity to autwtically reboot any VM & Server in another Host in case of Host
Failure.

The Selected Bidder shall have provision for live migration of VMs to another physical Hos;

12 vice versa in case of predictive Host failure.

14 | The Selected Biddeshall provide facility to configure required vCPU, RAM, and Disk, etc.

15 | The Selected Bidder shall provision entire infrastructure witifdsh/ SSD Storage only.

16 The Selected Bidder shall provide, configure, and manage NTP server/ servicasdds EhRe
Hybrid Cloud Infrastructure and comply with all necessary audit requirements for the same

N.2. Administration, Configuration & Training

Upon deployment of VMs & Servers, the Selected Bidder must take full administrator acce
is responsible for performing additional configuration, security hardening, vulnerability scar]

1 application installation, troubleshooting, hardening, patch/ upgrades deployment, BIOS &
firmware upgrade, DB patches/ upgrade, etc., as, and when required.

5 The Selected Bidder shall ensure Preparation/ Updating of the new and existing Standard
Operating Procedure (SOP) documents on servers & applications deployment and hardeni

3 The Selected Bidder shall ensure Patching of VMs, Hypervisor, OStOBpn the next
available patch management change window.

4 The Selected Bidder shall be setting up and configuring servers and applications as per
configuration documents/ guidelines/ suggestions provided by GIC Re.

5 The Selected Bidder shall do tallation/ reinstallation of the OS and its utilities, DB, and its
utilities in the VMs and Servers.

6 The Selected Bidder shall do configuration and maintenance of File Systems of all DBs, pe€
housekeeping tasks, and perform all DB Administratspoasibilities.

7 The Selected Bidder shall make provisions to Monitor VM & Server up/ down status and re
utilization such as RAM, CPU, Disk, IOPS and network.

8 The Selected Bidder shall monitor availability of the Servers, VMs, OS & sysiémare, DBs,

and network.

9 The Selected Bidder shall ensure that VMs & Servers receive OS patching, health checkin
Systematic Attack Detection, and backup functions.
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The Selected Bidder shall arrange training for GIC Re personrmbposed cloud platforms

= from OEM and SeHlService portal, with respective certifications.

N.3. Internal Storage Requirements of VMs & DB Servers

The Selected Bidder shall provide scalable, redundant, dynamicbémet! storagdhe initial
1 | storage requirementfor all VMs/ Servers are provideshinexures Xl & XIV . The Selected
Bidder must size accordingly, considering YoY growth for@uatract Period

The Selected Bidder shall provide Alash/ SSD based block storage capabilitiesd@mand,
dynamically scalable per regatefor VM & Server instances, of arbitrary size ranging from 1¢

2 to multiple TBs.Once mounted, the block storage should appear to the virtual machine like
other disk.

3 The Selected Bidder shall enable GIC Re to add either block storage voluitedenrdl storage
block to cloud VM from provisioning portal.

4 There must be different disk Space options to allocated for VMs, Servers and file data as p

requirement of GIC Re.

N.4. Network Interfaces & Segmentation of VMs & DBServers

The Selected Bidder shall ensure that cloud VM & Server network is both IPV4 & IPV6
compatible.

The Selected Bidder must ensure that all the cloud VMs & Servers are zoned in differentn
segments (VLANS) as per GIC BeequirementsThe Selected Bidder must ensure that the V
in GCC are able to communicate at near zerofmillisecond latency with the DB Servers on tl
Oracle and SAP HANA DB Clouds through specified ports.

3 | The Selected Bidder shall proviéeivate static IP addresses for all the VMs & DB Servers.

The Selected Bidder shalll ensure the VMs
of 10G vNIC and should be scalable to 25G or 50G each.

The Selected Bidder should ensoesarzero/ submillisecond latency between all VMs & Serve
across the 3 Clouds (GCC, HANA & Oracle) within GIC@&setup.

.5. Security of VMs Servers& Endpoints

All VMs & Servers should be firewall protectethd come under the scopeMdinaged Security
Services (MSS).

All VMs & Servers should have DLP & Server AV.

N
1
2 | All VMs & Servers should have Host & Network based Security Software.
3
4

All Endpoints, of each GIC Re branch, should have EPidpoint Detection & Responsa)d
DLP (Data Leak/ Loss Prevention) features/ solution installed

The Selected Bidder shall deploy a Sandboxing/-Ramsomware tool/ solution for the entire
5 | infrastructure. All network traffic (Nort#south & EastWest) shall be examined by this stidun
and then onlyill propagate into the network.

6 The Selected Bidder shall provide Identity and Access Management (PIM/ PAM) for manag
access to GIC Re users.

The Selected Bidder shall perform Hardening & patch management of allS&visrs, OS, DB,

v underlying infrastructure, etc.
8 The Selected Bidder shall perform management of the OS & DB processes and log files off
VMs & Servers.
The Selected Bidder shall provide Cloud services that support auditing with featureswhel ¢
9 request was made, the source IP address from which the request was made, who made th

when it was made, login attempts, login failure, software installation attempts, security logs
so on.
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0. Managed Services

0O.1. Backup & Restoration

The Selected Bidder shall provide DiBlased Backwasa-Service for entire GIC Re Hybrid
Cloud Infrastructure. The Services must be sized as per G&cReent Backup schedule and
considering growth for th€ontract PeriodAll Backups must be encrypted as per Industry
standards.

The Selected Bidder shall provide backup solution (Disk based backups), covering but not
to daily, weekly monthly, quarterly, and annual backup functions (full volume and increment
for VM, DB, File system, data and software maintained on the servers and storage systemg
Enterprise Backup Solution.

The Selected Bidder shall cover (but not limitegdBackup & Restoration of VM images,
Operating System, Applications, Databases and File system etc.

The solution must have the capability to copy or clone VMs & Servers for archiving,
troubleshooting, restoration drill and testing. The SeleBidder shall perform an Image backu
4 | of VM & Servers or support the ability to take an existing running instance or a copy of an
instance and export the instance into GI@Required formatEntire VM, Server, DB, File
System, data, etdbackup must bavailable to GIC Re.

In case of suspension/ decommissioning of a running VM/ Server, the VM/ Server shall still
5 | available for reactivation for a period of 3 months (or more if specified by GIC Re) without h
to reinstall orreconfigure the VM/ Server.

In case of suspension/ decommission beyond a reasonable time, all the data within VM/ Se|
6 | shall be immediately deleted/ destroyed and cetifIC Re thathedata has been destroyas
per stipulations and shall ensure that the data cannot be faiynsecovered.

The Selected Bidder shall configure, schedule, monitor and manage backups of all the datg
7 | including but not limited to files, images, and databases as per the policy/procedure/plan fix
by GIC Re.The Backup Policy and fingchedule will be shared with selected Bidder after RH

The Selected Bidder shall also perform Administration, tuning, optimization, planning,
maintenance, and operations management for backup and restore.

The Selected Bidder shall propadeud-based solution for backup or use a SaaS based/ Thirg
Party Software which shall deployed on VMs & Servers.

There shall be &ongTerm Storage option of enforcing WORM (Write Once, Read Many) p¢

o for sectiors of data that requires the same.

The Selected Bidder shall ensure that the solution suppedspmleation at backup server/ host

L level so that only changed blocks travel throtlghnetwork to backup devise

12| The Selected Bidder shall make provision for scheduled file systerksteensure data integrit

The Selected Bidder shall perform Restoration Drill/ testing quarterly with the permission of
13| Re. The selected bidder must ensure integrity of the data returned during a restore by verif
block data read with eheck sum of the data.

The Selected Bidder shall ensure that the backup solution supporbst 2865 encryption for
14| data at rest and daia-flight during replication. The backup solution should also support retef
lock feature which ensurésat no data is deleted accidently.

The Selected Bidder must use a simple file system structure that keeps track of the head o

1s to avoid overwriting older data and thereby reduce the chances of data corruption.
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The Selected Biddeshall provide Realime monitoring, log maintenance and automated back
reports daily for all VM/ Serverdhe backup solution shall provide prompt problem resolutiof
case of failures in the backup processes and reinitiate such failed backupsdiisut
completion.

16

17 The Selected Bidder shall make provisions, if required, to shift the backup to G@sRaired
location on HDD/ USB in retrievable form.

The Selected Bidder shall ensure prompt execution -@feonand backups &storation of VMs,
18| Servers, volumes, files systems and full DBs whenever required, and retain them as peisGl
suggestion.

The Selected Bidder shall also perform Redo/ archive log backups of all SAP & DMS Serve
shall be the collective dutyf the Database and Backup Teams of Selected Bidder to rebuild
19 . . . : :
databases of such servers using the redo/ archive logs in case of any data corruption witho
suffering any data loss.

The Selected Bidder shall perform Réiale monitoring, log maintenance and reporting of bacg

2 :
¢ status on a regular basis.

The Selected Bidder shall ensure that all latest andtemg backups taken by curréatitgoing
21| Service Provider must be migrated to the new setup, retained for 10 years and retrievable/
restorable anytime on demand.

The Selected Bidder shall make provisions for asitgf secondargisk-based backup for audit
compliance. Backup data from DQustbe copied to another facility of the Selected Bidder

(offsite: except DC & DR) monthly. The report and location for the same must also be shart
GIC Re monthly.

22

The backugservice must provide following capabilities:

Compression: Support compression of data at source before backup

Encryption: Support at least 256t encryption for data at rest and ddtaflight

23Alert: Support email notification on bac
File exclusion: Ability to exclude specific files, folders, or file extensions from backup
Deduplication: Provide deduplication capabilities

A Secondary copy of Backups should be stored in such a way that disaster at either DC or
both should not resulhiloss of backups (offsite).

Indicative Backup plan

# Backup Type Backup Frequency Retention
1 Incremental Daily 7 Days
2 Full Weekly 1 Month
3 Full Monthly 3 Months
4 Full Yearly 7 Years
5 | TransactiohnArchivelogs Every 1 Hour foProduction, 3 Hours for Othery 1 Week

0.2. Managed Service$ Active Directory & DNS

1 | The Selected Bidder shall migrate & manage GlGRetive Directory and DNS in its entirety.

The Selected Bidder shall maintain and manage G Raindomain, sukldomains, Domain
2 | Controller, Additional Domain Controllers, etc., current and future. This includes the
domains(suldomains) of GIC Ré foreign branches, which are part of GIGHRAD forest.

The Selected Bidder shall perform 24*7*365 monitg of all availability parameters on Domai
controllers, Replication & Time Sync, AD Services monitoring, AD Sites.

The Selected Bidder shall perform daily health checks. GIC Re must receive reports based
4 | resource utilization, event logs aodtical errors based on alerts. All such alerts must be resol
by Selected Bidder.

Information Technology Management Grot Page2lof 159



SO WREA AreRor o frr

ey

GIC Re Generallnsurance Corporation of India

The Selected Bidder shall manage FSMO Roles & Domain Global Catalogue based on ale
Service Requests raised by GIC Re.

6 | The Selected Bidder shall managelication of AD & DNS to DR Site.

The Selected Bidder shall create, remove, and manage sites, domains & subnets as and w
required by GIC Re through service requests.

The Selected Bidder shall perform AD Object Management sucteaton, removal and
modification of Users, groups, and OU as and when required by GIC Re through service re

The Selected Bidder shall perform Group Policy Management such as group policy creatiol
removal, modification as and when required HZ ®e through service requests.

The Selected Bidder shall perform Event Management such as Configuring Event Viewer fi
10| events, Review Eventlogs for errors and warnings, Enabling and reviewing DC Audit logs &
when required by GIC Re throughrgEe requests.

11| The Selected Bidder shall backup AD & DNS as per Backup Policy & schedule.

The Selected Bidder shall be able to restore deleted objects from AD, perform Schema

12 Management and domain creation/ removal as and when required by GIC Re.

GIC Re must be notified via phone or email in case of any issues (based on alerts) othany

= above and the Selected Bidder must resolve the issues.

0.3. Managed Service$ Windows OS

The Selected Bidder shall create new VMs/ Servers with any variant/ version of Windows (

1 GIC Rés Hybrid Cloud Infrastructure.

The Selected Bidder shall migrate and manage all Windows OS instances (existing and ne
GIC Rés Hybrid Cloud Infrastructure.

The Selected Bidder shall perform 24*7*365 monitoring of the following ilValidows VMs &
Servers:

o Availability related parameters

o Server reachability from Biddér tools
o Disk space threshold

0 Scheduled job monitoring

3 | oCPU Threshold

o Memory Threshold

o Critical services

0 Antivirus updates

o Patch updates

o Ports

o Others

The Selected Bidder shall perform health checks, Business readiness checks and checks ¢
4 | processes on all Windows VMs & Servers on daily basis and on basis of service requests (
raised by GIC Re.

5 The Selected Bidder shalthedule Automated scripts as and when required by GIC Re or ag
of the biddeds activities.

6 | The Selected Bidder shall manage Configuration and Parameters of all Windows VMs & Se

The Selected Bidder shall perform Patch Management @fiatiows VMs & Servers with prior
approval from GIC Re. These shall include (but not limited to) installation of:

0 Microsoft OS Service packs

7 | o Microsoft Windows Security patches

o Windows Version Upgrade

o Microsoft Hot fixes

o other Microsoft software
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The Selected Bidder shall perform Disk Management of all Windows VMs & Servers by fixi
disk space problems by backing up (if required) and deleting files, increasing disk size by

allocating disks/ volumes, perform defragmentation on file systemsbased on alerts or up or
receiving SR from GIC Re.

The Selected Bidder shall perform all Change Management on Windows VMs & Servers by
9 | creating and following change management procedure document. All Changes must be pe
after priorapproval from GIC Re.

The Selected Bidder shall perform VM/ Server Maintenance (based on alerts or SR from G
10| by analysing and fixing problems due to Excess swap meibggical memoryCPU & RAM
utilization.

The Selected Bidder shall perform functigngen belowrelated to Problem Management of all
Windows VMs & Servers (based on alerts or SR from GIC Re):

11| o Monitor, record and resolve all operating system problems

o Carry out comprehensive problem analysid ahare RCA reports with GIC Re

o Start/stop services/process and restart servers to provide workarounds

The Selected Bidder shall perform File System (FS) Creation & Management (based on alg
12| SR from GIC Re) by creating NTFS or FAT32 fdgstems, copying/ moving existing file/ folde
to new file/ folder.

The Selected Bidder shall perform File & Folder Access Management (based on alerts or §
13| GIC Re) by giving access to files/ folders, sharing level permissions todaoddws users (Read
Write/ Modify), etc. All such access reports must be shared with GIC Re on demand.

14 The Selected Bidder shall perform Service Trend Analysis and analyse the utilization of reg
in peak hours and offeak hours. Monthlytilization reports must be sentto GIC Re.

The Selected Bidder shall perform and facilitate all sorts of Audits on Windows VMs & Sery
(including AD) like below and send monthly reports to GIC Re:

oSystemsecurifp as swor d s tpermissignish, user so
15| o System Accesklogin attempts, failures, FS access
0AV events

o Windows service packs
o Unauthorized application/services usage/ installation

The Selected Bidder shall perform OS hardening of all VMs & Servers and shaadesing

e policy with GIC Re if required.

0.4. Managed Service$ RHEL & JBOSS EAP

The Selected Bidder shall create new VMs/ Servers with any variant/ version of RHEL OS i
1 N :
Reés Hybrid Cloud Infrastructure.
5 The Selected Bidder shafligrate and manage all RHEL instances (existing and new) in Gi
Hybrid Cloud Infrastructure.
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The Selected Bidder shall perform 24*7*365 monitoring of the following in all RHEL VMs &
Servers:

o Availability related parameters

o Servereachability from Biddds tools

o Disk space threshold

0 Scheduled job monitoring

3 | oCPU Threshold

o Memory Threshold

o Critical services

o Antivirus updates

o Patch updates

o Ports

0 Others

The Selected Bidder shall perform health cheBkisinesseadiness checks and checks on

4 | Critical processes on all RHEL VMs & Servers on daily basis and on basis of service requg
(SR) raised by GIC Re.

The Selected Bidder shall perform scheduled job management of all planned/ scheduled a
like below, in all RHEL VMs & Servers:

0 Scheduling jobs in Cron

5 | o Automated scripts

o Timely log rotation

o0 Backup system configuration

o Sync/ replication

The Selected Bidder shalerform Configuration Management by tracking toafiguration itemsg
6 of all RHEL VMs & Servers for purpose of locating corruptions and necessary remediation
done. The Selected Bidder shall then Manage (Modify/Delete) the OS related configuration
concurrence with GIC Re.

The Selecte@idder shall perform Patch Management of all RHEL VMs & Servers with prior
approval from GIC Re. These shall include (but not limited to) installation of:

7 | o RHEL Patch Updating Monthly

o Critical patche$ Immediately after the notification and accep@afiom GIC Re.

o RHEL Version upgradé based on SR from GIC Re

The Selected Bidder shigperform Log Management of all RHEL VMs & Servers regularly:

o Monitor all the systems logs for any events (warnings and exceptions) and notify to GIC H
8 |further actions i f GIC Reb6s interaction is n
o Troubleshooting the systems based on messages and security logs

oPeriodic log rotation (Weekly/ Monthly a|j

The Selected Bidder shall perfoand facilitate all sorts of Audits aall RHEL VMs & Servers
like below and send monthly reports to GIC Re:

oSystemsecurigpassword strength, usersdé per mi s |{
o System Accesk SUDO access, login attempts, failures, FS access

0AV, SIEM events

0 Unauthorized application/services usagetallation

The Selected Bidder shall perform User Management and be responsible for entire user lif|
(based on alerts or SR raised by GIC Re) across all RHEL VMs & Servers. This will includg
not limited to):

o User Creation/ Deletion

o Define password policies, password resets

o User Permission & access

o User quota management

o Direct Root access will not be shared, instead SUDO access will be provided.

10
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The Selected Bidder shall handle the complete management ¢bdgsd on alés or SR raised
by GIC Re) on all RHEL VMs & Servers. This will include (but not limited to):

o Initializing disks

0 Maintaining disk health

0 Managing disk organization

o Addition/ Removal of disks

o Raid configuration

o LVM Configuration and Management

The Selected Bidder shall enstinat the system resources aegngeffectively and efficiently
used to meet the goals on all RHEL VMs & Servers by perforthiedollowingactivities (but
not limited to):

o Pro-active monitoring of OS

0 Swap memoryuning

0 RAM utilization monitoring

0 CPU utilization monitoring

o Disk utilization monitoring

o User/ access alerts

o Notification of alarms/ alerts to GIC Re

The Selected Bidder shall perfothre followingfunctions related to Problem Management of 4
RHEL VMs (based on alerts or SR from GIC Re):

13| o Monitor, record and resolve all operating system problems

o Carry out comprehensive problem analysis and share RCA reports with GIC Re

o Start/stop services/peess/ restart servers and work with OEM to provide workarounds
The Selected Bidder shall perform File System (FS) Creation & Management (based on alf
SR raised by GIC Re) of all RHEL VMs & Servers. This includes (but not limited to):

o Creation @ ext3, ext4, zfs, xfs file systems

o Encryption and Decryption of Files

14| o Extending and Reducing the Logical Volumes.

o Fix disk space problems by backing up (if required) and deleting files in concurrence with
Re

o Manage/ Modify FS access
o Share acess reports

The Selected Bidder shall perform File & Folder Access Management (based on alerts or §
15| GIC Re) by giving access to FS, permissions to users (Read/Write/Modify), etc. All such agd
reports must be shared with GIC Redemand.
The Selected Bidder shall perform Service Trend Analysis and analyse the utilization of reg
in peak hours and offeak hours. Monthly Utilization reports must be sentto GIC Re.
The Selected Bidder shall perform all Chaignagement on all RHEL VMs & Servers by
17| creating and following change management procedure document. All Changes must be pe
after prior approval from GIC Re.

The Selected Bidder shall perform OS hardening of all VMs & Servers and shagrdesing
policy with GIC Re if required.

The Selected Bidder shalipport&manage all instances of J
Infrastructure.

11

12

16

18

19

0.5. Managed Service$ Database (DB Administration)

The Selected Bidder shall do provisioning fequired Database Servers and Database
administrator services for GIC Re Applications. GIC Re uses MSSQL, SAP HANA & Oracle
and Selected Bidder must manage all instances of these 3 DBs in &Gl&y®id Cloud
Infrastructure.
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The Selected@idder shall offer the Database services that makes it easy to set up, operate,
scale a relational database in the cloud.

The Selected Bidder shall provision licenses on SPLA Subscription model and deploy/ instd
instances of Oracle & MSSQL DB nonSAP Servers. The License and installation of Oracle
SAP HANA DBs in SAP Servers will be provided and done by GIC Re. Detailed list provide
Annexure XI.

The Selected Bidder shall manage all Oracle, HANM&SQL DBs in entire GIC Re
Infrastructure (both SAP & neBAP Servers).

The Selected Bidder shall support latest versions of all major database like MS SQL, HANA
Oracle, etc.

The Selected Bidder shall support & manage asynchraeplisation of the primary database t(
secondary database (and vice versa) in Oracle DB Servers to provide data redundancy, eli
6 | I/O freezes, and minimize latency spikes during system backups. The replication all DBs
(including HANA) in VMs must be atomated and replication of all DBs in Servers (kP
Oracle) can be in activetandby mode.

The Selected Bidder shall provision & support read replicas that make it easy to elastically
out beyond the capacity constraints of a singleld®ance for readheavy database workloads.

The Selected Bidder shall support a manual failover of the DB instance running on Oracle
8 | Serverdrom primary to a standby replica. Failover of all other DBs (VM & HANA) must be
automated in DR.

The Selected Bidder shall support the needs of DB workloads that are sensitive to storage,
performance, and consistency in random access I/O throughput.

The Selected Bidder shall support creating more than eB€iand across DC replicas within

e India per DB instance for scalability or disaster recovery purposes.

The Selected Bidder shall support enhanced availability and durability of ati<tdhces,

= especially for production workloads.

The Selected Bidder shall support creating a DB backup (including Redo/ Archive logs), as
12| Backup Schedule/ Policy or eslemand from GIC Re and restoring the DB instance from the
backup to apecific date and time.

13| The Selected Bidder shall perform monitoring of performance and health of all DBs.

The Selected Bidder shall perform following Database support services 24*7*365:

o Installation, configuration, maintenance of all D3uster & Standalone).

o License provisioning of all MSSQL and n«8AP Oracle DBs.

o Regular health cheeup of all DBs.

o Regular monitoring of CPU & Memory utilization of all DB servers.

o Alert log monitoring & configuration of the alerts for errors.

0 Space monitoring for DB tablespaces, Index fragmentation monitoring and rebuilding.

o Performance tuning of DBs, Troubleshooting, root cause analysis and identification of prc
area.

o Partition creation & management of DB objects, Archiving of DB otsj@n need basis.

14| o Patching, upgrade & backup activity and restoring the DB backup as per defined interval.
o Schedule/review the various backup and alert jobs. Batch Job Management as per the af
requirement.

0 Setup, maintain and monitor the D&olication/ Physical standby and Assess IT infrastructu
up-gradation on need basis pertaining to all DBs

o0 DB User Account Management

o Application DBA/ System / End User account€reate/ Modify/ Drop

o Provide the accegsCreate/ Select/ Insekifpdate/ Drop/ Alter access

0 DB Administration

o Database, Table space and indices Management

0 Space and Storage Group Management

Information Technology Management Grot Page26of 159



SO WREA AreRor o frr

ey

GIC Re Generallnsurance Corporation of India

o Database Instance Management, restart/ shutdown instances, kill sessions, etc.

0 Maintain parameter/ System settings

o Facilitate/ Assist GIC Re in DB migration activities, in conjunction with application suppor
teams

o0 Manage DB groups, connectivity issues, etc.

The Selected Bidder shall be able to rebuild all DBs using redo/ archive logs in case of any|

s corruption without suffering any data loss.

0.6. Managed Service$ Storage

The Selected Bidder shall do provisioning & management of required Storage for hosting o

1 GIC Re applications, VMs & Servers.

> The Selected Bidder shall providealable, dynamic, and redunda#iiased storage. The Selectj
Bidder shall offer Block/ File Object level storage to use with compute instances in the clou

The storage array should support hardwzased data replication at the array controller level
across all models of the offered family.

The Selected Bidder shall provide Alash/ SSD storage media to provide the throughput, 1C
and low latency needed for entire GIC Re Hybrid Cloud Infrastructure.

The Selected Bidder shall provide coretgtneaizero latency performance between-2.5
milliseconds at any scale.

The Selected Bidder shall provide all application and database storage eapbaghdisks
(minimum 5 IOPS/ GB) for better performance.

The Selected Bidder shall alldwock sizes from 1 GB to multiple TBs to be provisioned by G
Re from selfservice provisioning portal.

The Selected Bidder shall support encryption of data on volumes, disk I/O, and snapshots |
industry standard AE356 cryptographic algorithm.

The Selected Bidder shall support read after write consistency (each read and write operat;
guaranteed to return the most recent version of the data).

The Selected Bidder shall provide storage management tools to cater dynasciaklble storagq

o requirements of GIC Re.

The Selected Bidder shall facilitate following storage services:

o Storage Administration

0 LUN managemenLUN provisioning and deletion, LUN mapping to the host

0 RAID group creation

0 SAN Switch & vSAN maagement, SAN switch configurations (zoning, masking, etc.)
o Controller configuration

o License management

o Firmware upgradation in coordination with OEM

11

The Selected Bidder shall perform Fault Management for entire storage whicimshialk (but
not limited to):

0 Response to alerts generated by storage or problems reported by GIC Re

o Troubleshooting, root cause analysis (RCA) and identification of problem area

o Resolution of problems through configuration changeshsgallations replacements within thq
given architecture and design.

0 Run diagnostic tool as guided by OEM vendors.

0 OEM Product support.

o Escalate hardware failuresto hardware vendor.

0 Assist hardware vendor to Identify problem area (by log collection & reboot)

12
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The Selected Bidder shall perform Performance Management for entire storage whiainisheal
(but not limited to):

0 Monitor hardware resources through SAN tool.

0 SAN performance tuning.

01/0 benchmarking.

o Storage space and switch ports capavignagement

024*7*365 monitoring of performance parameters

0 Auto alerts and notification to performance degradation, threshold violation, etc.

o Trouble shooting & root cause analysis for incidents/ faults

o ldentifying bottlenecks and suggestingloettlenecking solution

13

The Selected Bidder shall perform Operational Support for entire storage which shall inclug
not limited to):

o Log Storage: Store critical logs in shared Syslog server for retention period of 90 days

o Configuration backup: Take incremental configuration backup daily for retention period of
days

o Restoration of configuration when required

o Trouble ticket logging, update, and closure

0 Replication Setup checks

14

0O.7. Managed Service$ Load Balancer

The Selected Bidder shall deploy a Load Balancer to distribute the TCP, UDP, HTTP, HTTP
1 | traffic across many computing resources within the same site to increase the responsiveneg
availability of all applications.

The Selected Bidder shalbdhe necessary sizing of load balancing requirements considering
current and future network and compute sizing of GIC Re Infrastructure.

3 The Selected Bidder shall provide secure, hardened, redundant (hardware or software) bas
balancer services.

The Selected Bidder shall perform Administrative Management which shall include (but not |
to):

4 | oUser and Password Control

0 Check and maintain access control

o0 Routine connection tests

The Selected Bidder shalerform Change & Configuration Management for load balancer wh
shall include (but not limited to):

o IP Configuration

0 VLAN configuration (No ACL support on Routed/ VLAN interfaces)

o Trunk port configuration

o High Availability Configuration

o Load Bdancing SSL

o Content Switching

The Selected Bidder shall perform Fault Management for load balancer which shall include
limited to):

0 Response to alerts generated by systems or problems reported by GIC Re

6 | o Troubleshooting, root causmalysis (RCA) and identification of problem area

o Resolution of problems through configuration changeshsgallations / replacements

o Escalate hardware failures to hardware vendor

0 Assist hardware vendor to ldentify problem area (by log colle@iogboot)
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The Selected Bidder shall perform Performance Management for load balancer which shall
(but not limited to):

0 24*7*365 monitoring of performance parameters

0 Auto alerts and notification to performance degradation/ threshalation

o Trouble shooting & root cause analysis for incidents/ faults

o ldentifying bottlenecks and suggestinghlettlenecking solution

The Selected Bidder shall perform Operational Support for load balancer which shall includg
notlimited to):

o Log Storage: Store critical logs in shared Syslog server for retention period of 90 days

8 | o Configuration backup: Take incremental configuration backup daily for retention period of |
days

o Restoration of configuration when required

o Trouble ticket logging, update, and closure, etc.

P. Disaster Recovery (DR) Site
P.1. Disaster Recovery (DR) Solution

The Selected Bidder is responsible for Disaster Recovery Services to ensure continuity of
operations in the event of failure pfimary DC. The Selected Bidder shall design and docum)|
an efficient DR solution in lines with the requirements of GIC Re and as per the RPO and H
reguirements.

The Selected Bidder shall provide DR as a service for the Applications, VMs, and DB Clou|
as mentioned iAnnexures XIll_ & X1V . The Solution must be able to seamlessly redirect Gl
Re application traffic from all branches (domestic & foreign)/ spoke locations to the proposi
site Infrastructure in a semi/ fully automated manner in case of any disruptions/ disaster at

TheSelected Bidder shall make provisions for required VMs, DB Servers at DR Site. The
Selected Bidder shall analyse the existing infrastructure, applications, and any other relevg
details before designing the DR Solution. The DR Solution shall be on AE{WE Standby
(DR) mode. The Selected Bidder shall provide details of resources that will be deployed to
implement the DR solution and justify how the resources will be sufficientto meet the
requirements, including the RTO and RPO requirements.

The Selected Bidder shall make provisioning of requisite software, Business application, V|
DB, etc., licenses and other required monitoring software/ tools for IT setup at DR site, as |
4 | Annexures Xl & XIV . GIC Re may add more applications, VMs, Servers, OS, DBs, etc.,
DR site in the future. The Selected Bidder shall make suitable provisions for suchigtale
growth during theContract Period

The Selected Biddeshall perform installation, Migration and configuration of compute, OS, [
5 | Storage, Network, VMs/ Servers and enforce replication Mechanism for all requisite Applic
VMs. The application environment must be installed and ready for use at DR site.

The Selected Bidder shall undertake installation and configuration of any other specialized
6 | applications/ software solution/ Hardware solution required for the setup and functioning of
Setup.

The Selected Bidder shall offer switchover amgtchback of individual Servers/ VMs/

7 | Applications/ Components instead of entire system, as part of the sefvieeServers/ VMs/
Applications/ Components at DR must function exactly as they do at DC Site.

The Selected Bidder shall only invoke DR site when a disaster is declared by GIC Re or dU

8 | planned DR Drills, upon prior approval from GIC Re. Users must only be allowed to access
applications/ VMs/ Servers at DR site when such a situation arises.
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P.2. RPO & RTO

Theservice parameters to be met by the DR solution focus on the Recovery Time Obijectiv;
(RTO) and the Recovery Point Objective (RPO), which in business terms define the 'Interry
to Service' and 'Loss of Data' respectively. The RTO will be calculatedtiretime of
l|idecl aration of a disastero up to the ti
& end users are able to access these applications & carry out the business operations. Re{
point objective (RPO) is the maximum acceptabteount of data loss after an unplanned disa
disruption, expressed as an amount of time.

The Recovery Time Objective (RTO) shall be less than or eq@&@anuteg1 Hour)to enable
2 | business operations & The Recovery Point Objective (RPO) should be less than or equal t
minutes.

3 | The Selected Bidder shall offer dashboard to monitor RPO and RTO.

P.3. Replication

The Selected Bidder shall adequately do the sizing odRIeplication links and commission
them with (1+1) redundancy, to meet the RTO and the RPO requirerAgmtdiminary sizing
has been provided by GIC Re in the Bandwidth Details Li&ninexure XlI . The Selected
Bidder can propose a different bandwidth with proper justification.

All DR specified DBs shall be replicated on an ongoing basis and shall be available in full (
of the Primary DC) as peequired RTO/ RPO and designed replication strategy.

GIC Re currently requires a 25% capacity DR. However, this may be scaled up to 100% ar|
if required. The Selected Bidder must consider this during DR sizing. There shaiftehronou
replication of data between Primary DC and DR. Any lag in data replication must be clearly
visible in dashboard and alerts of same must be sentto GIC Re.

The Selected Bidder shall be responsible for providing/ facilitagptication tools/ software/
processes for Databases, Active Directory, Web Servers, application, VMs, Servers, etc., f
seamless replication from DC to DR and vice versa to meet RPO and RTO requirdiments.
Selected Bidder shall mention details of thiesds/ software in their solution document.

The Selected Bidder shall provide detailed operating manuals/ procedure documents for e
replication.

The Selected Bidder shall provide details of replication mechanism for (but not limitae to)
following solutions:

00S

6 [ 0DBs

o Servers

o0VMs

o Active Directory/ LDAP/ DNS

P.4. DGDR Failover & Restoration - DR Drills/ Actual Disaster

The Selected Bidder shall clearly specify the situations in which disaster shalhbenced aloni
with the implications of disaster and the time frame required for complete switchover to DR
BCP/ Procedure documerithe Selected Bidder shall also define the access mechanism of &
users from spoke locations to DR site during diesdslrills in the solution document and BCP.

The failover from primary DC to DR should be done through a proper DR announcement p
2 | which should be documented as part of BCP planning. In the event of a disaster, GIC Re's
proposed DRsite will become the Primary system.

The DR site must be available (with GIC Re's systems & dataeomand basis within the defin
RTOs and RPOs. Users of all branch/ spoke locations of GIC Re must be able to connectt
Selected Bidder's proposBxR Site directly during disaster/ drills, through ILL (0\@ASE

ZTNA EDS Solutionor VPN).

Information Technology Management Grot Page30o0f 159



SO WREA AreRor o frr

ey

GIC Re Generallnsurance Corporation of India

During DR drills, the Selected Bidder shall demonstrate the fulfilment of SLAs at load of 10
users with 60% concurrency.

Application data and application states must be replicated between DC & DR so that when
5 | outage occurs, failover to the surviving data center can be accomplished within the specifie
The installed application & database instances must be usable.

During the switch from DC to DR or vieeersa (during disaster/ drills), it should be as per the
given RPO. The Selected Bidder shall provide workfloaged switchover/ failover facilities
(during DC failure & DR Dirills). The switchback mechanism shialbde workflow based. The

e Selected Bidder shall also provide a tool/ mechanism for GIC Re to trigger DR switchover,
exampl eclai dionleR0. The Selected Bidder she
configuration of any additional scripts farscessful working of DR.

The DB, Security, storage, OS, etc. capacity & licenses must be sized as per current sizing

7 (Annexures XlII & XIV ) and future growth as well. The Selected Bidder shall scale up the |

setup (including Bandwidth) at DR as per GIC Re's requirements, based on rate cards. Us{
be routed seamlessly from DC sitdaR site

Restoration provides an eassocess for copying updated data from the DR server back to th
server. Whenever main DC will be recovered and operational, the data from DR system to
8 | systems should be synchronized. Once this data is synchronized and verified, the switchbz
DR system to DC system should be done. In that case all users will be accessing systems
DC, post successful switchback.

The Selected Bidder shall provide detailed DR activity plans which will contain steps/ proce
to switch oveservices to DR site and vieeersa (DR to DC) in the event of disaster at DC site

In case of failover to DR site (once disaster is declared) within the defined RTO, the SLA w
10| not be applicable for RTO period only. Postthe RTO period, BbAld start to apply and shou|
be measured accordingly.

Thee Selected Bidder shall partner/ coordinate with respective applications/ product suppad
11| vendors on GIC Re's side to bring the applications up and running at DR site, suppoeM2Rti|
of disaster/ Drills or for performing periodic maintenance & upgrade activities.

The Selected Bidder shall conduct DR drills twice per annum, wherein the Primary DC mug
deactivated, and complete operations shall be carried out from tis#®&Rhe praequisites of
DR drill must be carried out by The Selected Bidder and GIC Re jointly. The Selected Bidd
must formulate and design the exact process of the DR drill, in consultation with GIC Re ar|
application supportteam, in such a whgt all elements of the system are rigorously tested, V|
12| the risk of any failure during the drill is minimized. The process must be documented by th¢
Selected Bidder as part of the disaster recovery plan (DRP). The Selected Bidder shall pla
activities to be carried out during the mock drill and issue a notice and a POA (Plan of Actiq
the department at least 15 working days before suchThi#l.Selected Bidder shall provide a
detailed DR Drill report, with RPO/ RTO achieved during the dafiler each planned Drill
activity.

During the DR drill, the Selected Bidder must arrange the full DR team with sufficient resot
and expertise and complete the activity under the supervision of senior resources for co
ordination. The Selected Bidder shall develop appropriate policyeguoe & checklists in line
with ISO 27001 & ISO 20000 framework for failover and fall back to the appropriate site.

13

P.5. DR as a Service

Provision for managed services for the entire DR facility must be provided. The Selected B
shallprovide continuous maintenance activities to support the DR site.

1
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The Selected Bidder shall provide support for all server maintenance activities. This would
include periodic health check, alemand troubleshooting, repairs, part replacementreto.

2 certified vendors. ITIL processes named problem, change, incident & configuration managi
procedures will be followed by the Selected Bidder at DR site.
3 The Selected Bidder shall have proper escalation procedure and emergency responsé in ¢

failure/disaster at DC.

Any activities not mentioned here but required for the implementation, operation, and

4 | maintenance and monitoring of DC and DR sites shall be carried out by the Selected Bidde
solution provided by the Select8itlder shall meet all the service level requirements.

The Selected Bidder shall perform RPO monitoring, reporting and event analytics and othe
5 | activity associated with operations and management of DR plan and Implementation for th;
solution.

The Selected Bidder shall provide a monitoring tool with dashboard showing RPO, RTO,
changeover facility etc.

The date, time, duration, and scope of each drill shall be decided mutually between GIC Ré¢
7 | the Selected BiddeExtreme care must be taken while planning and executing DR drills to e
that there is no avoidable service interruption, data loss, or system damage at DC.

To demonstrate how the application fails over when the primary site goes dowesiihg
should include the:

o Uninterrupted replication to DR servers.

o Lag in replication due to any unforeseen errors.

o Process of recovering from lags if any.

o Data integrity test of DR servers.

The Selected Bidder shall besponsible foDevising and documenting the DR policy discussé
9 | and approved by GIC Re. GIC Re reserves the right, on its own or via-g#rigdauditor, to
conduct overall testing at any point of time for the services delivered by the Selected Bidde

The Selected Bidder shall configure all the components andauiponents for entb-end user

10| access to all applications/ VMs/ services at the DR site, throughuldibhgSASE ZTNAEDS
Solution).

The Selected Bidder shall be responsiblebiomging the VMs/ applications/ DBs to login level |
case of disaster/ DR drills.

The solution must be able to perform applicatievel recovery scalable to site level recovery
based on the impact of the disaster.

In case of reverseeplication, since the DR site would be acting as main site, all the necessa
support (same as DC site) to run the environment must be provided by the Selected Bidde

Reverse Replication is necessary and envisaged when the DR site is attimghai site. The
solution must ensure consistency of data in reverse replication till the operations are not be
established at the Cloud site. The RPO would be applicable in reverse replication also. Thg¢
data should be made available for reatimn at Primary DC after switchback.

11

12

13

14

P.6. BCP for GIC Re Infrastructure

The Selected Bidder shall define and submit (as part of the solution), a detailed approach f
ABusiness Continuity Pl anni ngo resporsibilsiesefh o

1 different teams during DR Drills or actual disaster; further, it should define the parameters i
which Adisastero would be decl ared.
The Selected Bidder should have a practicing framework for business continuity plannpiang
5 development which has been established, documented, and adopted to ensure all busines|

continuity plans are consistentin addressing priorities for testing, maintenance, and inform
security requirements.
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The Selected Bidder should practicesBiess continuity and security incident testing at planni
intervals or upon significant organizational or environmental changes.

Incident response plans must be developed by the Selected Bidder which shall involve img
4 | customers (tenant) aradher business relationships and represent criticatsupgply chain
business process dependencies.

Q. SD-WAN with MPLS, ILL & P2P - Implementation & Management
Q.1. Network Architecture - MPLS, ILL & SD -WAN

The Selected Bidder shall design the underlaying network with Dual MPLS &8P OKE
Model, with DC and DR Sites as Hubs and GIC Re Branches as Spokes. All these Spoke |
must communicate with each other and with DC & DR via different Private VLAMshermore|
the Selected Bidder must provide Dual ILL connectivity for local internet boeidlat each branc
of GIC Re. The application traffic shall flow through the dual MPLS links and web/ internet
traffic shall flow through the dual ILLs at eatdtation. The SDWAN solution shall be an
overlay/ orchestration layer on this and manage the entire network architecture. The Bandj
details per branch are mentioneddinnexure XII .

The Selected Bidder shall implememd manage SVAN solution with centrally managed
WAN edge device#to be referred to as CPEs hereinafdaced in branch office®C & DR
sitesto establish logical connectioasnong the CPEssing the underlyinghysical WAN
infrastructure These logical connections should create secure paths across multiple WAN
connections and carriers, such as MPLS, hybrid Internet leased lines, aMARRolution
should dramatically simplify the complexity associated with managemetigeation, and
orchestration of WANSCPEs may be physical or virtual devices implementing/&BN
functionality in software (network function virtualisation (NFV)).

The Selected Bidder shall provide seéirvice capabilities, as part of thelution, which gives
access to GIC Re for monitoring and designing policies of th&\@IN network. The Selected
Bidder shall design and deploy policies across the entire network as per Industry best prag
GIC Re'srequirements.

TheSelected Bidder shall provide a solution which supports distributed cloud gateway
4 | architecture to facilitate the communications between all MPLS sites & Public Internet throy
ILL.

The proposed SBWAN solution should have the following minimum featufest limited to):
o Application visibility and Analytics

o Centralized Orchestration & Policy Management

o Transport Independent Overlay Solution

o Application Aware Routing & Application Prioritization

o Performance based App Aware Routing & Load Sharing
5 | o Segmentation & Dynamic Topologies

o Application Based QoS

o Local Internet Break out

o Path Brownout

0 Security & Encryption

0 Managed service offering

o Self Service Portal for reporting & service requests

Q.2. SDWAN Core Components- Overlay Network

1 Each CPE must be capable of dynamically establishing fully meshed encrypted overlay pal
every other CPE, across multiple different WAN services: MPLS, Internet Leased Line, etc

5 The solution must support dynamic optindakect siteto-site remote routing (spoke-spoke
model) and/ or anyo-any.
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The overlay paths established amongst the CPEs must support:
3 | o Transport of unicast, multicast, and broadcast traffic
o The ability to run routing protocols: OSPF v2 and v&H for IPv4 and IPv6; etc.

4 The design shall be such that only the WAN IP addresses of the CPEs at each branch loc:
need to be known for establishing the overlay network.

The locations must be able to access Microsoft 365 & all attemnetbased applications, whicl
5 GIC Re is using currently/ or may deploy in future, over Internet directly through ILLs (local
breakout). In case both ILL links go down at any branch, internet traffic should still be acce
via MPLS through DC, unitthe ILLs are restored.

All edge devices/ CPEs and WAN must comply with GIC Re's/ Regulator's periodic audit
requirements.

During the period of contract GIC Re may add additional MPLS and/ or ILksratlocations
and the Selected Bidder mastdall suchlinks to the SBWAN and suitably configuréhe CPEs.

Q.3. SDWAN Core Components- Dynamic Load Sharing based orBusiness and/ or Application
Policies

CPEs must be able to load balance traffic across multiple WAN paths based on load balan

1 algorithms efficiently using all available WAN bandwidth (MPLS & ILL).
The solution must be able dtynamically control data packet forwarding decisions by looking
5 application type, performance, policies, path status, etc. and route all traffic accordingly toy

DC (internal application traffic through MPLS) and Internet (M365, browsing, etc.atafhugh
ILL).

The solution must be able to monitor the network performajiter, packet loss, bandwidth an
3 | delay and make decisions to forward critical applications over the best performing path baj
the defined application policy.

Thesolution must respond to measured performance changes (degradation) in addition to
node state changes (up/ down) and adjust application forwarding accordingly.

5 The solution must be able to prioritize real time traffic over other traffic andg&fjrwarding
policies based on GIC Re's requirements.

The solution must have application awareness with capability of deep packet inspection of
to identify and monitor applicationso thee

E network to tune the network for businas#ical services, resolve network problems and to he
ensure that critical applications are properly prioritized across the network.
7 The solution must be able to monitor application and internet usages of individual users ov

network and provide reports for the same, as and when required.

CPEs must be able to identify and classify applications, including application encrapbied t
8 | Identification and classification of all application (both current and future) types must be
supported by the solution.

Q.4. SDWAN Core Components- Security & Encryption

1 All site/ spoke location traffic must be encrypted wiramsported over WAN transport links:
Internet leased line, MPLS network, etc., protecting Data Confidentiality and Integrity.

> The encryption must be done as per IPsec standards using AES with 128bit keys or higher

with Internet KeyExchange Version 2 (IKEv2) @ set of equivalent or higher standards

The use of encryption should not limit the performance or availability of applications hostec
DC or over Internet and should be transparent to end users.

3
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The propose&D-WAN solution should have stateful security features, like L3/ L4 filtering,
ZoneProtection for network, DDoS Protection, SSL Inspection, etc., for network isolation ir
CPE along with other SVAN features. The solution and its features must algoedehed and
updated by the Selected Bidder at regular intervals.

The solution should have inbuilt Next Generation Firewall (NGFW) features, like L7 Applie:
5 | levelfiltering, URL-filtering, SSL Inspection/ decryption, etc. All the featusésuld be enabled
on all CPE without addition of any other separate hardware or licenses.

Q.5. SD-WAN Core Components- Centralized Management, Monitoring & Configuration

The Selected Bidder must provide a Centralized management solutionuskihnified platfom
for network service provisioning, monitoring and assurance, change and compliance mane
2 | The centralized management solution must haveated GUI.

3 The solution must support zetouch provisioning/ plug-play fornew/ future branches of GIC
Re.

The solution must support ettotend realtime flow visualization for the application paths for
identifying issues and taking corrective actions.

5 | All network-wide configurations shall be from the centralire@inagement solution.
All application forwarding policies shall be configured from the centralized management so

1

e application.
The centralized management solution shall have NMS capabilities and must support netwe
7 visibility for all the CPEs, networks and GIC Re endpoints. The NMS should be configured

monitor all the links terminated on the CPEs irrespective of the type of link (internet leased
MPLS, etc).

The solution must be able to collect and aggregate trsfidicstics for all WAN paths (MPLS &
8 | ILL). Traffic statistics include path utilization, application specific utilization and path
performance.

9 | The solution must support device health monitoring for all the devices within the solution si

Thesolution must store historical traffic and performance information for at least three (3) n
to assist with trouble analysis, traffic forecasting and SLA compliance.

The solution must support emdbsed alarm to notify thedministrators and GIC Re in case of
any device/ link fault or network performance degradation.

10

11

Q.6. SD-WAN Core Components- Monitoring, Reports & Analytics

The Selected Bidder shall provide 24*7*365 remote proactive monitoring service of the enl
1 | & MPLS based SBAAN network from their own NOC by specialized technical team to ensy
that the services are always operationaltmrend.

The Selected Bider shall provide availability reports on monthly basis and ensures that pro
2 | notification is provided to GIC Re in case of any network element (ILLs, MPLS, P2R/AD
CPEs, etc.) failure.

Managed Services shall include (but not limitedpviding up/ down status reporting,
malfunction alarms/ alerts, fault monitoring, incident management, patch management,

3 | performance management, change management (including device configuration, backups]
reporting, changing faulty device, ete})calation, and resolution; 24*7*365 network monitoril
and online portabased device/ network availability performance reporting.

Bidder shall provide quote for rate card for additional internet link management, in case Gl|
4 | procuresadditional internet link at any of the locations. Internet link procured by GIC Re shg
part of monitoring scope.

5 | The solution must provide Real & historical time series log event reporting.
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The solution must provide Traffic usagabtocol anomaly detection reports.

The solution must provide Atloc and scheduled reports as per GIC Re's requirements.
The solution must provide Predefined and custom report templates.

The solution must support report export formats like cs¥,)ds(x), email notifications, etc. The
solution should also have provision to integrate with SMS gateway.

The solution must provide Traffic reports per site: availability, bandwidth usage per access
bandwidth usage papplication, user, latency, packet loss, QoS per access circuit/ link etc.
The solution must provide Firewall reports: top rules, zones, source, destination by IP/ don
11 | name/ geo location, ports, protocols, session duration, QoS, DDoSeM&ils, pool utilization
and Flood detection, etc.

The solution must provide Application reports: Top Applications usages, User wise usage,
URLs, Top Bandwidth Consuming Applications, Top Sources, Top Destinations, Site base
Application usage angsis report, Top sites, Top Sites over time, Site availability over time, 7
Availability, etc.

©O© (O|N|O

12

Q.7. SD-WAN Core Components- User Interface

The solution must provide detailed dashboard & reports on network performance paramete
utilization, packet loss, jitter, latency, availability etc., and security of all the transport medig
terminated (including media proposed to be terminated during the period of contract) on th
The dashboard access should be provided to adseirswf GIC Re as and when required.
The solution must provide Dashboard views for®AN, security, CPE functionality, links, etc
The solution must provide visualization using charts -tiea views, maps, grids, etc.

The solution mugprovide drilldown support to analyse data instantly for a given time range,
detect trends and anomalies, etc.

The solution must provide HTTP/ HTTPS Wéhsed interface.

gl A [W|IN

Q.8. SD-WAN Core Components- Other Specifications

The Selected Biddeshall provide any other hardware/ software/ license required to complet
solution/ achieve functionality.

During theContract PeriodGIC Re may add/ delete/ replace applications, links, security pol

2 | etc. Accordingly, the Selected Bidder sltatry out necessary configuration changes in the
Solution/ network, as and when required by the GIC Re.

1

Q.9. SD-WAN Core Componentsi Customer Premise Equipment CPE)
1 All the hardware supplied by the Selected Bidder should be appliance bedenountable,
from the same OEM and must be with all related accessories, power cables, mounting Kit,

The Selected Bidder shall terminate multiple internet transport media/ Links (MPLS, ILL) o,
CPEs as required by GIC Re.

The Selected Bidder shall size the Minimum Capacity of the Proposed CPEs as per Bandv,
(MPLS & ILL) and user details of each branch/ spoke locations as providethexure XII .

All SD-WAN CPEs must be capable of terminating 2 ILLs &MPLS links on immediate basit
GIC Re may add additional links based on business requirement. The Selected Bidder shg
provide SDWAN CPEs to support the scale of throughput and minimum 2 additiwAN
interfaces.

The Selected Bidder shall provide all the software and licenses required to meet the tende
specifications from day one (1).

2
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SD-WAN subscription/ license should be based on the bandwidth of links terminating on th
6 | devices andot on the CPE capacity. As and when GIC Re upgrades the bandwidth -INAISL
subscriptions/ license should also be upgraded as per the contracted rate.

7 | The CPE(smusthave inbuilt Next Generation Firewall (NGFW) feature from day one (1).

Proposed SBNVAN CPEmustbe available as virtual appliance in céise DC and DR require a
virtual implementationNecessary VMs can be sized and used from GIC Re's Hybrid Cloud
Infrastructure. The Selected Bidder shall provide the details of sizing parameters foraNs[
CPE virtual appliance

SD-WAN CPE virtual appliance should be compatible with major claargise providers (e.g.,
AWS, Azure, Google, etc.).

In case of failover of any transport media or CPE, the connectivity should be automatically
established with the alternate transport media or CPE without any delay/latency. Resolutio
transport media and CPE should be as per SLA. Each Branch/ spoke location of GIC Re
have 2 CPEs (redundancy).

10

GIC Re should be able to use bandwidth from all the transport media/ Links (MPLS & ILL)
terminating on single CPE or multiple CPE®ath location.

The Selected Bidder shall configure local breakout from each branch/ spoke locations foril
12 | based applications access, like M365, browsing, or any other cloud services, etc., through
per GIC Re's requirements during theipdrof contract.

The Selected Bidder shall assist GIC Re in configuring the local/ private vicAdch branch/
spoke location and ensure the network connectivity (MPLS & ILL) for all endpoints and ser

11

13

Q.10. SD-WAN Core Components- Last Mile (ILL, MPLS, P2P)

1 | DC & DR Sites

The Selected Bidder shall provide last miles (ILL, MPP3P) at DC and DR sites on wired
media with redundancy. The primary and backup should be extended from two different Te
Service Provider devices/ POPs and the backup link should be from different Telecom Ser,
Provider in case of bidder terminatitinge backup link on different POP.
The primary and backup should be in actactive mode and should be available always for lo
balancing through SVAN.

Bidder shall provide 80 Mbps or higher pototpoint (P2P) link between DC & DR for

iii | replication for maintaining required RPO (15 minutes) & RT®Iour), mentioned iMnnexure
XII .

2 | Spoke/ Branch Locations

TheSelected Bidder shall provide ILL and MPLS links for all GIC Re branches/ spoke loca
on wired media with redundancy. The primary and backup should be extended from two di|
Telecom Service Provider devices/ POPs and the backup link should beifiemant Telecom
Service Provider in case of bidder terminating the backup link on different POP.

The primary and backup should be in actaative mode and should be available always for lo
balancing through SBVAN.

iil | Location wise bandwidth and link details providediamexure XII .

The ILL & MPLS links at all locations must be scalable to support higher bandwidth require
during the period of contradRate cards must be proed for the same.

v|The Selected Bidder shall provide connec

All the POPs from where the MPLS & ILLs links are provided must have redundancy of
equipment, links, power systems, backhaurinectivity, etc.

Vi
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The Selected Bidder shall ensure that major security features (including those mentioned ¢
vi | against attacks as mentioned below are implemented in their network:

I | oProtection against all kinds of attacks including DDOS attacKbl| &tacks, smurf attacks etc
o Protection against all kinds of spoofing like VPN spoofing/ IP spoofing etc.

Q.11. SDWAN Core Components- VPN (for GIC Re Foreign Offices & Roaming Users)

GI C Reds foreign of fi ce sLumpureThdseotfiees acakssantern;
applications hosted at DC/ DR through gitesite (IPsec) VPN. The Selected Bidder shall proy
a similar setup for these 2 foreign branches and enable camtecthese locations by making
1 | necessary configurations for the sitesite VPN at both end Firewalls, as required. GIC Re m
require additional sitéo-site VPN connectivity, during th€ontract Periodfor connectivity to
new/ existing foreign offices. The Selected Bidder must provide rate cards for such conned
These VPN connections must be managed by the Selected Bidder for th€entnaect Period

The Selected Bidder shall enable VPN access for roaming users to connect to the DC and
2 | the proposed solution. This will be required in additioBASE ZTNAEDS Solutionand for 50
Users. This number must also be scalable as and when required.

3 TheSelected Bidder shall provide necessary licenses required for establishing VPN conne
to foreign offices (sitego-site/ IPsec) & 50 roaming users (Software VPN with tokens).

The Selected Bidder shall provide dedicated hardware or use DCSIBDRAN CPEs to enable
remote access VPN for foreign offices (ditesit/ IPsec) & roaming users (software with token

Q.12. SD-WAN Core Components- Network Migration
1 The Selected Bidder shall be responsible for migrating all branch/ padgons from existing
MPLS Network toLL & MPLS based SD-WAN network.

The Selected Bidder shall build a migration calendar in discussion with GIC Re for migratin]
branch/ spoke locations to the new-80AN (ILL & MPLS) Network.

The Selected@idder shall clearly specify required downtime for migration along with migratic
3 | calendar. Downtime for migration shall be approved & provided by GIC Re duringuginess
hours.

The Selected Bidder shall ensure smooth migration to the ILL & MPased SBNAN Network.
In case of any migration failures, bidder shall rollback the configuration to old network
immediately and coordinate with GIC Re for application testing within the approved downtil
window.

2

Q.13. SD-WAN Core Components- Bandwidth (ILL, MPLS, P2P)

The Selected Bidder shall dedicate (1:1) bandwidth (ILL & MPLS) for GIC Re at each bran
spoke/ hub location and on dedicated ports. The ILLs must be available in full duplex mods

1 e.g.- On a 2 Mbps circuit, 2 Mbps seimg) and 2 Mbps receiving should be possible
simultaneously).
The Selected Bidder shall provide a Network which supports access control list (ACL) Sup|
> SNMP & v2 support Network Time Protocol Version 4 (NTPv4), Syslog, Ping, Trivial File

Transfer Protocol (TFTP), Secure Shell version 2 (SSHv2) and Internet Protocol version 4
(IPv4 & 1PV6).

The Participating Bidders are expected to do a site survey for feasibility and for positioning
3 | terminating equipment. They should clearjorm about the equipment that will be deployed
with its physical, electrical and any other related information.

The Selected Bidder shall arrange required Rights of way permission from Local Corporati
Municipalities/ authorized agency for roadtting, digging, and laying of fibre/ copper cables.
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The Selected Bidder shall do all internal cabling till CPEs at all locations for successful
commissioning of the required MPLS & ILLs. The Selected Bidder shall assist GIC Re in
connecting the internal vLANs at each location to the CPEs and establishingotivity
successfully. The Selected Bidder shall provide all required cables for connecting to the CH

All network equipment shall support Packet Filtering, TCP spoofing, IPv4 & IPv6 both and
industry standard protocols and security featuaesifentioned above).

Table inAnnexure XlI lists bandwidth required for each location. The Selected Bidder may
suggest improved alternatives.

R. ZTNA Solution for Remote Users

R.1.SASE ZTNA EDS Solution

The Selected Bidder shall procure, supply & implement licensé&3XA8E ZTNAEDS Solution
1 | for 100 users as per the commercial forma&mmexure IV. GIC Re may procure additional
licenses as per rate fixedAmnexure IV anytime during th€ontract Period

The Selected Bidder shatfligrate the current SASE ZTNBDS Solution andnanage the setup
for the Contract Period.

The Selected Bidder shall plan, design, integrate, implement, rollout updates, manage the {
3 | for theContract Periodlf some components are missed out or not properly sized, onus is on
Selected Bidder to supply/ replace it without any cost ©© B¢é.

The Selected Bidder shall ensure that during implementation phase, the performance, secy
4 | of the entire network setup is not compromisiue Selected Bidder shall ensure the SASE ZT,|
EDS Solutions able to host both thick and thin client Applications of GIC Re.

The Selected Bidder shall migrate h&@SE ZTNAEDS Solutionconnector pair from the currer
setup to both the proposed DC & DR sites. The connectors need to be deployed in high

Availability (2 VMSs). It is recommend creating a new connector when you have reached 10|
applications on a single connector pair. The 2 \fiMsst be replicated over to the DR site as we

The Selected Bidder shall provision the access and support for Applications as mentioned |
Annexure XI for 100 users. For GIC Re admins, RDP/ SSH sessions must be provided to
approximately 90 VMs (all VMs in GIC Re Infrastructure, whichever is more). The admin ID
6 | Both Linux & Windows servers) will be provided to the Selected Bidder. Any new VMs and
Applications provisioned during ti@ontract Periodnust also be included in the solution
scopeThe Selected Bidder shall add any new applications/ ¥6Mise SASE ZTNAEDS
Solution portaln the future.

The Selected Bidder shall make provisions for thick client apps, Web Based Apps & RDP/ §
accessbased configurations, as per the details mention@thimexure XI.

The Selected Bidder shall configure Multi Factor Authentication OR two factor authenticatid
8 | all the applications listed as p&nnexure XI, which would be either EmaiBMS or TOTP
(Authentication token) based MFA.

The Selected Bidder shall make provisions for Single Sign on for the applications listed in
Annexure XI. SSO will allow GIC Re users to authenticafiéh the SASE ZTNAEDS Solution
once to gain access to all their applications, without having to log in again to each applicati
individually. SSO can be implemented by usingshe | u t i d¢deniitg Praviden

The Selected Bidder shall manage the Active Direchotiggration during the implementation
10| phase. Thereafter, any requests/ incidents related to the integration/ implementation must |
addressed by the Selected Bidder.

The Selected Bidder shall instdle SASE ZTNAEDS Solutionclients on workstations of
designated users for accessing thick client application access such as SAP GUI etc. for the
11| following supported OSMicrosoft Windows 7, Windows 10, Windows 11 Home/Pro/Enterpr
editions, Apple macOS 10.12 Sierra, macOS 16iitB Sierra, macOS 10.14 Mojave, or
macOSL10.15 Catalina anflitureversions.
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The Selected Bidder shalluseh e S o IdRI(kdéntitynPéosider) to authenticate SAML and

L Single sign on (SSO) authentication for GIC Re applications.

The Selected Bidder shalldepl8yA SE ZTNA So | vagentomal designaed u r i
systems/ workstations, like Office Desktops and Home Laptops/ Desktops for WFH/ roamir
usersAll components of the SASE ZTNA Solutionust be deployed on all systems tteahote
users will be using to access GIC Re applications.

13

The Selected Bidder shall deploy Securit
actas hub for all spoke/ branch locations (including foreign branch users). Enterprise Secu
Connector pair will be VMs that must be deployed to blockiemals traffic and record
information aboumachines in GIC Re network.

14

The Selected Bidder shall provide all necessary details on the VM and Network Requireme
Changes in Network & Firewall must be carried out by the Selected Bidder to all@aA8te

1s ZTNA Solutionconnector's private IP address to reach the applicaticowoiigured port
numbers.
The Selected Bidder shall make provisions for email alerts &tbmereport sharing with GIC R
team, aSASE ZTNA Solutors ecur ity policies will be irn

16 of deployment, during thaluration the relevant triggers will be analysed & a detailed report Vv
be prepared which needs to be reviewed by Selected Bidder & GIC Re team, post which th
controls will be moved to ABl ocko mode.ar
frequency as per the final recommendations.

Selected Bidder to assist GIC Re team for deployment of SSL/ Wildcard Certificates for

L Application/ IdP URLs.

The Selected Bidder shall deploy connector by using the provided privade iBsses inside the
Local Area Network (LAN). The connector should run close to internal applications, possibl
the same subnet as the application, and be able to communicate with the application over {
port.

18

The Selected Bidder shalieate a Diabut access to the Interneton TCP port 443. The conne
must reach the Enterprise Application Access service over the internet. This communicatio
carried out over an open TCP port 443, and only needs outbound connectivity (outbdimnd tr,

only).

19

Selected Bidder shall make provisions for access to the applications. The port and protoco|

20 accessible in the LAN.

The Selected Bidder shall document the detailed solution architecture, design, traffic flow €

e provide the same to GIC Re as soon as the solution is implemented and Live.

The Selected Bidder shall provide on demand anehgtive 24*7*365 remote support for the

22 SASE ZTNAEDS Solution

The Selected Bidder shall submit escalativatrix and keep GIC Re informed, if any changes |

ZE place in the designed solution.

The Selected Bidder shall provide/ implement/ apply all product updates, upgrades & patcH
o4 of cost duringContract PeriodThe Selected Bidder shall inform GIC Re about all release/ ve
change of patches/ upgrades/ updates of hardgseit®/are/ OS/ middleware etc. as and when
released by the OEM.

The Selected Bidder shall ensure that all upgrades/ changes atib&@ead (Server OS & DB
25| Versions, Application version, network, etc.) must also be compatible with the solution duriy
Contract Period

The Selected Bidder shalarticipate and comply with various audits, regulatory requirementg

28 certifications conducted by IRDAI, other agencies and various legal entities.

The Selected Bidder shall deploy Unified threat protection security policy tisisglution for all
271Gl C Reb6s roaming/ WFH employees. Selecte
for GIC Re's environment.
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Currently,SASE ZTNAEDS Solutionis already deployed in GIC Re environment with 2
connectors (VMs) and all applications/ VMs configured. The Selected Bidder shall migrate t
solution with these connectors and shall continue to manage the setup post migratiolic emisie
for 100 users).

28

S. Hardware Upgrades/ Software Updates/ Patch Management

A The Selected Bidder shall perform upgrades & patch management of entire infrastructure. Any
required version/ Software, Hardware upgrades
Infrastructure Sites will be done by the Selected Bidder for theee@uintract Period

Application PatctUpdatinglexcept AD & DNS, which bidder mustdo) willbe done by GIC Re team.

The Selected Bidder shall document all upgrade & patch management related activities.

The Selected Bidder shall ensure to Genetdeets well in advance on the upcoming patches via
email and management portal.

> > >

T. Managed Security Services (MSS) & Security Operations Centre (SOC)

T.1. Cloud Security Requirements

The Selected Bidder shall implement and manage comgel®-end security solutions, as parto
SOC as a service, for GIC Re's environment. The solution and its components must cover Gl
1| Network, VMs, Servers, systems, and endpoints at every branch/ spoke location. The Selecte
shall be responsiblfor any breach in security or any security incidents and the onus of mitigati
such risks shall lie with the Selected Bidder.

The Selected Bidder shall ensure complete security requirements for the entire GIC Re Hybri
Infrastructure (GCC, HANA Cloud, Oracle Cloud, etc.) hosting with suitable security arrangen
through SaaS model (Security/ SOC as a Service) as per, MR, etc., guidelines. The Selecte
2 | Bidder shall provide entb-end security services to meet IT security challenges for the infrastry
based on the proven frameworks and security best practices. Itis vital for complete security tf
processeand technology which shall support the Information Security function are proven and
adhere to standards.

The security operations shall be centralized, structured, and coordinated and shall be respon
resulting in effective thregatrevention and detection helping the deployed Hybrid Cloud solutior
3 | be secure from attackers. The Information Security functions shall respond faster, work
collaboratively, and share knowledge more effectively. The proposed Hybrid Cloud solution s
have multiple security layers to secure the infrastructure from threats.

The Selected Bidder shall ensure that there is a set of IT security management processes an
ensure complete security of GIC Re Hybrid Cloud solution. Asedurity policy, framework, and
operational guidelines as per 1ISO 27001, 27017, 27018 &3 must be maintained &
implemented by the Selected Bidder.

All the security management processes, tools and usage shall be well documented inpsdicyrit)
and the security best practices to be followed to maintain IT security.

Data shall not leave the Indian boundaries and data residing within Cloud shall not be access
any entity outside the control of GIC Re.

Security services shalipport audit features such as what request was made, possibly the soy
address from which the request was made, who made the request, when it was made, and s(
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The Selected Bidder shall execute the below listed (but not limitesgteice activities:

o Integration, configuration & management of security solutions of all Servers, VMs, systems,
endpoint devices from GIC Re's branch/ spoke locations anBR@ith the SIEM solution.

o Data/ log aggregation from all security systems dedces (servers, endpoints, VMs, network
devices, etc.).

o Correlating, Analysing and responding on all security incidents.

8 | o Monitoring different events on 24*7*365 basis.

o Intimating GIC Re about security risk and incidents and taking all requirexhact

o0 Monthly Reporting on all incidents.

o All Security Log Retention for 6 months.

o Studying, investigating and mitigating anomalies/ incidents.

0 SOC as a Service for all servers, endpoints, VMs, network devices, etc., in GIC Re's Hybrid
Infragructure.

SOC as a Service shall cover all GIC Re systems, servers, VMs, etc. at DC & DR and all end
GIC Re Branch/ spoke locations. The Selected Bidder shall monitor and manage all SOC
components (as mentionedliable T.4) and cover below aspects (but not limited to):

o Correlation and security monitoring

o Analytics

o Alerting

o Dashboards

o Compliance

0 Log Retention

o Incidentresponse

o Threat Intelligence

o User and Entity Behaviour Analytics (UEBA)

o Artificial Intelligence & Machine Learning (Al & ML)

o Real time Threat Hunting & detection

T.2. SOC Controls

Secure Access Control: The solution shall include mechanisms for defining and controlling us
access to the operating system environmenggptications. Best practices from enterprise secu
including password strength, password aging, password history, reuse prevention etc. mustb
followed for access control.

Authorization Control: A leasprivilege concept such that users anty allowed to use or access
functions for which they have been given authorization shall be available.

Logging: Logs must be maintained for all attempts to log on (both successful and unsuccessf
privilege change requests (both successful and unsuccessful), user actions affecting security
password changes), attempts to perform actions ribbered by the authorization controls, all
configuration changes etc. Additionally, the access to such logs must be controlled in accordz
with the least privilege concept mentioned above, so that entries may not be deleted, acciden
maliciously.

Hardening: Allunnecessary packages must be removed and/or disabled from the system.
Additionally, all unused operating system services and unused networking ports must be disg
blocked. Only secure maintenance access shall be permitted, and atl ikisewure protocols shall
be disabled.

Malicious Software Prevention: Implementation of antus software on Servers and EDR on
5| endpoints must be performed by the Selected Bidder, and other malicious software preventio
shall besupported for all applications, servers, data bases, etc.

Information Technology Management Grot Page42of 159



SO WREA AreRor o frr

ey

GIC Re Generallnsurance Corporation of India

Network Security:

o Thenetwork architecture must be secure with support for UTM, Next Generation Firewall
(NGFW) and encryption. The system shall also configure-based firewalls.

o Cloud services shall provide a web interface with support authentication to access arglthmar
resources deployed in cloud and provide Audit Trail of the account activity to enable security
analysis, resource change tracking, and compliance auditing.

Log Monitoring and Correlation: All Servers/ sub systems/ network devices/ appliances/ endp,
proposed shall have capability and throw logs to the log server. The Logs and events general
VMs, applications, DB, network, endpoints, security congrthdevices of the system shall be
monitored. The Selected Bidder must provide a Security information and event management
solution for the same which shall be capable to analyse logs from all these sources and provi
various security alerts, evsnlogs generated from various IT infrastructure (Hardware/Softwaryg
components. The Selected Bidder shall ensure the IT security compliance and therefore mon
threats/ | ogs generated by wvarious equipm

The Selecte@idder shall store all logs (event, security, etc.) for minimum 6 months. Also, Sele
Bidder shall scale the storage if the existing storage space is full.

T.3. SOC Administration

The Selected Bidder shall provide 24*7*365 managed services for the entire security stack pf
GIC Re's environment. The Selected Bidder shall be responsible for managing configuration
patch management, vulnerability scanning, protecting datanisit and at rest, managing
credentials, identity, and access management etc. The activities include:

o Appropriately configure the security groups in accordance with the Security policies.

o Regularly review the security group configuration and instassignment to maintain a secure
baseline.

0 Secure and appropriately segregate/ isolate data/ application traffic by functionality using D
subnets etc.

o Ensure that the cloud infrastructure and all systems hosted on it, respectively, are properly
monitored for unauthorized activity.

0 GIC Re conducts quarterly vulnerability scanning and penetration testing of its systems. Th
Selected Bidder shall comply with all the observations/ recommendations of all such audits.
o Review the audit logs to idéfy any unauthorized access to GIC Re's systems.

o The protection from unauthorized usage, detection of intrusions, reporting as required and
proactive prevention actions are to be provided by Selected Bidder.

o Service Component Administration.

0 Use and Password Control.

0 Check and maintain access control.

0 Routine connection tests.

o Change & Configuration Management.

o IP, Port, Zone Configuration.

o Firewall policies, IPsec VPN, SSL VPN configuration.

o0 NAT, PAT configuration.

o Antivirus/ IPS Signature update, when released by OEM.

o Fault Management.

0 Response to alerts generated by systems or problems reported.

o Troubleshooting, root cause analysis (RCA) and identification of problem area.

0 Resolution of problems through configucatichanges/ renstallations/ replacements.

o Escalate hardware failuresto hardware vendor.

o Assist hardware vendor to Identify problem area (by log collection & reboot).

0 Log Storage: Store critical logs in shared Syslog server for retention p€d&0 days.

o Configuration backup: Take incremental configuration backup daily for retention period of 9
and Restoration of configuration when required.
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o Trouble ticket logging, update, and closure.
o0 Managing configuration and security of Détarized Zone (DMZ) Alert/ advise department abc
any possible attack/ hacking of services, unauthorized access/ attempt by internal or external
ransomware, malware, etc and take necessary actions during such attacks/ events.

Incident Responselhe Selected Bidder shall have policies and procedures in place for timely
detection of vulnerabilities within organizationally owned or managed applications, infrastruct
network and system components (e.g., network vulnerabiligsassent, penetration testing) to

ensure the efficiency of implemented security controls. The Selected Bidder must also have g
and procedures in place to ensure timely and thorough incident management, as per establis
service management polisiand procedures. The Solution shall be complied with ITIL (Informa
technology Infrastructure library) standards.

Governance & Risk Assessmenithe Selected Bidder shall have organizational practicesin pla
for policies, procedures arstiandards for application development and service provisioning as
as design, implementation, testing, use, and monitoring of deployed or engaged services in tl

T.4. SOC Components

1

The Selected Bidder shall implement, configure, and manage all components mentioned in ta
below for GIC Re Environment.

future.

The components must be sized for GIC Re's current Servers, systems, VMs, network, endpo
Growth during theContract Perioanust also be considered during sizing. The Selected Bidder ¢
provide requisite licenses for all components for entierenment (DC, DR & Endpoints). The
Selected Bidder shall provide rate cards for licenses/ units of each component for scaling up

GIC Reis in the process of procuring M365 E3 with Defender Plan 2 (as a separate Pitject)
Selected Bidder shall ensure that M8Sproposed as part of this project must integrate with the
security features of M365 B&ith Defender Plan 2Any overlap of below components must be
highlighted to GIC Re

Service/ Tool/

. REINENS
Solution
Current SIEM (with only 70 log The Selected Bidder shall size SIEM &
SIEM sources) throughput 8500 Peak EP{ SOAR for entire GIC Re Infrastructure an
1 provide rate card for scaling up/ out. All
SOAR Security Orchestration & Automatiof Other SOGcomponents must be integrated
with SIEM/ SOAR/ MSS.
The Selected Bidder shall size properly fo
> | 1ps Host & Network IPS entire Network & Endpoints & Servers ang
provide rate card for scaling up/ out.
Endpoint count provided iAnnexure XII .
. . : TheSelected Bidder shall size properly an
3 | NGFW Next Generation Firewall with UTM provide rate card for scaling up/ out.
4 | PIM/ PAM Privilege & identity Access The Selected Bidder shall size properly ar
management solution provide rate card for scaling up/ out.
WebApplication Firewall for Public Currently needed for 5 Public Applicationg
5 | Cloud WAF Applications only and provide rate card for scaling up/
out.
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The Selected Bidder shall size properly fo
6 | DLP Network DLP entire Network & Endpoints & Servers ang
_ provide rate card for scaling up/ out.
Endpoint & Server DLP Endpoint count provided iAnnexure XII .
2 | DataClassification For Endpoints, Servers & Network | The Selected Bidder shaI_I size properly arn
DLP provide rate card for scaling up/ out.
. .| The Selected Bidder shall size properly an
8 | Proxy Cloud Proxy for all outgoing traffic provide rate card fascaling up/ out,
The Selected Bidder shall size properly fo
Endpoint Detection & Response Foirl endpoints and provide rate card for scalin
9 | EDR : . . )
all Endpoints up/ out. Endpoint count provided in
Annexure XII .
10| Server Security | Anti-Virus for All Servers & VMs The _Selected Biddeshall slz€ properly and
provide rate card for scaling up/ out.
.| Ransomware Protection for entire | The Selected Bidder shall size properly an
11| Cloud Sandboxin network provide rate card for scaling up/ out.
12| cloud DDoS DDoS Protection for entirfletwork, | The Selected Bidder shall size properly an
with pooled mitigation for DC & DR | provide rate card for scaling up/ out.

U. Migration Approach

U.1. Migration Pre-Requisites

1

environment.

The Selected Bidder shall support etaeend migration fronexisting environment to the new

2

The Selected Bidder shall assess the current environment to determine which workloads ang
applications are critical to GIC Re.

migration.

The Selected Bidder shall identify all users and stakeholdensithdd be impacted by the

The Selected Bidder shall identify and understand the business processes and governance |
that are associated with current environment (both applications & infrastructure).

The Selected Bidder shaltovide Application Management Services, in coordination with GIC
application support vendors, during migration period.

The Selected Bidder shall be required to understand the complete Application landscape to g
application relatedupportsThe smooth running, data consistency, performance, etc., of all
Applications shall be responsibility of the Selected Bidder.

The Selected Bidder shall understand the decomposition of applications & identification of cg
functions andervices that can potentially be migrated, and identification of potential shared
services. The Selected Bidder shall perform comprehensive analysis and understanding of th
current environment, that incorporates considerations for security such asrdstigisg legal or
other regulatory issues, disaster recovery, etc.

U.2. Migration Planning
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The Selected Bidder shall carry out comprehensive planning for migration of the application 1
and data, including developing the migratimadmap, identifying the constraints and inhibitors t
cloud migration, etc. The migration plan must have:

o The configuration proposed to fulfil delyrequirements with the explicit understanding that du
the duration of the contract these nominalfigaequirements will change

o Migration Tools, software, applications, scripts, and associated licenses must be planned g
documented.

o Procedures and documentation to be developed for migration of applications and data & cg
including redevelopnent/ additional development that may be required.

o Plans for ceexistence of noiCC and GCC architectures after migration.

o Communication, change management, and training needs.

o Cloud governance for peghplementation.

o Test Plans/ Scenarios foerfying successful migration.

o Detailed Risk Management Plan that will identify potential risks, set out possible mitigation
approaches, and identify specific tasks the Selected Bidder shall undertake to help avoid all |
connected with the Migration

U.3. Migration Procedure

The Selected Bidder shall perform application and data migration based on:

o Complete architectural understanding of the existing applications and processes necessary
successful migration of thepplications and data as well as continued operation and maintena
1 | the services.

0 Analysis of the interdependencies such as application dependencies and affinities to serve
configurations, etc.

o Dependencies between applications and DBs.

The Selected Bidder shall provision the necessary compute & storage infrastructure onthe G
2 | Hybrid Cloud Infrastructure (GCC & ne@CC), including the underlying licenses, to host the ef
Application Suite that meet or exceed the -dayinimumcapacity.

The Selected Bidder shall setup the Development, Quality, Production and Disaster Recover
Environments by provisioning the necessary compute, storage, network & license infrastruct
3 | the GIC Re Hybrid Cloud Infrastructure (GCOn%n-GCC) to host the entire Application Suiide
migration shall also include the migration of underlying data & files from the current live DBs,
storage in DBs, storage on the cloud, DB & data Backups, etc.

The Selected Bidder shalbnfigure external connections (physical or logical) between the exis
4 | and proposed infrastructures, required to upload live Applications & DBs, historical backups,
system data and VM images to the new/ proposed environment.

To enable easmigration, GIC Re may consider wgradation of OS & DB to latest versions
5 | available in markefThe Selected Bidder shall perform all such necessary upgradation, in
coordination with GIC Re's application support vendors.

GIC Re may considateploying new Applications in the new environment during migrafitre.
Selected Bidder shall perform all necessary activities to facilitate such requirements.

The Selected Bidder shall configure, manage, deploy, and scale the entire systatwennki on
GCC & nonGCC Clouds.

U.4. Migration Monitoring & Management

The Selected Bidder shall manage (including project managing), coordinate and plan all asp4
migration.

The Selected Bidder shall proactively identify, monitor, arahage any significant risks or issue

2 relation to migration.

3 | The Selected Bidder shall provide regular progress reports to GIC Re.
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The Selected Bidder shall provide and keep updating a list of all Migration Deliverables and
Milestones, including acceptance status, the estimated time to completion, days overdue, plg
completion date, and actual completion date and comments, as well as a report identifying th
of all Milestones.

The Selected Bidder shalfovide and keep updating a list of all unresolved issuesrelated to th
execution of the Migration Plan, along with due dates, priority, responsible party, and an ass
of the potential and actual businessimpact and impact to the Migration Plan.

The Selected Bidder shall provide status of the any risks, including those identified in the Ris
Management Plan, as well as the steps being taken to mitigate such risks.

> <<

>

. Help Desk

The Selected Bidder must provide multiple support opteaisring to the varying levels of support
requirements (e.g., toll free number, ticket, chat, and forum) for GIC Re.

GIC Re team shall be periodically visiting the DC & DR sites on quarterly basis or as and when
required. Selected Bidder shall make coneah& secure provisions for at least 3 GIC Re personnel

to access the Hybrid Cloud Infra and meeting with Selected Bidder personnel part of the NOC & SOC
support services.

The Selected Bidder must have Fymof space (with Lock & Key). If required Seted Bidder shall
allow to store GIC Rebs items, equipment, etc
monitoring.

The Selected Bidder shall ensure availability of at least one dedicated support person having 5+ years
of experience in Coorditiag & Managing services (NOC+SOC+TELECOM) for the Hybrid Cloud

|l nfrastructure in GIC Reb6s premises during th

.Maintenance & Support of implemented Cloud

The Selected Bidder shall be responsible for providing 24*7*365Sday support to t he
from the date of issuance of operational acceptance by GIC Re, ensuring Uptime and utilization of the
cloud resources as per SLAOG6s defined in this
services from th®R site is the responsibility of the Selected Bidder.

GIC Re performs VAPT Audit every quarter through thparty Auditors. The Selected Bidder must
update/ patch the system in response to any adverse findings in the report, without any additional cost
to GIC Re.

The Selected Bidder is required to provision additional resources (VMs, Servers, compute, storage,
network, etc.) when the utilization exceeds 80%.

The Selected Bidder shall develop appropriate policy, checklists in line with 1ISO 223027080

& 1ISO 20000 framework for failover and fallback to the appropriate DR site.

The Selected Bidder support team shall Interface with the technical team of The Selected Bidder on
behalf of GIC Re for all activities including monitoring the reports (eigage, security, SLA, etc.),

raising (or escalating) tickets/ incidents and tracking the same to resolution

On expiration/ termination of the contract, The Selected Bidder shall handover complete data, VMs,
Servers, etc. in the desired format to GIC Real should be easily accessible and retrievable.

. PERFORMANCE/ SLA MANAGEMENT

TheSelectedB i d dprojedinsanageshallsubmitto GIC Rein thefirst weekof thecalendamonth,a
performanceeport,which shalldocumentheperformancavith respecto theservicelevelsduringthe
previousmonth.Thesereportswill form the basis for thenonthly & quarterly reviews for the Service
level metrics and or addition/ changes tosbbeduleSLAs shallbemeasureanonthly.

The purpose of this clause is to clearly define the levels of service which shall be provide&dgdiee
Bidderto GIC Re during th€ontract PeriodThis clauseas specified beloys applicable to the Data
Center and the Disaster Recoverysa@dall services as described in Scope of Watawever, the same
shall be measured independently for esithand service
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a) The Selected Bidder shall provide GIC Re with methodologies/ tools to demonstratet@alniiyet
the performance requirements staitethe proposed contractual SLAs. A ticketiogl, for creating/
managingincidents & servieelated requests, mustbe providednentioned in Scope of Woikhe
tool musthaveadashboard to monitor all open & closttkets.
b) ServiceAvailability & Helpdesk Support
I. TheSelectediddershallprovideondeman®4*7*365supporias defined in Scope of Work.
li. The Selected Bidder shalfovide a24*7*365Helpdesk Support Centr handle fault reporting, trouble
ticketing and related enquas during th&€€ontract Period
iii. Incidentticketscan bdogged aany timevia email/ticketingtool/ call/ SMS
iv. Servicerequests caheloggedat anytime via email/ticketingtool/ call/ SMS
v. List of all suchincidents& Service Reques{dothopen& closed) musbe availabldor GIC
Re 6s p er imeaither\aatepoasorgashboard.
¢) Incident Management:
Incident refers to any event/ abnormality/ action in the functioning of the Data Center equipment/ compc
specified services that may lead to disruption in normal operations of the services to GIC Re or access
applications, VMs, servers, network, etc
While CreatinganincidentTicketeither via tool/ emaijit shall be necessatg provideasummaryand
detailsof the incident.Thecategoryand incident priority fields must also be set.
Incidentswill becategorizedsfollows:
I. Usersnotableto accesslesiredservicestomponentsapplicatiors/ networlkfrom anybranch/ spoke
location(including foreign branches)
ii. Qualityof access.e.,speedlatencyof network performance of serverstc, arepoor/notup tomark
lii. Otheroutagé disruptionrelatedincidents
Every Incident/ Eventthat is not resolved within the agreed timelindadbnsidere@sbreachof SLA
attractingiquidateddamagessperthelLiquidated Damages claus¢Clause ) in Annexure V.
d) ServiceRequest(SR) Management:
Service Request management is for any changes teertigonmentinclusion of newVMs/
applicationsfunctionalities patchupdating Scaling up or downremoval of unnecessaiMs/
applications/ functionalities, DR Drilleic. Within the ticketing toolGIC Re should be able tweate
a Service Request. When creatingeaviceRequestit will be necesaryto provideasummarydetails
of theservicethetimelines for completiorand anyotherdetails (if applicable).
TheServiceRequests categorizedsfollow:
Creatiord provisioningof new VMs/ Servers
Scaling updownof componentdike computehetwork/ storage, etc.
Patch/ version upgrade of any kind.
Removal Decommission of VMs/ Servers
Useraccessnanagemenaddingremovinguserschangdn accesso applicationsservergnetworks.
Requestselatedto reports& dashboard.
Othernewchangeor servicerelatedrequests
The service request type will be resolved as per the agreed timeline between GICSécated
Bidder. Every Service Request thatis not resolved within the agreed timelireewdhsidereds
breachof SLA attractindiquidateddamagesspertheLiquidated Damages dause(Clause 2) in
Anpexure V.
e) The Selected Bidder should develop procedures and tools for performaaserremeniacluding,
but not limited to, théollowing:
I.  Quality of work:defectrate, rework rate
ii. Responséime
iii. Servicefulfilmentrate
iv. UserSatisfactionNGIC Re)
f) Uptime: Uptime shall mean the timgeriod for which the specified servicesimponents with
specified technical and service standards are available to GIC Re. Uptime, in percentage, of any
componentlonIT & IT) can be calculated as:

= =4 8 -8 98 -5 _9
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Uptime ={1- [(Downtime) / (Total Timd& Maintenance Time)]} * 100

g) Downtime: Downtimeshall meanhetimefor whichthe specified services/ components with specified
technicaland service standards are notavailable to GIC Re and excludes the schedulqdanrtedes
forthe DC & DR.

h) Response Time:Response time refers to how quickBg | e c t e ds suppodt deam will
acknowledge with suggested solution to an issue being raised as ticket, email, oreitiotswvith
subsequent status updates in entadl dashboard.

1) Resolution Time: Resolution Timeshall mean the time takeafter the incident has been reported at
the helpdesk, in resolving (diagnosing, troubleshooting, and fixing) or escalating (to the second level
or to respective OEMs$elected Biddey, getting the confirmatory details about the same from the
Selected Biddes and conveying the same to GIC Re) the sefketated troublesA resolution time
refers to how long it takes from the time an issue/ ticdklegged/ created until it is fullgesolved.

]) Alltimes are from the beginning of the occurrence of the eveaewogged. Thus, in amergency,

a responses requiredin f i f t e e n timafromuhie midirgy of incidentandsolutionmustbe
provided,andthe problemhasalsoto be solvedwithin 45 minutesof the occurrenceof the event.
Penaltiesssociated witmissed deadlinesreprovidedin Clause 21 of Annexure V.

k) ThelncidentandServiceRequestshallinclude Hosting Service/ Component disruption of any kind, such as

(but not limited ta)

Corebusinesprocessannotecarriedout till SR/ Incident is resolved.

Applications/ VMs/ network cannot be accessed from branches/ spoke locations.
Unavailability of routers/ SBVAN CPEs/ network devices and usersunabdetess the network
(MPLS, ILL, etc.).

Security or disruptivéncident or service request related event of any kind.

Incident Service Requestasseriousmpactoncritical tasksandno workarounds available.
Delay in provisioning/ update of VM/ Servétetwork/backup/any other component, etc. which
impacts business processes.

SystemNMM/ network/solutioncannotfunctionas designedr installed

Compliancdimelineis affecteddue to pending SRs

Isolatedincidentor SR of any kind

Degradedgerformancend/or is difficult to use(network/ servers, etc.)

SRs related tgenerainformation,service pr consultation.

SRs related tBackupsyVersionenhancementscalingyMs/ network up or down, etc.

SRs related tReportenhancements

Any other Incident or Service Request raised by GIC Re.

The Severity, Response & Resolution Timvél be monitoredasperthe Proposedervie Level

Matrix given below:

Too Too Too Too Too o Too To Too Too T Too Too T

Priority/ Severity Response Resolution {(ncluding
Time ResponsgTime

Emergency/Very [Entireorganizatiorh majority userg>300)are | 15 minuteg 1 hour

High/ Critical affected.

High Multiple userg>200)or departmentsire 30 minutes 90 minutes
directly affected.

Medium Mediumnumberor mediumgroupof users | 30 minutes 4 hours
(>100)are drectly affected.

Low Smallnumberor small groupof users(<100) 30 minutes 8 hours
are directlyaffected

7. IMPORTANT DATES
Event/ Activity Date/ Time
Releaseof Request forProposal(RFP) 22rdMarch2022
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Last Datefor receipt of Queriesfro m Bidders 4th April 2022

through e-mail*

Pre-Bid Meeting 5t April 2022

Last Datefor Submissionof e-Tender Bids 22nd April 2022, 01:00 PM

Openingof PrequalificationandTechnicaBids 227 April 2022, 01:00 PM

Presentatioty individual Bidders Datewill be intimated by email.

Openingof CommerciaBids To be intimated to the Technically
Qualified Bidders and published on
website

*Queries are to be submitted Bimail:_itmg@gicofindia.con{No queries will be accepted on
telephone or through any means other thamail.) andclarifications on queries will be uploaded
on the GIC Re websiteww.gicofindia.inafter last date of receipt of queriddie queries are to be
submitted by the bidders in the format given below:

# | Page No| Clause fromthe RFP| Amendment/ Clarification desired in the clause
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SECTION 71 1l: INSTRUCTIONS/ GUIDELINES TO BIDDERS

1. BINDING TOALL -TERMS & CONDITIONS

The Bidders are advised to submit the bids strictly based on the termsoanddiions and
specificationgontainedn this RFPincludingamendmentsf any,issuedy GIC Reprior to the chte
of submission of the Bids. The formats prescribed in this RFP should be scruptddiaskgd by the
Bidders. Bids that do not comply withe terms and conditions hereof or m@ mplete are liable for
rejection. The Bidder must take due care and caution in this re§arde the natureof this
procuremenis suchthattheordercannotesplit, hencethewholeordewill beawarded to gingle

Bidderonly.

2. PRE-QUALIFICATION CRITERIA (POC)

The Bidders must upload PQC online as mentione@nnexure Il. The template and required
documents must be filled and uploaded by all Bidders.

3. METHOD OF BID SUBMISSION

The Bidders are required to submit their respective bids as per the instructions diveexure | .
a) All Bids are to be submitted online on the websitgps://gicre.epro.in as & tendergherein
referred to as bidsfeenders). No bid shall be accepted-tiie. The bids shall breceivedonly
i o n | dnordeforghe scheduledate and time dfid submission.
b) Thebidsreceivedafterthespecifieddate& timefor receiptof bidsshallnotbeconsidered.
c) PreQualificationcriteria(PQC)is to beuploadednlineasperAnnexure Il . FurtherOn request
originaldocumentshouldbeproducedailingwhichthebid/e-tendeiis liable for rejection.
d) Technical Bidas pelAnnexureslll & XV and other documents sought along with the technical
bid areto be uploadednline.
e) Commerciabid as peAnnexure |V isto besubmittedonline.
f) Undertakingby the Bidder as per ugnexure 1X shallbe made onthe letterheadoh e Bi dder
company, duly signed by authorized official along with seal of bodycorporateand shall be
uploaded online.
g) The SuccessfuBidder shall submitthe PerformanceBank Guaranteg(PBG) as per the
Annexure Vi.
h) A self-signed and stampedscannedcopy of EMD depositthid&§i/RTGS or Banuarantee
from any of the commercial bank as stipulated in Seéeiti®oint 3 belowshouldbeuploadedn
the Eprocuremenportal.
i) In the etender system, after uploading the bid, the Bidder need not send any doc(lraehts
copy) tothe tender inviting authority before opening of technical bid/price bigdtiired, after
openingof bid, the authenticity of the uploaded documents wowldtiféged bythetendeinviting
authority.As suchon requesbriginaldocumentshouldbeproducedailing which thebid/ e
tendeiis liable forrejection.

4. EARNEST MONEY DEPOSIT (E.M.D.)

1 Every Bidder, exceptthose eligible for EMD waiver as mentioned in Sebitlwint 4,

shallsubmit noninterestearing EMDof 2,00,00,000+ (Rupeesiwo Croresonly).

1 The Bidder must deposit Earnest Money Depositin the form of the RYEST into the

accounb f A Gmlmsumnce&drporationof| n daseetailsgivenbelow.
Sr. No. Detailsof Bank Account
1. Nameof Beneficiary GeneralnsuranceéCorporationof India
2. Typeof Account Current
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3 AccountNumber 001020100010245
4 Nameof theBank Bankof India
5. Nameof theBranch ChurchgateMumbai
6 Addressof Branch ErosBuilding, ChurchgateMumbaii 400020
7 MICR CodeNo. 400013014
8. IFSC CodeNo. BKID0000010

1 The RTGS/ NEFT transaction should have been done at least 2 days before the final

submission of the bid.

1 TheEMD will notcarryanyinterest.

1 Noprevious duesftheBiddershall beadjusted towardtheabovetransactiorof EMD.

1 Micro and Small Enterprises (MSEs) as defined in MSE Procurement Policy issued by

Department of Micro, Small and Medium Enterprises (MSME) or as registered wiQetiteal
Purchase Organization or the concerned Ministry or Departmeetx@mpted frorpayment of
EMD. For availing such exemption Bidder must submit the current releeatificate.

The Bidder shalluse RTGS/NEFT transaction for this RFP only, otherwise his bid rejjeloged.

TheaccounfromwhichtheEMD amountsto bedeposited/transferreshouldbein thenameof

Bidder/authorized person tfe Bidder whdwasdigitally signed thdid.

1 Refund of EMD in respect of unsuccessful Biddewill be made to that specific accouwntly
from which theEMD wasreceivedand within two weeks of tender result declaration
Forfeiture of EMD
TheEMD submitted by th&idderwill be forfeitedin thefollowing circumstancés

a) if theBidderwithdraws thebid afteracceptancby GIC Re;or

) if theBidderwithdrawsthebid beforethe expiryof theBid validity period;or

) if theBidderViolatesany of theprovisionsor theterms and conditions of thsids.
)

)

= =

o O T

If theBidder altersts Bidsduring theBid Validity Period

In case of the successful Bidder, if the Bidder failtuimnish the Service Level Agreement,

Reciprocal NorDisclosure Agreement, Integrity Pact, Code of Integrity, Deed of Indemnity

and/or Performance Bank Guarantee in accordance with provisions, terms, and conditions of

this RFP.

Refund of EMD

a) EMD of the sucessful Bidder shall be refunded after delivery and verification of all the
system/equipmerdnd executionof Service Level Agreement(SLA), ReciprocalNon
Disclosure Agreement (NDA), Deed of Indemnity, Integrity Pact and Performance Bank
Guaranted 6 PB G0 )

b) In case of unsuccessful Bidders, EMD would be refunded after final selection of successful
Bidder.

¢) In case of rejection of-eender/ unsuccessfultender, the EMD will be refunded to the

Biddersafter intimation ofejection ofe-tender.

D

5. PREFERENCETO MICRO AND SMALL ENTERPRISES(MSES)

This shall be strictly in terms of the mandates of the Public Procurement Policy for Micro and

SmallEnterprises (MSEs) Order, 2012.

a) ForthisclauseMicro andSmallEnterpriseg i M S BEhlaltbg asdefinedby TheMicro, Small
andMediumEnterprise®DevelopmenAct, 2006(asamendedrom timeto time).

b) MSEsshallbegiven thetenderdocumentreeof cost.

c) MSEsshallbeexemptedrom paymenbf earnesmoneydeposif EMD) subjecto furnishingof
relevantvalid certificatefor claiming exemption.

d) A purchase preference 800% of theprojectwill be awarded tany MSEbidderquoting within
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priceband ofL1+15 (fifteen)percent by bringing down thgiriceto L1 price.

e) A purchase@referencef 100% of theprojectwill be awardedo MSE bidderowned by Schedule
Caste (SC)5cheduled Tribe (ST) entreprenewgsaoting withinprice band ofL1+15 (fifteen)
percentby bringing down theiriceto L1 price Forthisclause MSEswouldbetreatedasowned
by SC/STentrepreneurs thefollowing cases:

I.  In caseof proprietaryMSE, proprietor(shallbe SC/ST.

ii. In case of partnership MSE, the SC/ST partners shall be holding at least 51%iiBfigrcent)
shares in thenit.

ii. In case of Privateimited Companies, at least 51% (fifgne percent) share shall be hbldSC/ST
promoters.

fy MSEG6 s mu st theiadidpprayidenpiroofiof their being registered as MSE (indicating the
terminal validity date of their registration) for the item tendexeith any agency mentioned in
thenotification of the Ministry of Micro, Small and Medium Enterprises (Ministry of MSME) as
well asof being owned by SC/ST entrepreneurs.

g) MSEsshall be given relaxation as far as prior turnover is concerned.

h) MSEs shall be given relaxation as far as prior experience is concerned

6. SPECIAL CONDITIONS FOR STARTUPS

a) Forthe purpose ahisclauseanentity shalbeconsidered &tart Upin the following cases:
I.  Uptotenyearsfromthe dateof itsincorporationfegistration.
i. I'f its turnover for any o fl100Rugeesdnie Huadnegiaroaek. v
iii. Itis workingtowardsinnovationdevelopmentmprovemenof products o processes aervices

orif itis a scalable business model with high potential of employment generation or wealth cre:

b) Provided further thab obtain benefits, a staup so identified under the ab@definition shall be
requiredto be recognized as Start Up by the Department for Promotion of Industry and Intermal
Trade

c) Startups shall not be eligible for any kind of relaxation as far as qoaligchnical specifications
mentioned in the RFP are concerned.

d) Startupsshallbegivenrelaxationof 3 crores as$ar aspriorturnoveris concerned.

e) Startupsshallbegivenrelaxationof 1 yearas farasprior experiencés concerned.

7. OPENING OF PRE-QUALIFICATION AND TECHNICAL BID
Bidder should follow the server time btendang di
site,whichshallbeconsideredalidfor all actionsf bid preparationbid submissionbidopeningetc.,
in thee-tendersystem.
Theencryptedidsreceiveavill bedecryptedandopenednline,onthescheduledateandtimeatthe
addresgmentionedn the coveringpageof this RFP) in the presencef thoseBidderswhohave
submitted the bid and wish temain present. The Bidders are required to sendriy@iesentative/s
who is/are vested with powers to take decision. The authorized represestiatiNe bring a letter on
Bidderds | etter head aut-bpeningWithauttislbtierié/shenaynot o a't
be allowedto attendthe bid-openingmeeting.After evaluatiorof bid, all the Bidderswill getthe
informationregardingid statusThereafterasystengeneratedmail confirmation will be sentto all
Bidders. The Bidders cacheck information regarding thetatusof their bids and ranking on-e
procuremenportal.

8. PROCEDUREFORPROCESSINGTHE BIDS
a) DocumentgontainingPre-QualificationandTechnicabidswouldbeopenednthespecifiedlate
andtime.
b) Technicalbids willbevaluated of onlythose Bidders who have mettheRralificationcriteria.
¢) Thedocumentsubmittedoy theBidderswould beevaluatedythe TechnicalSubCommittee d
GIC Re. Biddersvill be scorebn the parametsdefined inAnnexures Il & XV . Bidders will
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be scored out of a total of 100 marks and the ones scoring above 75 will qualify for commercial
bid opening.

d) CommerciabidswouldbeopenedfonlythoseBidderswhohavebeengualifiedin technichbid.
The authorized Signatory of shortlisted Bidders who wish to remain presefihancialbid
openingshouldbring a letteron B i d d letterbesdauthorizinghim to attendthe financialbid
opening.Thetime,placeandthe date would bmtimated tatheshortlisted Bidders later.

e) Commercial bid with the lowest cost will be identified as the successful Bidder. If foeasgn,
theBid of anySuccessfuBidder(L1) isrejected GIC Remay atits discretion -

)
i)
i)

Considethenextlowest FinanciaBid(L2)
Annulthebid proces®r
Takeanysuch measuras maybedeemed fiin thesolediscretionof GIC Re

f) In Commerciabid, if a Bidderquotesd N | chargestonsiderationthe bid shallbetreatedas
unresponsivand will not be considered/shall be rejected.

g) Any efforts made by the Bidder to influence GIC Re in the evaluationtontractaward
decisionmay resultin the rejection die bid.

h) In case of anyrongcalculationoor mathematicagérrors,if the bid openingcommittesuggests
corrections anthe Bidderdoes not accejitt thebid shallberejected.

) Bidsreceivedafterthespecified datandtime of receipt,shallnotbe considered.

) Anybidincompletan anyrespecordeviatingromthespecifiedormatwouldnotbeconsidered.
This procedure is subject to changes and the procedure adopted by GlGRerfimgthebids
shall befinal and binding orall the parties.

9. REJECTION OF BIDS
Thee-bids areto berejecteddueto anyof thefollowing reasons:
a) If itis received aftethe expiry otheduedate andime.

b) If it is notaccompanied bthe requisiteeMD.

¢) If thebid is conditional.

d) If it is notin conformity withtheinstructionsmentionecherein.

e) If it isincompletancluding nonfurnishingof the requisitelocuments.

f) Any quotationor billing linkedto GICR e Assetsand/orRevenuewill disqualify theBidder.

If there is canvassinggbbying/influence regarding short listing, status etc. of &imy, GIC Re
reserves the right to reject any or all the bids submitted by a Bidder without assigning any reasons
whatsoever and the decision of GIC Re would be final and binding. GIC Re reserves the right to
cancel the tender process partly or fully atable discretion at any stage without assigning any
reason to any of the participating Bidders. GIC Re also reserves the righisgueeor re
commence the entire bid process without the Bidders having the right to object. Any decision of
GIC Re in thisregard shall be final, conclusive, and binding on the Bidders.

(=]
-

10BID VALIDITY PERIOD
Bid should be valid for acceptance for a minimum period of at 8a@tlinety) daysfrom thedate
of openingof bids.Thevalidity maybeextendedy mutualconsentBidswith lessewalidity period
would berejected.

11DEBARMENT FROM BIDDING
a) A Bidder shall be debarred from further bidding under the same or future procuremerasf he
been convicted of aoffence
i. underthePreventiorof CorruptionAct, 1988;or
ii. the Indian Penal Code or any other law for the time being in force, for causing any loss of
life or propertyor causinga threatto public healthas part of executionof a public
procurementontract.
b) A Bidder debarred under stgection (), or ary successor of the Bidder shall not be eligikl
participate in a procurementprocess of GIC Re for a period not exceeding threzoyeaencing
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from thedate ofdebarment.

12CLARIFICATION OF BIDS,SHORTFALL OF INFORMATION/ DOCUMENTS
During evaluationand comparisonof bids, GIC Re may, at its discretion,ask the Bidder for
clarificationsonthebidand/orshortfallinformation/document§herequesshallbegivenin writing
by registeredbspeedrost/email, askingthe Bidderto respondoy a specifieddate,andmentioning
thereinthat,if theBidderdoesnotcomplyorrespondy thedate,hisbid will beliableto berejected.
Dependingntheoutcome suchbidswill berejectedor consideredurther.lt is however clarified
thatno postbid clarificationattheinitiative of theBiddershallbeentertained.

13SERVICE LEVEL AGREEMENT AND PERFORMANCE BANK GUARANTEE
ThesuccessfuBiddershallenterinto adetailedServiceLevelAgreemen{SLA) with GIC Re as per
draft given inAnnexure V within 30 days from the receipt of notification of award of toatract.
However, GIC Re reservesthe right to alter/ vary/ amend/ modify all or anytefithsset out in the
said draft Agreemma beforethesame isigned.
The successful Bidder shall at its own expense provRiErformance Bank Guarantee (PRGEC
Re at the rate &% of the total Commercial bid value for performance guarantee withaays from
the receipt of notificatiolnf award of the contract from GIC Re, which shall imeuaconditional,
irrevocableandcontinuingPBGfromascheduledommerciabankacceptabléo GIC Re,payablen
demandforthedueperformancandfulfillment of theensuingontractPBG should be submitted in
the format given irAnnexure VI. GIC Re reserves the right to amena/dify/ delete all or any of
the terms set out in the draft PBG before the same is delivered?PB@®shouldremainvalid for a
periodof 60daysbeyondhedateof completionof all contractuabbligations of the successful Bidder
including warranty obligations. The PBG shall be invokedhe event of breach of the ensuing
contract documented in the said SLA by the succegséler. On reduction of value of PBG owing
to such invocation, the successful Bidder sttathwith replenish/restorthe PBG to its originalalue
within 15days starting fronthe date of such breach

14INTEGRITY PACT

TheBiddersthatdesireto bid againsthis RFP,shallcompulsorilysignanIntegrity Pactwith GIC Re
to be monitored by the INDEPENDENT EXTERNAL MONITORS (IEMS). IEM®uld review
independently and objectively whether and to what extent Bidders have comptredheir
obligations un@r the Integrity Pact. This project will be reviewed by followinde pendenExtemal
Monitors

a) Dr. AtanuPurkayastha

b) Mr. Umakant Lal
Thesald nt egrity Pact can be Downloadd Poaldiecdi € 3§ oam d h@u
link onthewebsitehttps://www.gicofindia.com/TheBiddershouldsubmitintegrity PactAgreement
signed by the authorized representative of Bidder with officemsealnorjudicial stamp paper of
INR 100£. The Agreemat will be countersignedfor and onbehalf of GICReafter openingf the
Pre-Qualification and Technicélid.

15CODEOFINTEGRITY

No official of GIC ReoraBiddershallactin contravention othe codesvhichincludes
a) Prohibitionof:
making offer solicitation or acceptance of bribe, reward or gift or any material beeid iy
directly or indirectly, in exchange for an unfair advantage in the procurement portess
otherwisenfluencethe procuremenmirocess.
A anyomissionor misrepresentatiothatmaymisleador attempto misleadsothatfinancialor
other benefit may bebtained, oan obligatioravoided.
A any collusion bid rigging or anticompetitive behavior that may impair the transparency,
fairnessand theprogress of therocuremenprocess.
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A improper use of information provided by the GIC Re to the Bidder with an intent targain
advantagen theprocurement process for personal gain.
A anyfinancial or business transactions between the Bidder and any officia@iffRerelated
to this RFPor executionproces®f contractwhich canaffectthedecisiornof GIC Redirectly
orindirectly.
A anycoercionor anythreatto impairor harm directly orindirectly, anypartyor its propertyto
influencetheprocuremenprocess.
A obstructionof anyinvestigatioror auditingof aprocuremenprocess.
A making false declaration or providing false information for participation in a procurement
proces®r to secure aontract.
b) Disclosureof conflictof interest:
The Bidder participating in a bidding process must not have a Conflict of Interest. A Gbnflict
interestis a situation in which a party has interests that could improffilyencethatp ar t y 6 s
performanceof official dutiesor responsibilitiescontractualobligationspr compliancewith
applicable lawstules,andregulations.
A Biddermaybein conflictof interestvith oneormorepartiesn thebiddingprocessf, including
butnot limited to:
Havecontrollingpartners/shareholdeirscommonor
Receiveor havereceived any direar indirectsubsidy fromany ofthem;or
Havethe samdegal representativier purpose®f thebid; or
have a relationship with each other, directly or through commonpghiries, that putdiem
in a position to have access to information about or influence on the bid of aBidtiesy or
influence the decisions of the procuring entity regarding the bidding pracess;
A TheBidderparticipates irmorethanonebid in abiddingprocess.
¢) DisclosurebytheBidderof anyprevioudransgressionsadein respecbf theprovisionsof sub
clause (i) with any entity in any country during the last three years or of being debarred by any
otherprocuringentity.
In the event thaGIC Re, after giving a reasonable opportunity of being heard comes to the
conclusion that a Bidder, has contravened any of the above, it may take appropriate measures
including removing the Bidderéds namebidaofom t |
the Bidder, taking other punitive actions such as cancellation of contracts, banning and
blacklisting,debarringheBidderor anyof its successorgrom participatingn anyprocurement
process undertaken by GIC Re, for a periodexateeding two years, or action in Competition
Commissiorof India, and s@n.
All Bidders are required tabide with the above Code of Integrity and shall sign and submit a
declarationn this respectin thiormat attachedsAnnexure X.

Too Too T o

16 COMPLIANCE WITH INFORMATION SECURITY POLICY

The selected Bidder shall follow the Information Security Policy of GIC Re. In case the selected
Bidderis foundto be in violation of the said policy, GIC Re reserves the riggrntinate theontract

in addition to any other remedies for breach, injuncatelef, and indemnity as per treontractand
theapplicable laws.

17NONDISCOLURE AGREEMENT
The Successful Bidder shall sifon-Disclosure Agreement (NDAgs peAnnexure VIl with GIC
Re for the entir€ontract Periodo maintain and protect the confidentiality of data sridrmation.
TheBidderswill treatdataandinformationaboutthe GIC Re,obtainedn the executionof this e
Tender including any business, technical or financial information, in strict confidence amavill
reveal such information to any othzarty.

18DEED OF INDEMNITY
The Successful Bidder shall execute and furnish to GICReeal of Indemnityas peAnnexure
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19GENERAL TERMS

a. Thecontractshall bein forcefor the Contract Period, i.etptal periodincludingimplementation &
migration phaselus5 yeassfrom the date of Gd.ive declared by GIC R&Howeverthecontract
canbeextende furtheras mutually decided by GIReandthe selected@idder.

b. If atanypointof time,theservicef thesuccessfuBidderarefoundto benon-satisfactoryhen
thecontracwill be terminatedgivingnoticein advanceasmentionedn ServiceLevelAgreement.

c. Correct technical information of the service being offered mudilled in. Filing up of the
information usingterms such 880K o, fA Accept ed 0 ,n BiobhareMalroy a IAdA s
Anegothtaddli e @ uisnstacdeptableGIC Remaytreatsuctbidsas not adhering to
theguidelines and asnacceptable.

d. TheBidsandall supportingdocumentsubmittedoy theBidderaspartof theRFPresponsshall
become th@roperty of GIC Re.

e. Amendments/Corrigendum in the RFP, if any, would be hosted on our website and Rdlical
Procurement PortdCPPP).

f. GICRereservesherightto -

A Add, modify, relax, or waive any of the conditionsstipulatedin this RFP whenever
deemecdhecessary.

A ToreissuegheRFP

A Cancel/ withdraw th&®FP procesat anystagewithoutassigning anyeasons thereof

g. TheBiddermustsubmitthe bid documenbnlinewell in advanceéeforetheprescribedimeto
avoid any delay oproblem during theubmissiorprocess.

h. Itis construed that the Bidder has read all the terms and conditions before submitbialg the

. GIC Rewill notbe held responsibldor anytechnicalsnagor networkfailure during on-line
bidding.

j Itist he Bidderoés responsibility to cosgitwae, wi tl
and internet connecti vit yteraerwdbsitel GI®asliaknotiper e mi ¢
liable to the Bidders for any direct / indirect loss or damages incurred by them arising out of
incorrect use of the-eender system or internet connectnitilures under any circumstances.

k. In case of any technical assistance on bid preparation/submission, login, registrati@maditc.
contact thdollowing team-

HELPDESK NUMBERS ARE OPEN BETWEEN 1000HRSto 1800HRSIST
(MONDAY TO FRIDAY (Excluding GIC ReHOLIDAYS))

ContactNos.andemail IDs for helpdeskofficers

Dedicatedemail gicresupport@clindia.com(Pleaseemail your issuesbefore your

call helpdesk. Thiswill help us serving youbetter.)

Global support +91-22-66865600
number
Dedicatedhelpdeskfor GIC Re Suppliers
Name Email Phone Numbers
Ujwala Shimpi ujwala.shimpi@clindia.com +91-124-4302000 Ext:114
Saranraj Naicker saranraj.naicker@clindia.com +91-124-4302000 Ext:110
EscalationLevel
Fairlin Jivin fairlin.jivin@clindia.com +91-124-4302000 Ext:112
StevenCrasto steven.crasto@clindia.com

. Incase of anyenderrelatedqueries, kindlycontactusat:-
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General Insurance Corporation of India,ITMG Department, 1stFloor, Suraksha,
170,J. Tata Road, Churchgate, Mumbai-400020

Phone:+91-22-22867162,7115,E-mail: itmg@aqicofindia.com

20PRICE

a) Pricequotedshallbein Indian RupeedNR) only.

b) ThepricequotedbytheBiddershouldbeexclusiveof applicabldaxedike Goods& ServiceJax
(GST).GSTasapplicablewill bepaidadditionallyon actuals GIC Rewould beentitledo deduct
TDS asapplicablewhile makingpaymentsaccordingo the Indiantaxationrules.

c) There shall be no escalation in the prices once the prices are fixed and agreed to bya@diC Re
the successful Bidder. But any benefit arising out of any subsequent reductiopiiicésedue to
reduction in duty & taxes after the prices are fixed should be passed on ReGIC

21SCHEDULE & PAYMENT TERMS

Thestipulateddelivery schedulandpayment termss asper termof the SLA: -

a) The Selecte®iddershallcomplete the implementation and migratisarh currenDC and DR
sitesto proposed DC & DR sitesithin 16 weeksof acceptance of the Purch&@3eler(PO) The
new Setup/ environment must eeduserreadyand fully live/ functioning withinl6 weeksof
aceptance of PO.

b) Onetime charges would be paid as per Commercial Aghéxure [V) on completion ofll
activities as per Scope of waqro the satisfactioand sigroff from GIC Re

c) Recurring charges would be paid at the ehdach quarteion receipt of invoice, thereafter for
the duration of th€ontract Period

22LIQUIDATED DAMAGES

In the event of delay in performance and/or ypenformance anar breach of any of the teswf
thecontract, GICRewill beentitledto liquidateddamagess pelSLA (Annexure V).

23TERMINATION OF CONTRACT
GIC Re shall have the unilateral right to terminate any agreement/contract(s) formed &k&een
Re and the successful Bidder(s)asipdfe r mi nat i on CIl| au s e oagreemend n n e X ¢

24DISASTERRECOVERY SUPPORT
The successful Bidder is expected to manage DR Site at GIC Re in the System Landscigple with
overprovision toserversaGl C R e 6 sRefbvesysite.t e r

25INTELLECTUAL PROPERTYRIGHTS
All plans,drawings,specificationsdesignsyeports,softwareconfiguration,customizednaterials
used to provide the services (for such items as source code, object code, user w@uachuals
documentation) other documents pregabby the successful Bidder for GIC Re under tloistract
shallbecomeandremainthepropertyof GIC Re.The SelectedBiddermayretaina copy of such
documents, but shall not use anywhere, without taking permission, in writing, froReCdEd GIC
Rereservesight to grant odeny anysuchrequest.

26 SUB-CONTRACTING
Neither the contract hereunder nor any part thereof shall beatacted or assigned by thelected
Bidder without the specific written consent of GIC Re. If such consent is grahéslectedidder
shallensurghatthesub-contractocomplieswith alltherequirementsf thisRFRand thecontractand
the selected Bidder shall remain liable to GIC Re for all acts and omisttbesub-contractoias if
theywereacts and/oomissions otheselectedidderhimself.
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27B 1 DD E BNDERSTANDING OF THE RFP
In responding to this RFP, the Bidder accepts tull responsibilitto understand the RFP in its
entirety, and in detail, including making any inquiries to GIC Re as necessary to gain such
understandingBidderacceptsoleresponsibilityregardingany mistakeasto fact pertainirg to the
servicesoughtandGIC Reshallhavethesolediscretionto cancetheawardto theBiddemhois at
materialvariancewith theobjectof this RFP.Suchdisqualificatiorand/orcancellatioshallbeat no
fault, cost,or liability whatsoever to GIRe.

28GOO0OD FAITH STATEMENT
All information provided by GIC Re in this RFP is offered in good faith. Individual itemsigygect
to changeat anytime. GIC Re makeso certificationthatany item is without error. GICRe isnot
responsiblerliablefor any use of thenformationor foranyresultingclaims.

29PUBLICITY
Any publicity by the selected Bidder in which the name of GIC Re is to be used should enlyone
with the explicit written permission of GIRe.

30ANTI FRAUD AND CORRUPTION

It istheGICR e pdicy to requirethatGIC Reaswell astheBiddersobservehehighesistandardf

ethics and propriety during the procurement process, execution of the contract, the dondrtect

and thereaftethereinafter referredtast h e 06 QQyah B & c t

Definitions:

In pursuance of this policy, the GIC Re defines, for the purpose of this provision, the terms set

forth below as follows:

Q)ACorrupt Practice0 means retelving,oosblicitang, direaly or pr o nm
indirectly, anything of value, either tangible or intangible, which a person is not entitled to, to
influence or which has the potential to influence the aaif@mn official during the ContraCycle.

2)AFraudul ent Practiceo0O means the foll owing:

i. @ misrepresentation or omission of facts or submission of fake or forged documents in order
to influence any component of the Contr@gcle.

ii. an intentional act of comnsgn or omission designed to deceive, resulting in GIC Re
suffering a loss and/or the perpetrator achieving a gain.

B)ACol l usive PracticesoO means a scheme or arre
or more Bidders, with or without the knowleddetioe GIC Re, designed to establish prices at an
artificial, noncompetitive levels or which affects submission orswlomission obids.

4 ACoercive Practiceso0 means harming or therthr eat
property to influence their participation in a procurenpeotcess oaffect the contraatycle.

Misdemeanor for this purpose shall include Corrupt, Fraudulent, Collusive and Coercive

practicesvhich shall carry meaningss per thelefinitionsabove.

Measuresto be takenby the GIC Re:

(1) GIC Re will be within its rights to terminate the contract with the selected Bidder for any
Misdemeanor durinthe Contract Cycle, ban/blacklist/debar the Bidder from this and further
procurementand thdike.

(2) GIC Rewill bewithin its rightsto takeanyotheractionagainstheBidderdeeme@ppropriatasper
theterms ofthis RFP the ensuing SLAswell asthe law oftheland.

Measuresto be taken bythe Bidders:

(1) The Bidder shall during the entire Contragtle, comply with the provisions of the Anfiraud
Policy of GIC Reand notommit anyMisdemeanor.

(2) TheBiddershallprocurethecompliancewith theaboveobligations(asmentionedn a.)fromits
associateg@ersonspfficers,employeesagentssubcontractorgrindependentontractorasmay
beusedfor thefulfilment of its obligationsunderthis RFPandthe ensuingSLA duringhe entire
Contractcycle.
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The Bidder undertakes that the Bidder shall be responsible to GIC Re Mistiemeanorand
non-complianceof the Anti-FraudPolicy committedby theabovenamedoersonsluringheentire
Contractcycle.

If the Bidder gains knowledge of any conduct by any of its associated persons, cdficglsyees,
agents,subcontractorspr independentontractorswhich constitutesa Misdemeanor or nen
compliance of the AntFraudPolicy, or if it has reasonable suspiciohthe existence of such
conduct, it shall immediately inform GIC Re of suaowledgeandif requested by GIC Re,
provide information it may reasonably require regarding socitduct.

31COMMUNICATION
Verbal communication shall not be effective unlessally confirmed in writing by GIC Rén
no caseshall verbatommunication govern overitten communication.

B

I d doueriéselatedto thisRFPareto bedirected viae-mailto:

E-mail: itmg@qgicofindia.com

Telephone022-22867124/116
Queriesshallinclude,butarenotlimited to:

a)

b)

Questiongoncerninghis RFP: Questiongnustbe submittedn writing via the email address
provided and be receivéetfore the last date for receipt of Queries from Bidders as menimoned
section lunder importandates.

Errors and omissions this RFP and enhancements: Bidders shall bring to notice of GiGyRe
discrepanciesgrrors,or omissionghat may exist within this RFP. With respecto this RFP,
Bidders can recommend to GIC Re any enhancements that might be in the bestinterest of GIC
Re. These recommendations must be submitted-maikand be received before the last fiate

receipt of QueriebromBidders asnentioned in sectiohunder importardates.

GIC Re will make a goodaith effort to provide a written response to all queries. Written
responsewill be uploadedn GIC ReWebsite(https://www.gicofindia.com

32NON-CONFORMITIES BETWEEN FIGURESAND WORDS:

In
in
a)

b)

c)
d)

the event, nortonformities/errors are observedin responsive Bids between the gricgsd

figuresand in wordsit shallbetaken careof in themanner indicated below:
If, in the price quoted, there is discrepancy between the unit price and total price (which is
obtainedby multiplying theunit priceby thequantity),theunitpriceshallprevail,andthetotal
pricecorrectedaccordingly.
If thereis anerrorin atotal correspondingp theadditionor subtractiorof sub- totals,thesub
totalsshall prevail, and the total shall berrectedand
If there is a discrepancy between words and figures, the amount is gloatprevail.
Suchadiscrepancyn anoffer shallbeconveyedo the Bidderaskinghim to respondy atarget
date and if the Bidder does not agree to GI
rejected.

33NOAGENCY:

a)

The relationship between the Parties shall be that of independent contractor and contractee.
Nothing in this RFP constitutes any fiduciary relationship between GIC Re and the selected
Bidder/ the selected Bidder 6s yee@mimipaandganhy r e
or partnership gpint ventures, betwee®IC Reandthe selected Bidder.
NeitherPartyshallhaveanyright or authorityeitherexpres®rimpliedto bind the otherPartyin

any manner whatsoever except as agreed undteriing of any ensuing Agreement oatssume

or createany obligationor responsibility on behalf dheother.

GI C Re has no obligations to the sel etatded Bi
in this RFP.

The selected Bidder shall comply wigll laws, rules, and regulations applicable togbervices
beingprocured hereunder and all applicable laws, rules, and regulations to wiaghé&subject
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from timeto time.

e) However,f dueto anydeemingdiction orif thelaw otherwiseprovides for asituationwhereésIC
Re may be held vicariously or otherwise liable for acts of selected Bidder, the sé&etded
shall protect, indemnify and hold harmless GIC Re in respect of any losses,daostsjes
whether direct or indirect arisiraut of the failure, omission or nesbservance adnylaws,rules
or regulationsvhichit wasexpectedo complywith hereundeor anyactof theselectedidder
whichasareasonable man,should not haveommitted.

34CONTRACT VARIATIONS

a) Theselected Bidder agrees that the requirements given in the RFP and the ensuing contract are
broadrequirements andrein no way exhaustivand guaranteeay GIC Re.

b) GIC Re at any time by written Change Order may change the scope of work of this RR€ and
ensuing contract, including the specifications, statement of work, number, and design criteria of
any of the components thereof, delivery dates/timing of submission of reports, pensputsel
timing of an activity oroutput

c) If anysuchchangeéhascostortimeimplicationsfortheselectedidder,GICshalladjustpriceand
deliveryschedulegquitablythroughafurtherwrittenChangeOrder,onthewritten requesof the
selectedidder.Theselectedidderfurtherunderstandandagreeshatif anysuchchangesntails
any reduction in the scope of work, then the cost and/or time benefits shall be passed on to GIC
Rethrough amutual Chang®rder in writing.

d) Theselectediddershallnotmakeanychangedn thescopeof work of thisRFPandtheensuing
contractwithout theprior written approvabf GIC Re.

e) The selected Bidder further understand and agree that any alteration, variation or addition in the
scope of work necessitated by amendments and/or additions to any laws, ridgslations
before the time of award of the contract or during the currency of the contract shall not be
considereédsubjecbf aChangedrderprovidedthatthenatureof themandatentroducedythe
law, rule or regulation is of such a nature tl@tnontinclusion, exclusion or alteration would
render the subject matter of the procurementinfructuous or expose GIC Re to the risk of non
compliancewith applicable laws, rules or regulations.

f) All such contract variations carried out via Change Ordbedl be recorded in the form of an
amendmento the SLA.

g) Providedhatanyupwardrevisionsand/oradditiongotheScopeof Work of thisRFP,consequen
to errors, omissions, ambiguities, discrepancies in the specificatmrof the RFP which the
selected Bidder had not brought to GIC Reds
Change Order and such upward revisions an@&dditions shall be carried out by the selected
Bidderwithout any time and cost implicatis toGIC Re.

35GOVERNING LAW AND JURISDICTION
a) The validity, construction and performance of this RFP and the ensuing contract gjualebed
by and construed iaccordancevith thelaws ofindia.
b) Subjecto theprovisionsof theArbitration clause jf any,containedn the ensuingcontractthe
Parties agree to submitto the exclusive jurisdiction of a court of competent jurisdidfiomati,
Indiaandto complywith all requirementsecessarto give suchcourtthejurisdiction.

36RIGHT TO AUDIT
GIC Re reserves the right to conducttamuakuditof theSelected Bidded s s eta determires
whether thectivitiesarebeing performeds requirethy the RFP ands agreeth thecontract.
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37ADHERENCE TO STATUTORY OBLIGATIONS/ COMPLIANCE WITH LAWS
The Selected Bidder shalladhere and comply with all the applicable laws of land ane gullasions
andguidelinegprescribedyvariousregulatorystatutoryandGovernmenauthorities o India.

38NO LEGAL RELATIONSHIP
No binding legal relationship shall exist between any of the Bidders and the GIC Re until the
executionof aService LeveAgreement.

39CANCELLATION OF TENDER PROCESS
GIC Re reserves the right to reject any bid at its sole discretion at any stage withauhgssig
reasonGICRefurtherreservetherightto cancethetendeprocespartlyorfully atits solediscretion
at any stagewithout assigningany reasonto any of the participatingBidders.The GICRe further
reserves the right to fissue ore-commence the entire bid process withoutdpplicants having the
right to object. Any decision of the GIC Re in this regard shall be fawaclusive and bindingon
the Bidders.

40VERIFICATION OF DOCUMENTS
Documents andoér reports submitted by th8electedBidder shall be verified as per Standard
OperatingProcedurdhereinaftereferredto asé S O Baiey02-02-2016.Notwithstandirg anything
containedanywheran thisRFP or the ensuingAgreementnon-complianceasperSOP norms will
result in termination of contract or imposition of appropriate liquidated damageasygenalties
imposedon/ damagesufferedby GIC Re, eitherpecuniaryor otherwise.The sad SOP can be
downloadedrom thewebsiteof GIC Re.
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ANNEXURE |
E-TENDER PROCESS

1. Bidder Registration:

a)

This RFP (nortransferable) covering eligibility requirements, technical specifications, terms
& conditions and other relevant information/data or documents required may be obtained by
interested and eligibl prospective Bidders by downloading from the GIC Re website i.e.,
https:/www.gicofindia.comand CPPMPortalfrom 22"d March 2022

Biddersare requiredto enrollon GIC Re e-Procuremenportal by https://gicre.eproc.in
Enrolmenton theGIC Ree-Procuremenportal is freef charge.

During enrolment/ registration,the Biddersshouldprovide the correct/trueinformation
includingvalid emaitid & mobileno. All the correspondencshallbe madedirectly with

the/ Biddersthroughemaitid provided.

As part of the enrolment process, the Bidders will be required to choose a unique usemame
andassigrapassword for theiaccounts.

For etendering process, Bidder should possess valid Digital Signature Certificate (Class IlI
Certificates with signing & encryption copy) which can be obtained fidfa Sify
Technologiestd./ TCS/ nCode/ eMudra or gi€ertifying Authority recognized by CCA India

on eTokerSmartCard.

Uponenrolmenbn GIC Re e-Procuremenportalfor e-tenderingtheBiddersshallregister
theirvalid Digital Signature CertificatéDSC) withtheir profile.

Only onevalid DSCshouldberegisteredy aBidder.Biddersareresponsibldo ensurehat
theydonotlendtheirDSCsto otherswhichmayleadto misuseandshouldensureafetyof the
same.

Bidders can then log into the site through the secured login by entlegingser ID password
andthe password of the DS@Token.

Note: Those Bidders who have already enrolled in the Brocurement portal are not required to follow

stepl.

2. Preparation of Bids by RegisteredBidders:

For preparation of bid Bidders shall seatice RFP from published RFP list available on web
siteand download the completetender document and showddnsidercorrigendum iany
published beforsubmitting theibids.

Any clarifications, if required, may be obtained through the contact detaés ginder

Sectian Il point19(k).

Bidders should keep the bid documents ready in advance that are needed to be submitted as
indicatedin the RFP documentin POBrmatonly.

Bidder shall gothroughthe RFP carefullyto understandhe documentgequiredto be
submittecspartof thebid. Anydeviationfrom thetermsand conditions othe RFP mayead

to rejectiorof thebid.

3. Submission of Bids by Bidders:

a)

b)

Bidder should log into the site well edvance for bid submission so that he/ she uploads the
bid in time i.e.on orbeforethe bid submissiohme.

Biddershoulddeposithe EMD asperthe instructionsspecifiedin theRFPon or beforethe
lastdate & time mentioned in thRFP, otherwise the uploaded bid will be rejected. The
Biddersclaiming exemption as a MSME/NSIC registered unit shall upload the scanned copy
of valid MSME/NSIC registration confirming asianufacturer oé-tenderedtem.

While submittingthe bids online,the Biddershallreadthe terms& conditionsof RFP and
accepthesameto proceed further tsubmit his/hebid.

Bidder shall digitally sign and upload the required bid documents one by one as indicated in
theRFPaccording to specifiecover.
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e) Bidders shall note that the very act of using DSC for downloading the RFP and uploading
their offers is deemed to be a confirmation that they have read all sections and pages of the
RFPwithoutanyexceptiomandhaveunderstod thecompleteRFP andareclearaboutthe
requirementsf theRFP.

f) Bidders shall submit their bids through onlinteadering system to the Competent Authority
well before thebid submission end date and time (as per Server System Clock). The
Competenmuthority willnotbe held responsible for any sorti&flay or the difficulties faced
during thesubmissiorof bids onlineby theBidders.

g Bidder should follow the server time being
e-tender gie, which shall be considered valid for all actions of requesting, bid submission, bid
openingetc. in thee-tendersystem.
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ANNEXURE Il

PRE-QUALIFICATION CRITERIA

GIC Rewill evaluateproposalsand selectheBidderbasednfollowing criteria:

# Criteria Documents to be provided
The Bidder should be a company registered under the o :

1 Companies Act, 1956/ 2013. Certificate of Incorporation
The Bidder should have had an average annual turnover of
50 Crores in théast three financial years i.e., 2018, 201920 | Copy of Audited Balance sheet for the

2 | & 2020-21 from Data center services. This must be the financial yearsi.e., 20189, 201920 &
individual company turnover and not that of any group of | 2020-21 should be submitted.
companies.

3 The Bidder should have positive Net Worth as per the last C;opy (.Jf AUd'teq Balance sheet for the
audited financial report financial yearsi.e., 20189, 201920 &

' 202021 should be submitted.

4 The bidder should hawearned profitin at least 2 of the last 3| Audited annual account or auditor
audited financial years (2048, 201920 & 2020621). certificate should be submitted.

The Bidder should be an established Data Center Services Work Orders confirming vear and area
provider and should have beearthe business of Clmcation - 9y :

5 . . . | activity, orMemorandum and Articles of
and managed¢tosting services and Managing DCs for a peri Association
of atleast 5 years as on 31.03.2021. '

a) The Bidder should haywovided DC or DR Managed or €9
hosting facility to at least 5 Companies at their DC sites in
India.

b) The Bidder should have at least 1 operational Governme

6 Community Cloud client from Central/ State/ PSU departmg Copy of work/ purchase orders or client
during the time of bid submission. certificates.
¢) The Bidder must have experience of providing DC or DR
Managed or céhosting facility in their data center for at least]
clients from any Central Govt/ State Govt/ Seaavt/ PSU
organization.

a) The Bi dd emuétsaveldeas 3 cGgomerse |
hosting SAP primary or DR landscapes.

" | b) The Bidder shouid also have hosted SAP HAbktified | COPY Of Purchase orders.
solution for at least 1 customer.

The proposed DC & DR sitesustbe Tier Il or Higher . .
o S : - Copy of certification from the bidder for

8 | certified from uptime institute/ Rated 3 or higher certified frg the proposed DC & DR sites.

TIA 942.
The proposed DC & DR sitesustbe certified for below:

9 1.1S0O 27001 Copy of certification from the bidder for
2.1S0O 200061 the proposed DC & DR sites.
3.151893:1984
The proposed DC & DR sitesustbe owned by the bidder. N ﬁ}e:ﬁ:tézs'sts%fpiggef 0; 2\(l)vne:;rl[fe' Self
Partnership/ Consortium bidding is allowed. ’ Py

. . .| Attested Lease Agreementis to be
10| In the case of leased premises, the unexpired lease period

be available for at least another 7 years from the date of thé
RFP.

submitted.
Complete address of proposed sites to
provided.
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11

Location of the facility and setup (Primary Data Center and
Disaster Site):

a) Primary Data Center setup location for Manalgedting
facility should be in Mumbai/ Navi Mumbai only.

b) Disaster Recovery Site should be in a different seismic z
other than the Data Center within India.

Undertaking/ declaration on bidder lette
head with the details of the proposed
addresses of D& DR duly attested,

signed, and stamped to be submitted.

12

The Biddemustbe empaneled with MEITY for GCC. The
Bidder shall provide documents of evaluation by MEITY/ au
by STQC, and the bidder should be certified for hosting
Government Community Cloud (GCC).

Bidder and proposed DC & DR sites mu
be listed and valid under@C section in
the Audit Status Tab in below link:
https://www.meity.gov.in/content/gi
cloudmeghraj

13

The Bidder is required to enter into an Integrity Pact Agreen
with GIC Re.

Biddersmustdownload, dully fill, sign
and submit the Integrity Pact Agreemer
from t h-Bowdlodaeséaliaes and
Guidelinesd6 | ink (d
https://www.gicofindia.com

14

The Bidder should not have been blacklisted by any depart
or institution orundertaking of the Government of India and
Government of Maharashtra.

Declaration in this regard by the
authorized signatory on behalf of the
bidder on the company letter head.
(As perAnnexure 1X)

Pre-Qualification Criteria Template (to be filled and submitted/ uploaded by Bidders):

=

Name of Organization:

Address (including telephone numbers
and emaitid)

Name ofthe officialin charge of this bid
with phone / mob. Nos.

Type of organization:
(Pvt. Ltd. / Public Ltd)

Year of establishment
(Certificate of Incorporation attached)
Ref.:Pre-qualification- 1

YesA

NoA

Work Orders confirming year and area
of activity and Memorandum and
Articles of Associationattached

Ref.: Prequalification- 5

YesA

NoA

Client References.

Hosting DC & DR for non-govt./ govt.
clients and GCC

(Copy of Work ordersClient certificates
Ref.: Prequalification- 6

YesA

NoA

Client References.

Hosting SAP& SAP HANA primary or
DR landscape Copy of Purchase orde
attached)

Ref.: Prequalification- 7

YesA

NoA

Whether ISO 200001 certified.
(Copy of certification attached)
Ref.: Prequalificationi 9

YesA

NoA

10

Whether ISO 27001 certified.
(Copy of validcertificate attached)
Ref.: Prequalificationi 9

YesA

NoA
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11] Whether IS 1893:1984ertified. ) )
(Copy of valid certificate attached) YesA NOA
Ref.: Prequalificationi 9
12| Average annual turnover during the Year 1l Year 2
lastthree financial years
Ref.:Pre-qualification- 2 & 3 Turnover
(To be supported PAT
13| Certified Professionals Certification No of employees
(Please specify other certifications, il CDCP
any) PMP
Ref.: Prequalificationi 8 CBCP
BCCE

14| Whether bidder has been declareq
ineligible for corrupt practices or
blacklisted with any Govt. Agencies.

(Self-Declaration as peAnnexure X YesA NoA
attached)
Ref.: Prequalification- 14
15] Whether the bidder has the following| TIA 942 YesA NoA
certifications. A A
Ref.: Prequalificationi 8 ASHRAE YeA NoA
16] Whether bidder has own carrier
neutral DC built and operated
complying with Tier Il or higher| YesA NoA

standards.
Ref.: Prequalification- 8

17] The Bidder should be same for both DC
and DR site. Bidding by a consortium in
this regard is not allowed.
(Self-attested proof of ownership orleg YesA NoA
with address of proposed sijes
Ref.: Prequalificationi 10

18| Data Center Locations (other than
Mumbai) YesA NoA
Ref.: Prequalification- 11

19| Relevant and adequate details of th
Security arrangements at the Datg
Center location and Managed Hosting
facility (Primary and Disaster Recovery
Site) to be provided

Ref.: Prequalification- 8

YesA NoA

20| Relevant and adequate details of th
power supply and electricity
arrangements to be provided for both| YesA NoA
Primary and Disaster Site.
Ref.: Prequalification- 8

21| Whether bidder is OEM / Partner of
OEM for Hardware proposed. YesA NoA

22| Whether bidder has submitted

Integrity Pact. YesA NoA
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Ref.: Prequalification- 13
23| Whether Bidder provides SLA of
99.99% uptime for Managed hosting YesA NoA
services
24| Details of previous job, if any, done for
GICRe
Declaration

1) All theinformationprovidedby me/ushereinaboveis correct

2) 1/We haveno objectionif enquiriesare madeaboutthe work listed by me/usin the accompanying
sheets/annexure.

3) I/We havereadallthetermsandconditionof bid andtheinstructionsandtheseareacceptabléo me/us.

Signature:

Nameé& Designatiorof the AuthorizedSignatory:
Official Seal:

Date:

Place:

Notefor Bidders

1 Bidders musprovide supporting documents for all the jopealification criteria listed abov8ids which do

notpre-qualify based on the aboweiteria will besummarily rejected.

Thedocumentsas listedabove mustbeof thesameBidder.

Onrequestpriginaldocumentshould begroducedailing whichthebid is liable for rejection.

GIC Re will evaluate thedocumentsubmitted talecideif the Bidder prequalifies.Mere submission

of documents will not preualify anyBidder.

Bidders mustuploadabovedocuments online as pAnnexure Il.. All undertakingshallbe duly signeé@nd

Stampedy Authorized signatory aheBidderFirm.

1 Biddersmustsubmit Integrity Pact Agreement signed by the authorized representativeBad trez with
office seabn a nonrjudicial stamp paper of INR 100/The Agreement will be countsigned for and on
behalf of GIC Re aftewpeningof thepre-qualification andechnical bids of the-tender.

1 The Selected Bidder is required to sign agreements and submit the same to GIC RBigNlmsure
AgreementServiceLevel AgreementDeedof Indemnity Performancé8ankGuarantee).

T
1
T
T
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ANNEXURE Il

TECHNICAL BID EVALUATION

Bidder Experience& Expertise Rating

Parameter

Description

Max
Score

Experience in DC services

Experience of the bidder in providing Data Center services wi
requirements like SOW of this RFP and including managed
hosting services to large clients. Specific experience in manay
or hosting mission critical applications or SAP/ SAP HANA
application landscape.

20

Testimonials from
Customers

Testimonials on Satisfactory Service from at leaStStomers/

Clients are to be provided. Marks will be given based on:

1 customer satisfaction level

1 penalties invoked for failure to meet RPO /RTO

1 ability to meet change in resources/ requirements on timg
satisfactorily.

GIC Re will contact theustomes/clients to ascertain the abovg

parameters. Client contact details must be provided.

20

Data Center infrastructure

Size in terms of number of Data Centers, total sq. ft. of area,
number of clients whose applications are being hosted, Numbh
years of operation in India etc.

10

Robustness of existing Data
Center and Disaster
Recovery site infrastructure

Robustness of the Data Center in terms of building managem
system, security operations center, network operations cente
electrical room, raised flooring, power backup, smoke detectig
fire detection & suppression, precision-aonditioning, false
ceiling, video surveillance systems, access logs, dedicated s«
personnel, biometric secured access to personnel antsglien
percentage uptime etc.

10

Bill of material (BOM)
provided for Complete setup

Sizing and price of current setup as panexures XIll & XIV
including licenses and services amate cards.

10

Qualification and
competence of Key Staff.

Consultants with specialized skills and access to technologieq
related to assignment. Details of resources to be associated V
this project must be provided.

10

Project plan

1 Proposedsolution approach and Work Plan Implemental
Methodology

PERT Charmust be provided.

DetailedBOM with CompleteSizing consideration$or GCC,
Oracle, SAP HANA, SBANAN (NOC) & MSS (SOC) etc,,
componentsnust be provided.

9 Additional valuepropositions.

T
T

20

TOTAL

100
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DC-DR Site Rating

Parameters

Bidders
Response
(YIN)

Bidders
Comments/
Details of
Proof
attached.

The facility should be either owned bydder or on lease with unexpired leasg
duration of 7 years as on dateR¥FP.

a) Owned/ Leased but exclusive Data Centre building

b) Owned/ Leased but shared with multiple tenants

c) The bidder to subm&nnexure Il along with documents.

Age of Building

a)Less than 10 years

b) More than 10 years

The Data Centre facility building should be away from hazardous che
materials, LPG storage areas, chemicaligavnsand other storage facilities me
for dangerous commodities.

Theproposed Data Center building should not be in low lying and flood/ nat
disastetprone areas.

The structural strength of the proposed building should have been certified
latest report to be available. The remirould not be more thame year
old. (Copy of report/ certificate to be attached)

The proposed building should be covered under comprehensive insurance
ongoing basis including risk related to earthquake, floods, fire, lighttarmgyrist
attacks etc(Copy oflast year and current year insurance report to be attach
(Yes/ No)

The bidder proposed site should have following compliance/ certifications:
(Copy of the relevant certifications for proposed sites)

a) NFPA 70 & 75

b) 1S1893:1984 seismic Compliance

c) TIA 942 compliance

d) PCI DSS

e) ISO 2000& 27001

f) 1ISO 9001

g) Compliance to ASHRAE Standards

The bidder to provide space with CCTV cameras, smoke & fire detectors,
both DC & DR sites.

Freight Lift - The data center should have highpacity freight lift for ease g
movement of servers and higlensity network devices.

10

The doors for the server room, communications room, and other caiteazd
should be fire rated for minimum 2 hours.

11

The server room area should have a raised floor height of minimum 2ft.

12

The server hall height from raised floorfadse ceiling should be at least 10ft.

13

The false flooring in server hall should be fire resistant and tiles should be
up of Calcium Silicate/ anstatic material.

14

The Data Centre Site/ server hall area must maiceoprocessebased system t

detect water leakage.
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15

The Data Centre site should have electronic rodent control systems
with operability on varied frequency range.

16

All the Building Management system (BMS) activities are to be contr
centrally in a room specifically to be used for BMS activities. The bidder sk
manage the BMS activities on a 24*7*3Basis.

17

There should be sufficient powdackups in place for running the Buildiy
Monitoring system in the event of power outage.

18

Each component of data center must allow concurrent maintenance
withoutdisruption to supply of services to data halls or support areas.

19

The Data Centre should have load bearing capacity of 1000Kg/ Sg. m.

20

Two independent poweauppliers/ substations/ Grid Level redundancy each
capable of supporting the sitedependently, in line with Tier 3 or above
certification requirements. (Details of power arrangement to be submitted)

21

The incoming supplies from alternate power suppliers/stations must be
arranged as at least N+1, each entering the site from diverse paths, and eg
terminated in separate fireesistant enclosures.

Whether the utility power enter the site via ovesild or underground conduits
and/or ducts?

(Details to be submitted)

22

Diesel Tanks (for generatorsYhe data center should have higapacity diese
tanks for ensuring 48our power backup with contracts for fuel sup
ondemand.

23

Generators should be capable of providing power for 48 howsntinuously
even during refilling.

24

The entire failover mechanism to DG should be automatic, with power supply
the transformer as the primary source and automatic switchover to DG s¢
secondangource without any disruption.

25

Comprehensive Power Audit in the last tyears/ Record of past incidents.

26

The design for cooling infrastructure at the data center should be in lines
standard guidelines to support hidgnsity cooling needs.

27

Redundant CRAC/ cooling units to facilitate High density cooling needs.

28

The bidder should bable to provide Auto Transfer Switch (ATS) for single po
input systems.

29

Biometric Access to the common entry to the Server room/ Server Hall ared
shouldbe available.

30

The offered space should not be on top floor or ground Floor.

31

a) Physical Security:

i) Security guards should be deployed d2v&7*365 basis.

i) Security guards should be deployed to screen visitors at the entry to the
premises.

iil) Security guards to be deployed at the entry of server rooms, to check th
identity of the persons visiting the server rooms and make entry deth#s of
the visitor in register.

b) Bidder Employees & other customers:
i) Visitors must declare the laptop and any storage device they are carrying
restricted areas (e.g., Data Center, Server rooms, etc.). These details musi
verified at the time of exit.

i) Bidder employees must always carry photo identity cards.

i) Visitors must be classified according to the function they perform.
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iv) Prior permission must be sought for visits by any Customer officials/
Auditors. Visitorbadge must be provided.

V) Separate registers for each customers/ vendor must be placed to note th
movement of their -nmepidteosynastbe placedand
reviewed daily.

vi) A list of bidder employees, authorized to enter the sexv@m; must be
placed with the security personnel manning the floor housing the server rog

c) Material Movement:

i) Incoming/ outgoing packages must be inspected to prevent unauthorized
movement of materials.

i) Incoming/ outgoing hardware mustquire disclosure and approved securit
clearance (gate pass).

d) The server room should have access control mechanisms like numeric g
swipe cards, biometric, etc. to enable access.

32

The server room area entrance and exit shoulttbessible using the proximi
card (access control) with biometric access.

33

The racks in server room area must be of 42U size with horizontal and v
cable managers and the bidder to provide indek cabling using patch pane
crossconnects to communication area, cable managers for structured cj
redundant power strips, earthing &a&ch rack etc.

34

The bidder should be able to provide space in the same server hall contig
the proposed area for scaling up, at tdontracted rate during the period
contract.

35

UPS must be configured in redundant modei.e., N+1 (at I¢Bstails of UPS
arrangementto be submitted)

36

Two separate power paths from the UPS to be provided to the server/
networkcommunication room.

37

The proposed server area must be well covered in the smoke & fire detect
suppression system using systems like VESDA, FM 200/FE 227, NOVEC
etc.

38

There must be CCTV monitoring feurveillance of the server hall area. T
CCTV surveillance should cover GIC Re's & GCC Server/ Rack area and
critical areas. The CCTV cameras should cover in row view of both front &
side of the racks row, within GIC Re's seraega. The CCT¥¢amera should covd
the entry & exitto the GCC server area.

39

The temperature in the server hall should be maintained at 24ddegree C.

40

The humidity at the data center should be maintained at 50 B86HRH.

41

Availability of 3 phase, 4 wire power system in sever hall area.

42

The Server room area must be provided with Water Leak detection system
alarm system.

43

Air Quality in the data center site must be of severity level G1 (milgea$SA-
71.04.

44

Activities to be recorded, logs and the archstabuld be kepitor at least 90
days:

a) CCTV recording kept for more than 3 months

b) CCTV recording kept for less than 3 months

45

The bidder must be able share the video monitoring data in case require
GIC Re.
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46

Entry & Exit to DC and server rooms must be restrictedraaditored and mus
also be in CCTV surveillance coverage.

47

Telecom junction box, multiplexers of various servigeviders: at least Bhart
Tata, Sify, BSNL/MTNL, Reliance, etc., to be available in and around the bui
Details of service providers whose MUXee available at site(s) to be submitts

48

The Bidder mustprovide redundanttelecomlink<34Z Re's network and exter
the links terminated by the link service provider on the junction box till the s
room where GIC Re'setup will be located.

49

Bidder must ensure fibers from multiple providers are fed to the site from
independent channelsiimg connectivity.

50

99.99% Uptime on monthly basis is required for the bidder Data center.

51

Audit reports of proposed DC & DR sites must be available as and when rg
by GIC Re.

52

Bidder shalprovide and perform all cabling required for GIC Re's Hybrid CI
Infrastructure to be hosted in the Data Centre.

53

Bidder shall cover the entire Scope of Work in their bid submission
presentation.

54

The bidder should provid&aging/ storage area for at least four to six weeks
any material.

55

Staging area should be preferably close to the server rooms and have all f
like, redundant power, LAN connectivity, telecom, etc.

a) Staging area in samleor

b) Staging area in different floor

56

The bidder should provide efiite drop off and pickup facility for backup tape
disks, if required.

57

Critical Services like power, UPS, Genset etc. are managed by:

a) Owndedicated staff of the bidder

b) These maintenance services are Outsourced to third party

58

The proposed Data Center should hawdti layers of physical security:

a) Site Perimeter (Public Zone)

b) Perimeter SecuritfReception Zone)

c) Facility control (Operating Zone)

d) Server Hall (high security Zone)

e) Details of security arrangements in the Data Center to be submitted.

C Presentation by Bidders
# Evaluation of Bidders Presentation Marks
1 | Project organization, Project plan & Execution Methodology 15
2 | Understanding of Scope of work. 15
3 | Articulation of migration strategy 15
4 | Risk Mitigation Plan. 5

Total 50
D Client Reference

- Contact Details

# | Organization | Name of Person Designation| Landline No. | Mobile No Mail id
1
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2

3

E Scheme of Markg Technical Score (TS) Calculation

# Technical proposal Evaluation Maximum Score

1 | Bidder Experience &xpertiseRating 100

2 | Technical Bid Compliance as #f&nnexure XV. 150

3 | DC-DR siteRating 200

4 | Presentation by Bidders 50
Total (Marks out of 500) 500

TS for each Bidder (Marks out of 500*100)/500

1 Technical Bids receivingechnical Score (TS)greater than or equal to a scoreréf(cutoff marks)

il
il

will be eligible for consideration in the subsequent round of commercial evaluation.

Any other i nf ormation that wi | | facilitate GlI
successfully implement & manage the project must be provided.

Bidders shalidentify what they believe are the primary characteristics that differentiate them from

others in the market and explain why they believe they are uniquely positioned to work successfuly

with GIC Re. In this context, describe any experience in workinlg imsurance or Reinsurance
organizations, Financial Institutions, or other entities.
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ANNEXURE IV
COMMERCIAL BID

RFP for Hosting and Management of GIC Re Hybrid CloudInfrastructure

Commercial Bid Submission:

1) Bidders shall submit theommercial bids in the below mentioned tabular formats.

2) Bidders shall submit detailedilBof Materials(BOM) with proper sizing for GCC, Oracle,
SAP HANA, SDWAN (NOC) & MSS (SOC) etc.,componentss part of their Technical Bid
EvaluationSubmissior{Annexure Il ).

3) Bidders may add more rowigr other components, as required, in the same format.

4) Qty provided is for current setup sias perAnnexure Xlll , proposed HANA Setups per

Annexure X1V, proposed SBANVAN setup as peAnnexure XIl and proposed MSS/ SOC

Components as pdiable T.4in Clause 5 of Section.l
5) Backupsize for currentsetug\gnexure XllI ) provided. Bidder must size and gaéor GCC,

HANA, etc.

6) Biddersmustsize suitably for the missing quantities
7) The columns for Unit Price from TalbdeB to | will be used by GIC Reas rate card for

commissioningaddtion or decommissioninfgemoal of components fofutureneedsThese

prices will be fixed for the entir€ontract Periodand GIC Re shall proportionally adjust
payments whenever one or more components are added or deleted from the Setup.

8 The quoted price shall be in I ndi aSectidhli pees

Clause 2.

9) Biddersshall quote only the base price exclusive of applicable taxes like Goods & Services

Tax (GST). GST as applicable will be paid additionally on actuals. GI@ilRée entitled to

deduct TDS as applicable while making payments according to the Indian taxation rules. There

shall be no escalation in the prices once the prices are fixed and agreed to by GIC Re and the

Selectedidder.
10)No payment of incidental expensisingexecution otheensuing contract will be demanded
by Selected Bidder

di

1)Kindly note that words I|like O6Nild, O6to be
and the bid shall be treated as unresponsive. Such bids are liable to beedancell
12)The L1 Bidder will be selected based d@rand Total = A+B+C+D+E+F+G+H+I. This
Grand Totalshall be referred to a€ontract Price/ Commercial Bid Value and must be
represented in figures as well as in words.
A One e Charges (O
# | CostComponent Description Cost ()
1 |lace ImplementationDeployment of GCC Infrastructure at DC
ImplementationDeployment of GCC Infrastructure at DR
ImplementationDeployment of Oracle Private Cloud Infrastructure at D(
2 | Oracle Servers , ,
ImplementationDeployment of Oracle Private Cloud Infrastructure at DF
ImplementationDeployment of SAP HANA Infrastructure at DC
3 | SAP HANACloud ,
ImplementationDeployment of SAP HANA Infrastructure at DR
4 | SD-WAN ImplementationDeployment of SBWAN with MPLS & ILL
5 | Backup, NOC, etc.| Implementation/ Deployment of NOC, Backup, etc., at DC & DR
6 | MSS & SOC Implementation/ Deployment of SOC & MSS Solution at DC & DR
7 | Migration Migration of VM, Servers, data, existing backups, etc.

TOTAL (A)

Information Technology Management Grot

Pager5of 159



YR ARy 91 e

GIC Re Generallnsurance Corporation of India
B 1 Storage and Backup at DC
Unit Price Cost Cost for
# | Element ?;Se Description %%)(IXB)/ ( per ( peryear)| 5 Years
year) (Y) X*Y) Q)
1 | Storage | All Flash | Storage for VMs on GCC 80TB
Storage for Oracle Private/
2 | Storage | All Flash PhysicalServerg?2) 47TB
3 | Storage | All Flash (Szt%rage for SAP HANACloud 187TB
- Backup (primary) (current size
4 | Backup | Resilient without HANA) 30TB
- Storage for secondary/ offsite
5 | Storage | Resilient Backup 30TB
6 | Storage | Normal | Logs and archives
Sub Total(B.1)
B 2 Storage and Backup at DR
Qty (TB/ | Unit Price Cost Cost for
Sub .
# | Element Type Description GB) ( per ( peryear)| 5Years
(X) |yean(v) | (xv) | ()
1 | Storage | All Flash | Storage for VMs on GCC 10TB
Storage for Oracle Private/
2 | Storage | All Flash PhysicalServerg1) 27TB
3 | Storage | All Flash | Storage for SAP HANACloud(5) 5TB
4 | Storage | Normal | Logs and archives
Sub Total(B.2)
TOTAL (B.1 + B.2=B)
C 1 CPU & RAM at DC
Sub Qty (TB/ | Unit Price Cost Cost for
# | Element Type Description GB) ( per ( peryear)| 5 Years
X) year) (Y) (X*Y) Q)
1|{CPU GCC Number of vCPUs for VMs 512
. Number of vCPUs/ CPUs for
2| CPU Physical Oracle Servers (2) 16
Number of vCPUs for SAP
3| CPU HANA HANA Cloud(21) 648
4 | RAM GCC RAM Size for all VMs 3TB
5 | RAM Physical| RAM Size for Oracle Servers (2 128 GB
6 | RAM HANA EQZAlg\/I Size for SAP HANACIoud 12TB
Sub Total(C.1)
C 2 CPU and RAM at DR
Sub Qty (TB/ | Unit Price Cost Cost for
# | Element Type Description GB/ Value) ( per ( peryear)| 5 Years
X) year) (Y) (X*Y) Q)
1|CPU GCC Number ofvCPUs for VMs 90
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> | cpu Physical Number of CPU for Oracle 3

Servers (1)

Number of vCPUs for SAP
3| CPU HANA | NA Cloud (5) 176
4 | RAM GCC RAM Size for all VMs 388GB
5| RAM Physicall RAM Size for Oracle Servers (1} 64 GB
6 | RAM HANA (R;?M Size for SAP HANACIoud 3TB

Sub Total(C.2)
TOTAL (C.1+C.2=0C)

OS, DB, Software and Licenses at DC

Sub ot Unit Price Cost Cost for

# | Element Tvpe Description (X))/ ( peryear)| ( peryear) | 5Years
/P (Y) (X*Y) 0

1|0S RHEL RHEL for GCC, Oracle Server{ 20
2| 0S RHEL RHEL for SAP HANA 21
3|0S Windows | Windows Server OS 57
4| DB MSSQL | MSSQL Standard for VMs 8
5 | DB Oracle Oracle for 2 Physical Servers 5

(Core Based)

DC-DR Replication Tool for
VMs, Servers, SAP HANA
Monitoring Tool for Cloud,
NOC, SOC, etc. with SMS
Any other Software and/ or
licenses for the setup

Sub Total(D.1)

6 | Replication| DRM

7 | Monitoring | Tool

8 | Others Others

OS, DB, Software and Licenses at DR

- ot | UnitPrice | Cost | Costfor
# | Element Tvne Description (X))/ ( peryear)| ( peryear) | 5Years
/P (Y) (X*Y) )
110s RHEL RHEL OS for GCC, Oracle v
Servers
210S RHEL RHEL for SAP HANA 5
3|0S Windows | Windows Server OS 6
4 | DB MSSQL | MSSQL Standard for VMs 1
Oracle for 1 Physical Server
5| DB Oracle (Core Based) 1
L Monitoring Tool for Cloud,
6 | Monitoring | Tool | o, sOC, etc. with SMS
7 | others Others Any otherSoftware and/ or
licenses for the setup

Sub Total(D.2)
TOTAL (D.1 + D.2 = D)
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E 1 Management Elements at DC
Sub ot Unit Price Cost Cost for
# | Element Tvpe Description (X))/ ( peryear)|( peryear)| 5Years
P () (X*Y) @)
RHEL OS Management for
1 |0S RHEL GCC, Oracle Servers 20
2 |0OS RHEL RHEL for SAP HANA 21
3 |os Windows Windows Server OS 57
Management
4 | DB MSSQL | MSSQL Management for VMs 8
Oracle Management for SAP &
> |DB Oracle non-SAP servers 18
6 | DB HANA SAP HANA DB Management 21
Management of ADDNS &
7| ApP AD/DNS JBOSSEAP for entire GIC Re 6
Management of SDWAN and a
8 |NOC SDWAN Network Links
9 | soc MSS Manggement of all Security
Services
10 | Backup | Service Managementof Backup as a
Service
11 | Storage | Service Ma_nageme_nt of Storage for
entire solution
Management of Middleware,
12 | Others | Others load balancer and other tools/
softwae
Sub Total(E.1)
E 2 Management Elements at DR
Sub ot Unit Price Cost Cost for
# | Element Tvpe Description (X))/ ( peryear)|( peryear)| 5Years
P () (X*Y) @)
RHEL OS Management for
1 |0S RHEL GCC, Oracle Servers /
2 |0OS RHEL RHEL for SAP HANA 5
. Windows Server OS
3 |OS Windows Management 6
4 | DB MSSQL | MSSQL Managementfor VMs 1
5 | DB Oracle Oracle Management for SAP & 5
non-SAP servers
6 | DB HANA SAP HANA DB Management 5
Management oAD, DNS&
7 |App | ADIDNS| j55550r entire GIC Re 2
8 | storage | Service Ma_nageme_nt of Storage for
entire solution
9 | DR Dirill | Service | DR Drill Twice per annum 2
Management of Middleware,
10 | Others | Others load balancer and other tools/
software
Sub Total (E.2)
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TOTAL (E.1 + E.2 = E)

F SD-WAN with MPLS, ILL & P2P

Unit
CPE Make/ | Price Cost | Cost
Hub/ Spoke Destina | Bandwidth | Link | Qty | CPE Model ( per |( per| for5
Locations tion (Mbps) Type | (X) | Count | (with UTM, Mbps year) | Years
FW, etc.) | peryear) | (X*Y) ()
(Y)
Mumbai HO DC 200 MPLS | 2 2
Mumbai HO Internet 300 ILL 2 2
Mumbai Oriental| DC 50 MPLS | 2 2
Mumbai Oriental | Internet 75 ILL 2 2
Delhi DC 20 MPLS | 2 2
Delhi Internet 50 ILL 2 2
GIFT City DC 20 MPLS | 2 2
GIFT City Internet 50 ILL 2 2
DC DR 80 P2P 2 2
DC Internet 100 ILL 2 2
DR Internet 50 ILL 1 1
TOTAL (F)

G Managed Security Services Sizing and Price

Qty/ Size/ Unit Price Cost
# Solution/ Tools Thrc_)ughput/ ( per year) C[g=r IS
License Y) year) Years ()
X) X*Y)
1 | SIEM 3500 EPS
2 | SOAR 1
3 | IPS & IDS (Host & Network)
4 | NGFW (with UTM) 2
5 | PIM/ PAM 30
6 | Cloud WAF 4
7 | DLP (Network + Endpoints + Servers) 700
8 | Data Classification 700
9 | Web Proxy 600
10| EDR (for Endpoints) 600
11| Server Security (AV for Servers) 100
12| Cloud Sandboxing
13| Cloud DDoS >1 Gbps
14 | Software VPN 50
15| Site-to-Site IPSEC VPN (for KL & London 2
TOTAL (G)
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H SASE ZTNA Solution Enterprise Defender Standard (EDS)
ty/ Sizel oo
: Tr?rgug hput/ SIS el Costfor5
# Solution/ Tools License ( per year) ( per year) Years ()
(Y) (X*Y)
(X)
SASE ZTNA SolutiorEnterprise
1 Defender Standard 100
(License + AMC + Professional
Services)
TOTAL (H)
Qty/ Size/ Unit Price Cost Costfor 5
# Solution/ Tools Throughput/ License ( per year) ( per year) Years ()
X) Y) (X*Y)
Any other component/ sub
1| componentthatis/ may be
required
TOTAL (1)

GRAND TOTAL = Sum ofcostfor5years A+B+C+D+E+F+G+H +1

AuthorizedSignatory:

Name& Designatiorof the AuthorizedSignatory:
Office Sealwith date:

Place:
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ANNEXURE V
SERVICE LEVEL AGREEMENT

(To betypedonstamppaperworth 500£F)

This ServiceLevel Agreemen{ i A g r e dasmadeandehterednto onthis
day of

2022
BY AND BETWEEN

General Insurance Corporation of India, incorporated, under the Companies Act, 1956 having its
registered office at Suraksha, 170, J. Tata Road, Churchgate, M@0B@R0 (hereinafter referred

to as "GIC Re"), which expressiohall, unless it be repugnant to the meaning and context thereof,
includeits successors and permitted assigns obtiepart.

AND
, @ Company incorporated under d@mpanies Act, 1956201 3havingits registered

office at , (hereinafterreferredto as "Selected Biddé),
whichexpression shall, unless it be repugnant to the meaning and context thereof, include its
successorgndpermitted assigns diie other part.

Both of which areindividually referredto hereinasé B a r angcéllectivelyasé t Ra&r t i e s 0

RECITALS

WHEREAS GIC Re is desirousof appointinga Selected Biddefor AREP_for Hosting and

Management of GIC Re Hybrid CloudInfrastructure ¢ conforming to all the specifications as per
theRequestor proposaNo. GICRE/ITMG/RFP/0 5/2021-22 dated22™ March 2022 (hereinafter
referredto asfi R Fvithich expression shall include all attachments and annexures thereto as well as

all amendmentsnodificationsalterationsaddendumsndcorrigendunthereto).
AND WHEREASGIC Rehascalledfor bidsfromeligible Bidderspursuanto the RFP.

AND WHEREAS theSeIected Blddenepresents that it has the necessary resources and experience
for providingfAiHQ ) J )
submittedts Bid for prowdmgtherequwedserwcesn accordancemth thetermsandcondltlonsset
forth hereirand,in theRFP, andanyotherreasonableequirement®f GIC Re communicatedfom
timeto time.

AND WHEREAS theSelected Biddelnas submitted its technical and commercial bid during-thee

tenderingrrocess which has been considered as appropriate by GIC Re based on the documents
submitted bythe Selected Bidder

AND WHEREAS GIC Re has accepted the bid of thelected Biddebased on the documents
submitted byt underthetendering processndhas issue®urchas©rder No. Dated

Now in consideration of the promises and covenants contained iAgheement, and other good

andvaluableconsiderationthereceiptandsufficiencyof whichis herebyacknowledgedt is hereby
agreedo, byand between the Partieswasder:
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1. DEFINITIONS

In this Agreementthe followingtermsshallbe interpretedasfollows:

a)AiConfidenti al Il nf ormati ono wi | have -t he s
DisclosureAgreement (NDAenteredetweerGIC Reand theSelected Bidder

b)) i Agr eement 0 meaentredble ¢ wA @ ne &in € Sdiveted Bidddr talse i
recorded in this Contr actSelécedBiudes i gneldudiyn c
Attachments and Annexes thereto, the RFP, the agreed terms as set out in the technical and
commercial Bids, all documentadorporated by reference therein and amendments,
alterations and modifications done to any of the above from tiri@éo

c) i Do ¢ u meandanyembodimenbf anytextorimagehoweverecordedandincludesany
data, text, images, sound, voice, codes artdldeses or microfilm or computgenerated
microfilm.

d AEf f e ct imeaas th2 aatecobissuance of Purchase Order by GIC Re to the Selected
Bidder.

e) fiContractPeriod me ans | m@&IMgratemperod phaselus period of Five (5)
years from the date @o-Live declared by GIC Re.

fAlntell ectual Property Rightso means any p
trade name, logo, sign symbol, business name, internet domain names, email addgss nam
design, trade secret, permit, servicemarks, brands,propriety information, moral rights,
knowledge, technology, licenses, databases, computer programs, software, know how, rights
in confidential informationrightsin inventionorotherformof intellectualpropertyright, title,
benefits or interest, whether registered or unregistered and including any form of application
for any of the foregoing which may already exist or may be created anywhere in the world,
whetherarisingbeforeor aftertheexecuion of this Agreemenandtherightto ownershipand
registrationof these rights;

ggAiKick Off Meetingd means a meeting convene
executionplan andorocedures with th8elected Bidder

h) fiSelected Bidddér s t reeardiie employee®f theSelected Biddeits authorizedagents
andrepresentativea other personnelemployed or engaged either directly orindirectly by the
Selected Biddefior thepurpose®f implementation othis Agreement.

) ANegl i gans:arg actanfailure to act (whether s@@t, or concurrent) by a person
or entity which was intended to cause, or which was in reckless disregard of or wanton
indifference to, avoidable and harmful consequences which such person or entity knew or
should have known or with reasonable diligence could have known to result from such act or
failureto act.Notwithstandingheforegoing,negligenceshallnotincludeanyactiontakenin
goodfaith forthe safeguard dife or property,

) AWi |l MF si¢ o nrdeans:fi © nt e misrégarcod ¢ood and prudentstandardsof
performance or proper conduct under this Agreement with knowledge that it istbkelsult
in anyinjury to any person guversons oloss or damagef property.

kKkiPartieso meaibdect&Bddered anBat hgo mRadiess ei t h¢

) A Ser wmeandadlities/serviceso beprovidedaspertherequirementspecifiedn theRFP
andthisAgreementaindanyotherincidentalservicessuchasSupply,maintenanceprovision
of technicalassistancandothersuchobligationsof the Selected Biddecoveredunderthis
Agreement.

mfh Seryd eeci f meaasndinclndesdetaileddescriptionsstatementso technicaldata,
performanceharacteristicsandstandardasapplicableandasspecifiedin this Agreemenbr
the RFP as well as thospecifications relating to Industry standards and codes applicable to
the performance of the work, work performance quality and the specificafi@ttirag the
works or anyadditionalspecificatiorrequiredo beproducedy the Selected Biddeio meet
thedesigncriteriaor completion ofthe Services.

NNAThe Contract Priceo RdeatedBiddeimaerteAgreementdoa y a b
the ful and proper performance of its contractual obligations on its part.

o0)AiBi dso means the technical SelactedRidodanmesponsei a | |
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to theRFP.
p) i AMCO means Comprehensive Annual Pihadermtde nan
GIC Re.

2. INTERPRETATION

In this Agreementnlessacontraryintentionis evident

a) theClauseheadings aréor convenienteferencenly and maynot beusedfor interpretation.

b) unlessotherwisespecified aeferencdo a clause numbes areferenceo all its subclauses.

c) unless otherwise specified a reference to a clause eclaube is a reference to the clause or
sub-clause of this Agreementincluding any amendments or modifications to the same from
time totime.

d) aword inthesingularincludestheplural anda word inthe plural includeghesingular.

e) awordimporting agender includeany otheigender.

f) areferenceo a personncludes gartnership andbodycorporate.

g) areferencéolegislation includetegislationrepealingreplacingpramendinghatlegislation.

h) where a word or phrase is given a particular meaning, it includes the appropriate grammatical
formsof that word or phrase which hagerrespondingneanings.

i) inthe eventof an inconsistency or conflietlween the terms of this Agreement, the RFP and
the Bid, the terms of the RFP shall prevail over and supersede the Bids to the extent of the
terms mentionenh theRFPbutnotonthetermsmodifiedunderthisAgreementAny changes
to thetermsof theRFPand/oranyadditionstheretomaden this Agreemenshallprevailover
andsupersedéheRFP.In theabsenc®f anyinconsistenciesheRFPshallbind theParties
in additionto terms and conditions of thrdggreement.

j) Theruleof constructiorthatthecontractshallbeinterpretechgainsthe Partyresponsibldor
thedrafting or preparation dhe contract, shatiotapply.

k) The expiration or termination of this Agreement shall not affect such of the provisions of this
Agreementasexpresslhyprovidethattheywill operateafteranysuchexpirationor termination
or which of necessity must continue to have effect after such expiration or termination,
notwithstandindhat theclauses themselves do rextpresslyprovidefor this.

3. CONDITIONS PRECEDENT

This Agreements subjecto thefulfillment of thefollowing conditionsprecedenby theSelected

Bidder.

a) TheSelected Biddeshall at his own expense deposit with GIC Re within 14 days from the
receipt ohotificationof awardof the contracfrom GIC Re, anunconditionaljrrevocable,
and continuingPerformanc&8ank GuarantedPBG) from a scheduleccommercialbank
acceptablea GIC Re, payable on demand, for the due performance and fulfillment of this
Agreement. The PBG shall be denominated in the currency of India, INR and shall be in the
form of a Bank Guarantee Bond. The PBG shall be valid for a peri6@ daysbeyond the
dateof completionof all contractuabbligationsincludingwarrantyobligations renewableas
may bestipulated by GIQRe.
ThePBGamountshallbeINR /- (3% of the ContractPrice Commercial Bid Value
andPBGshallbein theformat attached a&nnexure VI to the RFP. All charges whatsoever
such as premiuntommissionetc, with respect tdhe PBG shall b&orneby theSelected
Bidder.
Nointerest shall bpayable on th&BG.
Inthe eventof th&elected Bidddreing unable to service this Agreementfor whatever reason
or anyPBGowingto suchinvocation thesuccessfuBiddershallforthwith replenish/restore
thePBGtoits originalvalue.
Notwithstandingand without prejudiceto any rightswhatsoeveiof GIC Re underthis
Agreement, the proceeds of the PBG shall be payable to it as compensation for any loss
resultingfrom theSelected Biddésfailure to completdts obligations undethis Agreement.
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b) TheSelectedBiddershallobtainall statutory regulatoryandotherapprovalgequiredfor the
performancef theServices under this Agreement.

c) TheSelected Biddeshall execute an Integrity Pact with GIC Re which essentially envisages
anagreement committing Offials/Representatives of the Parties to this Agreement (covered
in termsof thethresholdimit setby GIC Re),notto exerciseanycorruptinfluenceon any
aspecbf this Agreement.

d) TheSelected Biddeshall furnish a Deed of Indemnity in the format attathsAnnexure
VIII with theRFP.

e) TheSelected Biddeshallfurnishthe Codeof Integrity undertakingn theformatattacheds
Annexure X with the RFP.

f) The Selected Biddeshallsign theNon-DisclosureAgreemen{NDA) in the formatattached
asAnnexure VIl with the RFP.

g) GIC Re reserves the right to waive anyatithe conditions specified in this clause in writing
and no such waiver shall affect or impair any righdwer,or remedy that GIC Re may
otherwise have.

4. VERIFICATION OF DOCUMENTS
Documents and/or reports submitted by Bedected Biddeshall be verified as per Standard
OperatngPr ocedure (hereinafter referred to as
ProcuremenGuidelines. Notwithstanding anything contained anywhere in thiségent, non
compliance aper SOP norms will result in termination of the Agreement or imposition of
appropriate liguidatedamage$or anypenaltiesmposedn/ damagesufferedoy GIC Re,either
pecuniaryor otherwiseThesaid SOPs can lmwnloadedrom thewebsiteof GIC Re.

5. REPRESENTATIONS & WARRANTIES

The Selected Biddehereby represents and warrants as of the date hereof, which

representations amdarrantieshall survivetheterm, expiration andermination hereof,

thefollowing:

a) That theSelected Biddelis a validly organized entity and has the requisite experience of, the
technicaknow-how,the professionaskills thefinancialwherewithafor providingRFP for
Hosting and Management of GIC Re Hybrid Cloudinfrastructure andhastheability, the
powerandtheauthoritythatwouldberequiredo successfullyprovidethe Servicesoughty
GIC Refor the purposesf thisAgreement.

b) That theSelected Biddeis not involved in any litigation or legal proceedings, pending,
existing, angpotential or threatened, that may have an impact of affecting or compromising
the performancerdelivery ofServices under thidgreement.

c) That the representations and warranties made bydhected Biddein the bid or in this
Agreement ar@andshall coninueto remaintrue andthe Selected Biddewill fulfill all the
requirementasarenecessaryor executingheobligationsandresponsibilitiesaslaid down
in thisAgreemenandtheRFPandunless GIC Re specifies to the contrary Seéected Bidder
shall be bound by all the terms of the R&Rdthis Agreement throughout therm of this
Agreement

d) That the Selected Biddehas the professional skills, personnel, resources, and statutory,
requlatory, andbther authorizations that are necessary for providing all such services as are
necessary to fulfitheservices stipulated ithe RFPthebids,and this Agreement.

e) Thatthereshallnotbeanyprivilege,claimor assertiormadeby athird partywith respecto
right or interest in, ownership, mortgage or disposal of any asset, property, movable or
immovable asnentionedn anylntellectual PropertRRights, licenses angermits.

f) ThattheSelected Biddeshall useonly suchasset®f GIC ReasGIC Re maypermit forthe
solepurposeof execution of its obligations under the terms of this Agreement. The same shall
be used in aeasonable manner. Tiselected Biddeshall, however, have no claim to any
right, title, lien, or otheinterestin any such property, and any possession of property for any
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duration whatsoever shalbt create any right in equity or otherwise, merely by fact of such
use or possession duringafterthetermhereof.

g) That theSelected Biddeshall procure all the necessary permissions, approvals, and licenses
for use ofvarioussoftwareandanycopyrightedorocess/produdteefrom all claims,titles,
interestsandliens thereon and shall keep GIC Re indemnified in relation thereto.

h) That theSelected Biddewill ensure that execution of the Services and the Scope of work
herein are anghallbein accordanceandin compliancewith all applicabldaws,including
laws applicableto it asthe provider of informationtechnologyproductsand services
hereunderThattheexecutiorof the Services under this contracandshallbein accordance
andin compliancewith all applicabldaws.

i) That neither the execution and delivery by Bedected Biddeof this Agreement nor the
Selected Biddér £ompliancewith or performancef the terms andprovisions ofthis
Agreement

.. will contravene any provision of any Applicable Law or any order, writ, injunction or
decreeof anycourt or Governmental /Municipal/LocAlthority binding onit; or

I will conflict or be inconsistent with or result in any breach of any of the terms, covenants,
conditions, or provisions of, or constitute a default under any Contract, or instrument to
which theSelected Biddeis a party or by which it or any of its prapeor assets is bound
or towhichit may besubjector

i. will violateany provision otheMemorandum and Articlesf Association othe Selected
Bidder.

J) That theSelected Biddeundertakes and/or certifighatall registrations, recordingilings
and notarizations of this Agreementand all payments of any tax or duty, includinghigmp
registration charges or similar amounts which are required tafteetedor made by the
Selected Biddemwhich are necessy to ensure the legality, validity, enforceability, or
admissibility inevidenceof this Agreement shaflavebeemmade.

k) ThattheSelected Biddeowns,haslicenseo useor otherwisehastherightto use freeof any
pendingor threatened liens oother security or other interests all its Intellectual Property
Rights, which areequired or desirable for performance of Services under this Agreement and
regarding the santbe Selected Biddedoes not, so far as ti&elected Biddeis aware, in
carryingon its business and operatiansgtinge anyintellectuaPropertyRightsof anyperson.

As far asthe Selected Biddeis aware ,noneof theIntellectualPropertyRights, ownedor
enjoyedby the Selected Biddeor which the Selected Biddeis licensedto use, which are
material in the context delected Biddé&rs busi ness and opewofati on
this Agreementrrebeinginfringednor, sofar asthe Selected Biddes aware,is thereany
infringementor threatened infringement olfidse Intellectual Property Rights licensed or
provided to the&Selected Biddeby any person. All Intellectual Property Rights (owned by the
Selected Biddeor which theSelected Biddeis licensedo use)requiredby the Selected
Bidderfor theperformancef this Agreementrevalid and subsisting. All actions (including
registration, payment of all registration and renewal fesgg)iredto maintain thesamen full
forceandeffect havédeen takethereon.

[) TheSelected Biddeshall keep GIC Re indemnified in relation to all warranties in this clause.
Further, it is hereby clarified that no licenses or rights (including licenses or rights under
patents) are granted either directly, by implication or otherwise by GIC Re. GdGdReetain
ownership of its respective pre existing intellectual property rights including any
customizations, enhancements, or modifications thereto.

m) Thattime is the essence of this Agreementand hen&etheted Biddeshallalwaysnaintain
sufficientmanpower, resources, and facilities, to provide the Services in a businesslike manner
on atimely basis.

n) That the Selected Biddér ssecurity measuresconfidentiality measurespolicies and
proceduresreupto date and fully equippetd protectandmaintainthe confidentialityof the
Confidentialinformationin terms ofNDA.

0) Thatin providing the Services or deliverables or materials, neith&dleeted Biddenor the
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Selected Bidd€r Feam,shall utilize informationwhich may be considerectonfidential
informationof, or proprietaryto, any prioremployer olany other person antity.
p) That Services will bperformed in a professional manner consistent with industry standards.
g) Thatall conditions precedent undiris Agreement hagbeersatisfied.

6. SCOPE OF WORK
The Scope of work of this Agreement has been definedin the RFP, the Corrigendum/Addendums/
Amendmentsssuedvith respecto suchRFP, theBids,and thisAgreemenfrom timeto time.

7. IMPLEMENTATION PERIODS

The cloud solution should have a warranty which shall be applicable afiggration and

implementationn the new DC & DRWarranty will cover troubleshooting, removing bugsbrs

etc. Duringthe Contract Periodf any upgradestpdates/ n& versionreleaseof OS, DB,

Hypervisor, etcare releasedt isto beinstalledfreeof cost.The Selected Biddshalensuresmooth

functioningof the ftwareby providingoffsite/online/telephonicsuppori24* 7* 365duringthe

Contract PeriodTheSelected Biddeshallalso ensure the requistr@iningto the identified staff

of GIC Refor maintenancef the system/ solution.

a) IMPLEMENTATION PHASE: The implementation phase will be the period from the
effectivedate of this contrado the acceptanamndgo live of thenew Cloud Environment

b) ACCEPTANCE: The Selected Biddewill create,with userconcurrencea set of user
acceptance test@JAT) which will be run on thenew production environment to the
satisfactiorof GIC Re, followed by GaoLive of new environmenpost which GIC Re will
provide acceptance of successful migration and implementation of newatieurdnment.

8. TERM OF THE CONTRACT
This Agreement shall be in effect faperiod of5 years plus implementation & migration
phase( r ef erred t o a sfrom BeHffective Date hé&entandoniidain valid
forthe said period unlessitis otherwise terminated earlier as per the provisioss‘gf#dament/
RFP.Uponcompletionofthetermof Contract Periogthis Agreemenshallautomaticallyexpire,
subjectto duedischargeof all obligationsmentionedn Clausei c o ns e gofu emang@ shyat i o n
the Slected Biddeto the satisfaction d&I1C Re.

9. TIME IS THE ESSENCE OF THIS CONTRACT
It is hereby specifically agreed to between the Parties that time is the essence of this.Contract

10.REPORTING PROGRESS

a) The Services,and/or their Personneto be providedby the Selected Biddeunderthis
Agreementindthe manner and speed ekecution and maintenance of the Services are to be
conducted to theatisfaction of GIC Re in accordance with this Agreement. Should the rate of
progress of thevork,compliancéotherequirementsf thestandardsfservice pranypartof
theservicesatanytime fall behindthestipulatectimefor completionor is foundto betoo slow
to ensure completion of the works on time or insufficient for satisfactory operation of the
project, GIC Re shall so notify ti&elected Biddethroughemail

b) TheSelected Biddeshall reply to thevritten notice giving details of the measures it proposes
to take b expedite the progress complete the Services by the prescribed time or to meet the
standards of serviceequired The Selected Biddeshallnot be entitled to angdditional
paymenfortakingsuchstepsif atanytimeit shouldappeato GIC Rethattheactuaprogress
of work does notconform to the approved prograitptantheSelected Biddeshall produce
at therequest of GIC Rea revised programmplanshowing the modification to the approved
programmeéplannecessary to ensure completion of the work within the time for completion
or steps initiated tensurecomplianceo thestipulatedrequirements.
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c) In case during the impleméation of this Agreement, the progress falls behind schedule or
doesiot meetthe desiredrequirementsthe Selected Biddeshall deployextramanpower,
resourcesjnfrastructure etc., to make up the progress or to meet the requirements.
Prograrme/ planfor deployment ofextra manpower/ resources/ infrastructarast be
submitted to GIC Re for its review amagprovalAll time and coseffectin this respect shall
beborne bytheSeleced Bidder

d) The Selected Biddehall monitor progress of all the activities specified in this Agreementand
submit free of cost AMonthly Progress Repo
Extracts of the Monthly Progress Repbro b e t eErxmedu,t iavse Bummary
submitted, along with Monthly Progress Report.

11.STATUTORY AND OTHER REQUIREMENTS

a) During the tenure of this Agreement nothing shall be done byStlected Biddem
contravention ofiny laws, Acts, rules andf regulations or any amendments thereof and it
shall keep GIC Rendemnifiedin this regard foany violation ononcomplianceof thesame.

b) The Selected Biddeandits Team shall not alter/ changefeplaceany hardwarekoftware/
Applications/Licenses propetary to GIC Re and/ or under warranty or AMS of third party
without prior written consent of GIC Re.

c) The Selected Biddeandits Teamshallnot, without theprior consenpf GIC Re, installany
hardwareor software not purchased/ owned by RE.

12. AGREEMENT ADMINISTRATION

The parties shall appoint an individual as their authorized representative (hereinafter referred to as

0 Re p r e s ghnoughawritterm@tigeto the otherpartyasthe primarycontaciof eachparty

with respectothisAgreemem, whichpersormaybere-designatetly apartyby noticeto theother.

Ead Representativehall havehe authorityto:

a) Exerciseall the powers and functions of his¢r Party under this Agreement and ensure the
proper administration argerformance of the terms hereof, other than the power to amend this
Agreementand

b) Bind his or her Party in relationto any matterarising out of or in connectionwith this
Agreement.

c) For executionor performanceof the obligations under this Agreement,GIC R esd
Representativevould actasan interfacewith the representativef the Selected BiddefThe
Selected Biddeshal complywith anyinstructionghataregivenby GICR e &epresentative
duringthis Agreementn relationto theperformancef its obligationsunderthetermsof this
Agreement.

d) A Committee comprising of Representatives from GIC Re an&dexted Biddeshall meet
on a regular basis to discuss any issues/ bottlenecks being encountergeletived Bidder
shall daw the minutes of these meetingke all necessary actiora)d circulatéhe samdo
GIC Re.

13.RIGHT OF MONITORING, INSPECTION AND PERIODIC AUDIT

a) GIC Re reserves the right to inspect, monitor and assess the prpgrésshance oéll the
Services envisaged under this Agreemeat any time during the validity of iWAgreement.
GIC Re may demand and upon such demlagidg made, it shhbe provided withany
documentdatamaterial,or anyotherinformationwhich it may require @ enableit to do the
same.

b) GIC Re shalbalsohavetheright to conducteitheritself orthroughanothempersonasit may
deemfit, an auditto monitorthe performancéy the Selected Biddeof its obligations/
functionsin accordane with the standards committed to or required by GIC Re and the
Selected Biddanndertakesto coopeeanith and provide to GIC Re/ another person appointed
by GIC Re all documents and otlitailsasmayberequiredby themfor this purposeafter
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giving Sekcted Biddeatleastoneweeksnoticein advanceAny deviationrcontraventon
identifiedbecause cduchaudit/assessmenvould need to be rectified by tiselected Bidder
failing which GIC Re may, without prejudice to aatherrights, issuea Noticeof Default.

14.GIC REGS OBLIGATIONS

a) GI C Rebs represent at SeleetedsBludeitol provide the refjluaed e wi
information,clarifications,andto coordinate taesolveanyissues asnay ariseduring the
execution ofthis Agreement.

b) GIC Reshallprovideadequateo-operationn providingdetails,assistingvith coordinating,
and obtaining of approvals from various governmental agencies, in cabese the
intervention ofGIC Reis proper and necessary.

c) GIC Re shall ensure that timely approval is provided to Skkected Bidderwhere any
approval igequiredto beprovidedby GIC Re.

15.INFORMATION SECURITY

a) The Selected Biddeshall not carry and/or transmitany material,information,layouts,
diagramsstoraganedia or any other goods¥aterial in physical or electronic form, which are
proprietary toor ownedby GIC Re outof GIC Re/ DC/ DR premisesvithout prior written
permissiorfrom GIC Re.

b) The Selected Biddeshalladherdo the InformationSecurityPolicy of GIC Re asamended
fromtimeto time (InformationSecurity Policy will beprovidedto the SelectedBidderatthe
time of migration). In case of any ambiguity or conflict between teems of this Agreement
and the Information Security Policy, the terms of the Information Security Policy shall prevail.
In case thé&electedidderis found to be in violation of the said policy, GIC Re reserves the
right to terminate this Agreementin addition to any other remedies for breach, injualiiye
and indemnity as per this Agreement and the applicable laws

c) The Selected Biddemcknowlel ges t hat GI C Rebd6s Dbusiness
information ormaterials, whether developed by GIC Re or being used by it pursuantto a
license agreemenwith a third party (the foregoing collectively referredto herein as
Apr opr né ta maaecanfaentalndproprietaryto GICRe;andtheSelected Bidder
agreesto take utmostcareto safeguardhe proprietary information and to prevent the
unauthorized use or disclosure thereof, witiate shall not be less than that use&élcted
Bidderto protectits own proprietary informatid®elected Biddenecognizes that the goodwill
of GIC Re depends, among other things, ufetected BiddekeepingsuchProprietary
Informationconfidentialand thatunauthorizedlisclosureof the sameby Selected Bidder
could damage reputation of GIC Feelected Biddealso recognizes that by reasorsetected
Biddeth s duties here under, it may come into g
though it does not take any direct part in or fulnrtise services performed for the creation of
saidproprietaryinformationandundertakeso limit accessheretoto employeesvith a need
to suchaccesso performtheservicegequiredby this AgreementSelected Biddeshalluse
suchinformationonly for performing thesaid services.

d) TheSelected Biddeshall,uponterminationof this Agreementor anyreasoror upondemand
by GIC Re whicheveris earlier,returnanyandall informationprovidedto Selected Bidder
includinganycopiesor reproductions, both hard copy and electraopy.

16.INSURANCE
a) The Selected Biddeshall, at his own expense, arrange appropriate comprehensive insurance
to cove all risks assumed by theelected Biddeunder this Agreement as well as in respect
of its personnatieputedunder this Agreemen&IC Rewill haveno liability onthisaccount.
b) The Selected Biddeshall take outat his own expenseomprehensive insurance policies
against alrisks of lossor damagecausedo theequipmenttools/dataowned byGIC Re or
acquiredfor GICRe.
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c) TheSelected Biddeshall, at his own expense, arrange appropriate comprehensive insurance
that will respond to the full exteotf contractual liabilities and to all claims under the Deed of
Indemnity.

17.INDEMNITY
TheSelected Biddeshall execute and furnish to GIC Re a Deed of Indemnity annexed with RFP
asAnnexure VIl indemnifyingGIC Reandholdingit harmlesgo theextentof 100%in respect
of thesituationsstatedtherein.All claimsregardingndemnityandthe Deedof Indemnityshall
survivetheterminationor expiry ofthis Agreement.

18. CONFIDENTIALITY
EitherPartyshallnotuseConfidentiallnformation,thenameprthelogo of theotherPartyexcept
forthepurposesfthisAgreementTheSelected BiddeshallsigntheNDA asannexedotheRFP
asAnnexure VIl . The oligations of the Parties in this respect shall be as per thesmosure
Agreemen{NDA) which shallsurvivethe termination or expiry ahisAgreement.

19. TERM AND EXTENSION

a) The term of this Agreement is as prescribe@lause 8(Term ofthe Contracj.

b) Further GIC Re reservestheright to grant any extension to the term above mentioned and shall
notify in writing to theSelected Bidderat leas 30 days before the expiration of thierm
hereof, whether it will grant theelected Biddeain extension of the term. The decision to grant
or refuse the extension shall be at the discretion of GIC Re. In case no written communicaton
as aforesaid is retved bySelected Biddefrom GIC Re it shall mean GIC Re does not intend
to give extension to this Agreement.

c) In the event of extension of Service, GIC Re will continue payment for this extended period
as per the terms and condition already agred¢isnrAgreement

d) The Selected Biddeshall continue to perform all its obligations hereunder, until such
reasonable time beyond the Term of this Agreement within which, GIC Re shall either appoint
an alternative person or create its own infrastructure évaip such Services as are provided
under this Agreement and GIC Re will notify tBelected Biddenne month in advance about
such extension of services and will continue payment for this extended period as per the terms
and condition already agreed ingtAgreement.

20.PRICE
Prices quotedZontract Price shall be firm and shall not be subject to any upward revision on any
account whatsoever throughout the period of this Agreement except where specifically provided
for itelsewheren this Agreement

21.CHANG E ORDERS/ CONTRACT VARIATION

a) TheSelected Biddeagreeghattherequirementgivenin theRFPandAgreementrebroad
requirementsnd aein no wayexhaustiveand guaranteealy GICRe.

b) It shall be the responsibility of tf&elected Biddetio meet all the requirements of technical
criteriaand Scope of Workontained in the RF&nd thisAgreement and any upward revisions
and/ or additions of quantities/ specifications/ sizes given in spatidns etg.of the Bid
required to be made shall not constitute a Change Order and shall be carried out wythout a
change ordetime,and cost effect to GIC Re

c) GIC Re at any time by written Change Order rahgnge the scope of work of this RFP and
Agreementincludingthespecificationsstatemenof work,numberanddesigrcriteriaof any
of the mmponents thereof, delivery datésiing of submission of reports, personnel inputs,
timing of anactivity oraparticularoutput.

d) If anysuchchangehascostortimeimplicationsfor theSelected BiddeiGIC Reshall adjust
priceanddelivery schedules equitably through a further written Change Order, on the written
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request of th&elected BiddeTheSelected Biddefiurtherunderstandandagreeshatif any
suchchangeentailsanyreductionn thescope o work, then the cost andf time benefits shall
be passed on to GIC Re through a mutual Ch&@rderin writing.

e) TheSelected Biddeshallnotmakeanychangen thescopeofworkof thisRFPandAgreement
withoutthe prior written approval oGIC Re.

f) The Selected Biddefurther understands and agrees that any alteration, variation or addition
in the scope ofvork necessitated by amendments asrdadditions to any laws, rules or
regultions before the tiemd award of the contract or during the currency of the contract shall
not be considered a subject afChangeOrder, providedthatthe natureof the mandate
introducedobythelaw, ruleorregulationis of such a nature that itson-inclusion, exclusion or
alteration would render the subject matter ofih@curemerninfructuousorexposesICReto
theriskof non-compliancewvith applicabldaws,rules ar regulations.

g) Any changes required by GIC Re over and above the minimumresgents given in the
Scope of Work in the REBefore giving its approval to detailed desifpr complying with
technical criteria and changes required to ensure systems compatibility and reliability for safe
(As per codes, standards and recommendedipeaaeferred in the RFP, Bid) atrduble
freeoperation shall not be construed to be change in the Scope of Work under this Agreement

h) If there is a difference of opinion between tbelected Biddeand GIC Re Representative
whether a particular work or part of the work constitutes a Change Order or not, the matter
shall be handled in accordance with the procedures set forth in the nexiPlasslures for
Change Ordgr

i) Within 14 working days ofeceiving the comments from GIC Re on the specification,
purchase requisitions and other documents submitted [8etleeted Biddeior approval, the
Selected Biddeshall respond in writing, which item(s) of the commentsai® potential
changes(s) in iaScope of Work covered in this Agreement and shall advise a date by which
Change Order (if applicable) will be submitted to GIC Re.

J) All such contract variations carried out via Change Orders shall be recorded in the form of an
amendmento this Agreement.

k) Anyupward revisions andf additions to the Scope of Work of this RFP, consedoentors,
omissionsambiguitiesdiscrepancies thespecificatioretc.of theRFPwhich the Selected
Biddeehad not brought to GI C Rshdlleotoomstitutea€hasge t h
Order andsuchupwardrevisionsand/or additionsshallbecarriedoutby the Selected Bidder
withoutanytime andcog implicationgo GIC Re.

22.PROCEDURES FOR CHANGE ORDER

a) Duringthe implementatiomigration/ management at any stage during the implementation
of this Agreement, if th&elected Biddrobserves that any new requirement which (other than
that required for meeting the technical criteria) is not specific or intended by this Agreement
has been stipulated by GIC Re while approving the specifications, purchase requisitions, other
documents etc. it shall verbally discuss the matter with the Representative of GIC Re which
shall be capturenh writing in note filings or minutes of meeting.

b) Incase suchrequirementarises fromthe side d¢thected Biddetheir Representatiwgould
also verbally discuss the matter with GIC Re Representative giving reasons thaotshall
be capturedh writing in note filings or minutes of meeting

c) In either of the two cases, the Representatives of the Parties shall discuss on the new
requrement for better understanding and shall mutually decide whether such requirement
constitutes a Change Order or not.

d) If it is mutually agreed that such requirement constitutes a Ché@nder,then a joint
memorandum will be prepared and signed by $e&cted Biddeand GIC Re to confirm a
Change Order and basic ideas of necessary agreed arrangement.

e) Uponcompletion of the study referredto above under c22iggthe results of this study along
with all relevant details including the estimated time aast effect thereof with supporting
documents would be submitted to GIC, Réthin one weekto enable GIC Re to give a final

Information Technology Management Grot Page90of 159



SO WREA AreRor o frr

ey

GIC Re Generallnsurance Corporation of India

decision whether th8elected Biddeshould proceed with the Change Order or not in the best
interest of the works. The estimat@ost and time impact indicated Bglected Biddeshall be
considered as a ceiling limit and shall be provisionally considered for taking a decision to
implement Change Order. The time impact applicable to this Agreement shall be mutually
agreed, subsequiyn based orthe detailed calculations supported by all relevant back up
documents. In case tl&elected Biddefiails to submit all necessary substantiaticad¢ulations

and back up documents, the decision of GIC Re regarding time and costimpaag $inall b

and binding on th&elected Bidder

f) If GIC Re accepts the implementation of the Change Order under Qaesdove in writing,
which would be considered as Change OrderStlected Biddeshall commence to proceed
with the relevant work stiputad in the Change Order pending final agreement between the
Partiesaboutadjustment of the Contract Price and implementation schedule.

g) Incase, mutual agreement as to whether new requirement constitutes the Change Order or not,
is not reached, therselected Biddein the interest of the works, shall take up the
implementation of the work, if advised in writing to do so by GIC Re Reprasempending
settlement between the two parties to the effect whether such requirement constitutes a Change
Order or not as per the terms and conditions of this Agreement. The time and cost effects in
such a case shall be mutually verified and recordeduld it establish that the said work
constitutes a Change Order; the same shall be compensated as per tHl digissen below.

h) TheSelected Biddeshall submit necessary back up documents for the Change Order showing
the breakup ofthe variouseleméns constituting the Change Or
agreement is reached between GIC Re Salgcted Biddewithin 60 days after GIC Re's
instructions in writing to carry out the change concerning the increase or decrease in this
Contract Price andll other matters described above, either Party may refer the dispute to
arbitration

23.SUSPENSION OF WORK
TheSelected Biddeshall, if ordered in writing by GIC Re, temporarily suspend the works or any part
thereoffor such a period and such time as ordered.Sé¢lected Biddeshall not be entitled to claim
compensation floany loss or damage sustainedthgmby reason of teqmorary suspension of the
Services as aforesaidin extension of time for completion, corresponding with the delay caused by
any such suspension thfe works as aforesaid shall be granted tdSlected Biddeif request for
same is maderovided that theuspension was not consequent to any default or failure on the part
of theSelected Biddenn case the suspensifrworks,is not consequernb anydefaultor failure on
thepart ofthe Selected Biddeandlastsfor aperiodof morethan 3monthsthe Selected Biddeshall
havetheoptionto requestGIC Reto grantequitableadjustmenin the Contract Price.

24.LIQUIDATED DAMAGES
In the event ofow/ poorperformancer delayby theSelected Biddeas per the requirements of
this Agreement anBFP, the Selected Biddeis solely responsibleor the Liquidated Damages
(LD) which shall be calculated asder. TheMonthly RecurringChargefMRC) used below
refers toMRC applicable for thenonthin whichthe Serviceor IncidentRequestvascreated.
For Service RequeffR) ManagementThe Selected Biddeshallmake an estimate of the time
requiredfor carrying out the requested service/ taskdthiswill bemutuallyagreediponbythe
selectedidderandGIC Re.Thereafterthepenalty/LD for missed deadlinfor SRswill result
in maximumpenalty amount of 20% MRC per month. The Selected Bidder shall provide a
timeline chartfor standard SRs (e.g., creation/ deletion of VMs, compute anestarddication,
etc.).For all other SRs, timeline will be mutually decided, as described abbedool provided
by Selected Bidder must captugech time frames for SRs and subsequent LD calculations.
For IncidenRequest (IRManagemeniThe liquidatel damages for every miss of an §S8rvice
Level Summary) deadline for Incidents or eveaxjuestticket) will be as per below tabld_.D
Calculation Matrix for R). So, if an eventis raisedith severityasd/ery High L e v ¢hend ,
missingthedesolutiont i rdeadlineof 1 hourwill resultin Liquidateddamags
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The LD CalculationMatrix belowspecifies performance parameters as baseline performance,
lower performanceand breach. All Service Level calculations will be done on monthly basis.
Theagreement also specifies the penalties for lower performance and breach conditions.
Payment to the Service Provider is linked to the compliance withRh@alculationMatrix. The
matrix specifies three levels of performance, namely
TheService Providewill get 100% of theContract Pricéf the baseline performance metrics

T
1
T

are complied.

The Service Providewill get payment after deducting penalty at the rates specified below in

case of the lower performance.

If the performance of & Service Providein respect of any parameter falls below the

prescribed lower performance limit and is not corrected within 48 hours shall be considered as

a breach oAgreement

Calculating the Hosting Service Unavailability Credit:

1 Selected Biddeshal maintain the Hosting Servisen Proper Operational Condition. The
Hosting Service should be backed by the following Service Availability Guarantee (hereafter

LD/ Hosting Service Unavailability Creditalculation Matrix for Incidents (IRs):

"Hosting Service Availability Guarantée

Hosting Servicewill be considered unavailabletifie faulf incidentreported to th&elected
Bidderby GIC Re or identified byselected Bidden i ms e |l f i s
fiHigho, AMedi umo( foHo sfitLionwgo Ser v i Saected Bademill | abi
calculate, monthly, the time of Hosg Service Unavailability experienced BIC Re A

month shal/l be deemed to

begin at

12:

Severi:t

of a calendar month and end 12:00AM GMT on the first day of the next calendar month
(AMont ho). At (SdleetedBiddishall €alcaatethe total Amount of time the
Hosting Service were unavailable measured from the time when a fanttidentof any
Severity Level was reported to tHgelected Biddepr is identified bySelected Bidder
whichever first occts, until the time the faulincidentis repairedresolvedand the Hosting

Servicsr est ored (the AHoOSt I

ng Servi

Unavali

Unavailability Time shall be used to determine any Service Unavailability credit that GIC Re
shall be entitled to (AHosting
be a percentage
Hosting Service as set forth in following takl&he Hosting Service Unavailability Credit

Unav ai l ability Credit wild.l

will be calculated in totality for the Hosting Service.

Service

GIC Re shall alsoalculate penaltyfor incidents)at the rates stated below and the net amount

socalculated during the months in a quarter shall be added together and the total amount shall

be deducted from the quarterly bill to be submitted byShlected Bidder
TheService Provideshall provide GIC Re with an online report of the service unavailabilty

& downtime.

@ For SeverityVelyelighed ACritic

al

Sr. | Duration of Service Unavailability (hours) Penalty Percentage

No.

1. (011 No Credif Penalty

2. [1i2 10% of MRC

3. |21 4 15% of MRC

4. (47 6 25% of MRC

5. |6i8 35% of MRC

6. | For each subsequetithour period thereafter up 8 hours | 4% of MRC in addition to the
from the time of logging of call above

7 Beyond24 hours will be considered BreachAfreement 100% of MRC
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) For SeveHghby Level
Sr. | Duration of Service Unavailability (hours) Penalty Percentage
No.
1. ]0il15 No Credif Penalty
2 1.57 3 5% of MRC
3. |3i6 10% of MRC
4. |61 9 15% of MRC
5 91 12 25% of MRC
6 For each subsequesthour period thereafter up 8 hours | 3% of MRC in addition to the
from the time of logging of call above
7 Beyond36 hours will be considered BreachAfgreement 100% of MRC
€© For Severity Level AMedi umod:
Sr. | Duration of Service Unavailability (hours) Penalty Percentage
No.
1. (07 4 No Credif Penalty
2. |47 9 5% of MRC
3. |91 15 10% of MRC
4. | For each subsequedthour period thereaftermp to48 hours | 5% of MRC in addition to the
from the time of logging of call above
5 After 48 hours Severity level to be set at serial
no. 5 ofHigh (Table b)
d For Sevetawby Level i
Sr. | Duration of Service Unavailability (hours) Penalty Percentage
No.
1. [0-8 No Credif Penalty
2. |8-16 5% of MRC
3. |16-24 10% of MRC
4. | For each subsequent-hdur period thereaftarp to48 hours| 5% of MRC in addition to the
from the time of logging of call above
5 After 48 hours Severity level to be set at serial
no. 5 ofHigh (Table c)

GIC Re has sole discretion to waikP if there are valid reasons. Th® will be calculated
monthly and then added up for a quarter and deducted from Quarterly Recurring Charges to the
Selected BiddeiThe Service Provider shall adhere to all requirements laid out in the RFP and this
Agreemen.

Penalty& LD on One-Time Charges (OTC)

In the event of delayelnplementatior& Migration of entire Setup, i.eafter the expiry of the
Migration and GelLive period of 16 weekgheSelected Biddeshall be liable to pakiquidated
Damagesat a percetage of the value of th©®TC stated in the Commercial Bisubject to a
maximum of 10% (ten percent) as detailed below:

1 @ 1% for delay up to oneeek.

1 @ 2.5% fordelay up to twweeks.

1 @ 5% fordelay up to thregeeks.

1 @ 10% for delay for four weeks antiove.

For this clause, part of the week is considered as a full week.

Any such Liquidated Damages when levied may be offset as against any pending payment/future
payment by GIC Re to the Service Provider. Alternativéie, Liquidated Damages shall be
deducted from the PBG submitted. The Service Provider shall replenish the PBG with the amount
equal to the Liquidated Damages levied in not later than 10 working days from the date of levy of
Liguidated Damages.

Each Levy ofLiquidated Damages shall be exclusive of the other.
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If the maximum Liquidated Damagger yearexceed 25% of PBG submitted by th&elected
Bidder, GIC Re reserves the right to terminate the Agreementby givimja5/ s 6 anmdort i c e
pursue other remeels available under the Agreement.

25.RECOVERY OF LIQUIDATED DAMAGES
The Liquidated Damages will be recovered fr8electedidder, on demanty GIC Re.Any
such Liquidated Damages when levied may be offset as against any pending payment/ future
paymentby GC Re to theSelected BiddeGIC RealsoreservesherighttorecovethelLiquidated
Damagesamountby invoking the PerformanceBank GuaranteeThe Selected Biddeshall
repleni$ the PBG with theamountequalto the Penaltyleviedin notlaterthan10workingdays
fromthedat o levy of Liguidateddamages.
GIC Rehastheright to recoverliquidatedDamageamounfrom anyduesthatmaybepayable
to theSuccessfuBidder undeany previous contract with GIC Render theight of set off.
Any suchrecovery of Liqguidated Damages shall not in any way relieve the Service Provider from
any of its obligations to complete the work or from any other obligations and liabilities under this
Agreement.
All LiguidatedDamagedeviedshallbeexclusive ofeachother.

26.NON-ACCEPTANCE/ NON-EXECUTION OF ORDER
In case the Successful Bidder refuses to accept/ execute the order, GIC Re will procure the same
from the respective OEM as per terms & conditions and rate accepted by OEM. The Successful
Bidder shall beathe difference in cost of the items/ products (GIC Re is having all the rights to
recover the difference/ liquidated damages amount from PBG as well as any amount payable to
theBidder). If required, GIC Re may alswtagainst the Successful Bidder apldcklist them
withoutany correspondenae this regard.

27.PAYMENT TERMS
a) TheContractPrice shall beequalto theamountspecifiedn the CommerciaBid (Annexure
IV) . Payments will be released only satisfactory acceptance of the deliverables for each
task as per the following schedule
1 TheSelected Biddemustcomplete the implementatipdata migratiorand GaLive for
DC and DR sites withid6 weeksof receivingthe Purchase Order

1 OneTime Chargesas per the Commercial BigAnnexure 1V) would be paid on
completion of activities as per Scope of warkd sigroff from GIC Re

1 Recurring charges would be paid at the end of each qiitedate of GelLive.

b) All Payments shall be made in Indian Rupees Only and will be subjectto provisions of the
Clause24 Liquidated Damagesor any other recoverable due fr@elected Biddeto GIC
Re.

c) GIC Re shall be entitled to make recoveries fromSeéected Biddes bill/ invoice, the
Performanc@ank Guarantee, or from any other amount due tcSilected Bidderof the
equivalent value of anypayment made to it due to inadvertence, error, collusion,
misconstructionmisstatemenpr mistake.

d) Selected Biddeshall be deenedto haveconsideredll the costsrequiredfor successful
implementatio of the Scope of Work as per RFP and this Agreement while submitting the
Commercial bidGIC Re will not be liableto payany extra costcharges or out opocket
expenses.

e) Paymentforthe implementation of the Scope of Work as per the RFP and this Agreement wil
bereleased after signofér successful completion afie Scopeof Work.

f) The Selected Biddeshall notin any case whatsoevdink its billing to GIC Re's assend/
or revenudase.
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28.EVENTS OF DEFAULT BY THE SELECTED BIDDER

The failure on the part of th€elected Biddeto perform any of his obligations or comply with

any of theterms of this Agreement shall constitute an Event of Default on the part8é¢tbaéd

Bidder. The Event®f Default as mentionedbovemay include intesaliathefollowing: -

a) TheSelected Biddefails to perform any thing as per any instruction or directive issued by
GIC RewhichGIC Redeemsroperandnecessaryo executeghe Scopeof Work underthis
Agreement

b) The Selected Biddefails to adhere to any of the terms of this Agreement, or iSilected
Bidderfalls shortof matching such standardafgets as GIC Re may have designated with
respectto any taskecessary for the execution of the Scope of work under this Agreement.
The abovementionedailure onthepartof the Selected Biddemay bein termsof failureto
adherdo timelines,specificationsrequirementsor any other criteria adefined by GIC Re

c) TheSelected Biddefails to remedy a failure to perform its obligations in accordance with the
specificationsissued by GIC Re despite being served with a Néefault which lays down
the specific deviance on the part of t8elected Biddeto comply with any stipulatins or
standards aaid down by GIC Re

d) TheSelected BiddéSelected Biddér $eamfailsto conformwith anyof theServiceFacility
Specificationsstandards asetoutin the scopeof work of this Agreemenbr hasfailedto
adherdo anyamended direction, modification or clarification as issued by GIC Re during the
term ofthis Agreement and which GIC Re deems proper and necessary for the execution of
thescope ofwork under this Agreement

e) TheSelected Biddefails to demonstrate or sasth any representation or warranty made by it
in this Agreementwith respecto any ofthe termf its Bid, theRFP,and thisAgreement

f) There is a proceeding for bankruptcy, insolvency, winding up or there is an appointment of
receiverjiquidator, asgineeor similarofficial against or irrelation to theSelected Bidder

g) The Selected Biddefails to complywith oris in breachor contraventiorof any applicable
laws.

h) Failureonthepartof theSelected Biddeto respectainyof its commitmentsegardinganypart
of its obligations undeits Bid, theRFP orunder this Agreement.

29.CONSEQUENCES IN EVENT OF DEFAULT
a) Where there has been an Event of Default, GIC Re shall issue a Notice of Default to the

Selected Biddesettingoutspecific defaultsideviancesbmissionsandprovidinga noticeof

30daysto enable th&elected Biddeto remedy thelefaultcommitted.

b) Where despite the issuance of a Notice of Default toSblkected Biddeby GIC Re the

Selected Biddefails to remedy thelefault to the satisfaction of GIC Re, GIC Re may, where

it deems fit, issue tthe Selected Biddeanother Notice of Default or proceed to adopt such

remedies as may be availabdeGIC Re.

c) WhereanEventof DefaultsubsistorremainsuncuredGIC Reshal be entitledo:

1 Impose any such obligations and conditions and issue any clarifications as may be
necessartointeraliaensuresmootrcontinuatiorof ServiceandtheSelected Biddeshall
beobligedto comply with which may includeinilateral redetermination by GIC Re of the
Contract Price payable the Selected Biddehereunder. Th&elected Biddeshall in
addition take all available steps to minimiassresulting from such Event default.

1 GIC Re mayhy a written Noticeof PaymenSuspensioto the Selected Biddesuspend
all payments to th&elected Biddeunder this Agreement, provided that such Notice of
Payment Suspension:

I.  shall specify th@atureof thefailure;and
ii. shallrequestheSelected Biddeio remeq such failurewithin aperiod ofl5days
from the dateof receiptof such Noticeof PaymeniSuspension byheSelected
Bidder
1 Where GIC Re deems necessary, it shall have the right to require replacement of any
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membe of the Selected Biddér $eam/sub-contractorsSelected Biddes(otherthanthe
fiSelected Bidde@runderthis Agreement) with another suitable member. Badected
Biddershall in such case forthwith findsalitablereplacemenfior suchoutgoingmember/
sub-contractorsSelected Biddex(otherthanthefiSelected Bidder under t hi s A
with another membesubcontractorsSelected Biddex(other thah h Seleéted Biddeér
under this Agreement) to the satisfaction of GIC Re. Failure on the part 8etaeted
Bidderto find a suitable replacement amd/terminate all agreemen&greementsvith
sudh member, shallamount to a breach of the terms hereoGd@dRe in addition to all
otherrights, have the right to claim damages and recover fronSéected Biddeall
losses/ or othetamageshat mayhaveresultedrom such failurdy invokingthe PBG or
otherwise.

30.TERMINATION

GIC Re may terminate this Agreement in whole or in part by giving#iected BiddeB0 days

prior andwritten noticeindicatingits intention toterminatethis Agreement under followingul

clauses:

a) Where GIC Re is of the opinion that there has beeBwant of Default on the part of the
Selected Biddesindthedefaulthasnotbeerrectifiedin termsof the Noticeof Default, which
would makeit properand necessary to terminate tAgreement.

b) Whereit comedoGICR e attentiorthattheSelected Biddgorthe Selected Bidddr $eam)
is in a positionof actual conflict of interest with the interests of GIC Re in relation to any of
terms of theSelected Biddér Bid, theRFP, or this Agreement.

c) Where theéSelected Biddérs a b i | iefsan indepersdent cerpovate entity is threatened
or islost owing to any reason whatsoever, including watka the filing of any bankruptcy
proceedings against tiselected Biddermany failure by the&elected Biddeto pay any of its
dues to itxredibrs,theinstitutionof anywindingup proceedingsgainst the&Selected Bidder
orthehappeningf any such events that aaeerseo the commercial viability of thSelected
Bidder. GIC Rereserves the right to take any steps as are necessamguoe the effectve
transition of theproject to newSelected Biddeand to ensure business continuity and the
Selected Biddeshall cooperate fothesame.

d) TerminatiorforInsolvencyGIC RemayatanytimeterminatahisAgreemenwith immediate
effectby giving written notice to th&elected Biddemwithout compensation tihe Selected
Bidder, if the Selected Biddebecome®ankrupior otherwisensolvent,providedthatsuch
termination will not prejudice or affectany right of action or remedy whashdccrued awil
accruethereafter taGI1C Re.

e) Termination for Convenience: The notice of termination shall specify that termination is for
GIC Re convenience, the extent to which performance of work under this Agreement is
terminatedand thedateupon which suclkermination becomesffective.

f) GIC Re may terminate this Agreementif 8&lected Bidddils to comply with any decision
reachedconsequentipon arbitration proceedinggpursuantto dispute resolutionclause
hereunder.

g) If at any point oftime and for any period, the Liquidated damages exceeds 100% of PBG
submittedby theSelected Bidder

h) If theaggregatef LiquidatedDamageseviedunderthelLiquidatedDamageslauseexceeds
the amountmentioned there@®lC RereservesgherighttoterminatethisAgreemenby giving
30 days' notice and pursue other remedies available under this Agreement in adsktitmgo
off the Liquidated>amage®r recovering thessamefrom PBG.

I) TheSelected Biddemay, subject to approval by GIC Rerminate this Agreement before the
expiry of itsterm by giving GIC Re a prior and written notice at least 90 days in advance
indicating its intentio to terminate théAgreement.
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31.CONSEQUENCES OF TERMINATION/ EXPIRY

a) In the event of termination of this Agreement, Belected Biddé&rs ser vi ces sh
cancelledeffectivefrom thedate of termination ahis Agreement.

b) In theeventof terminationof thisAgreementGIC Rereservedts rightsto call for newbids
oraward thecontracto the next bestalueBidderof this tenderingprocess.

c) In theeventof terminationfexpiry of thisAgreementiueto anycausenvhatsoeverjwhether
consequent to the expiry of the stipulated Term of this Agreement or otherwise] GhalRe
be entitled to impose any such obligations and conditions and issue any clarifiaatiays
benecessaryo ensureanefficienttransitionandeffectivebusinesgontinuity of the Services
which theSelected Biddeshall be obliged to comply with and take all available steps to
minimizelossresultingfrom thattermination/expiry,andfurtherallow andprovideall such
assistance to GIC Re anal/ thenew Selected Bidderas mayberequiredto takeoverthe
obligations of the Selected Biddein relationto the execution/continuedexecutionof the
Scopeof Work of thisAgreement.

d) Where the termination of this Agreementis prior to its stipulated Tdtra to any reasagn)
GIC Re throughunilateral redeterminatiorof the ContractPrice payableto the Selected
Biddershallpaythe Selected Biddefor that part of the Services which have been authorized
by GIC Re and satisfactorilyerformedby theSelected Biddeup to thedate ofterminaion.

e) Without prejudice to any other rights, GIC Re may retain such amounts from the peyeent
andpayableby GIC Reto the Selected Biddeasmayberequiredto offsetanylossescaused
to GIC Rebecause odny actomissions of th&elected Biddelln case of any loss or damage
dueto default onthe part of tHgelected Biddein performing any of its obligationrggarding
executing the scope of work under this AgreementStilected Biddeshall compensate GIC
Refor any such losgjamagesyr othercosts, incurred by GlRe.

f) Additionally, the Selected Biddeand theSelected Biddés Team shall perform all their
obligations andesponsibilitiesinder this Agreementin an identical manner as were being
performedbefore the termination of thiAgreement with th&elected Biddeas described
aboveto execute an effective transition and to maintain business continuity. All third parties
shallcontinueto performall/ anyfunctionsasstipulatecby GIC Reandasmaybe properand
necessarto execute the Scope of work under this Agreementin terms S¢éthected Biddér s
Bid, theRFP,and thisAgreement.

g) Nothing herein shall restritiherightsof GIC Reto invokethePerformanc8ankGuarantee,
enforce the Deed of Indemnity and pursue sottter rights andodr remedies that may be
availableto GIC Reunder this Agreement equity law.

h) The termination hereof shalbtaffectanyaccruedightorliability of eitherPartynoraffect
the operation of the provisions of this Agreement that gpesssly or by implicatiomtended
to comeinto orcontinuein forceonor aftersuchtermination.

32.DISPUTE RESOLUTION & ARBITRATION

If a dispute, difference or claim (including n@ontractual dispute, difference or claim) between

the Parties arises during or after the tenure of this Agreement, out of or in connection with this

Agreement (including that relating to the existence, pretation construction, meaning, scope,

operationapplication, effect, validity or the breach of the provisions of this Agreement), the

Parties shalittemptin goodfaith to resolvesuchdispute, differencer claim promptly, without

the need for litiggon and so as to allow as far as possible for commercial relationships to remain

unaffectedn the following manner

® throughnegotiationdetweemespectiveseniorexecutive®f the Parties who have
authority to settle thdispute difference,or claim.

(i) if the dispute,differenceprclaim is not resolved through negotiations witthinee
(3) months of the same arising, through mediation with the assistance of a mediator agreed
between théarties
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(i)  if the dispute,differenceporclaim is not resolved hrough mediation withigix
(6) monthsof the initiationof the samer if eitherPartydid not or willnotparticipate in
the mediation procedurejtherPartymay refer the dispute, differenoeclaim
to Arbitration as provided for herein.

a) Where the Selected Bidderis a Public-Sector Undertaking of the Governmentof India:

T Subject to the Partiesd committed efforts
as pethis clause or through mutual consultation through the good offices of empowered
agencies of the Government of Indile dispute differenceor claim other than those
related to taxation matters, shall be referred to and settled by arbitration in accordance with
theAdministrativeMechanisnfor Resolutiorof CPSEDisputefAMRCD) as mentioned
in DPE OMNOo0.4(1)/2013DPE(GM)/FTS1835 date@2-05-2018and the decision made
in pursuance thereof shall be binding on the Parties.

b) Where the Selected Bidderis not a Public-Sector Undertaking of the Government of
India:

1 Subjecttoth®arti esd6 committed efforts to settl
as perthis clause the dispute difference,or claim shall bereferred to andettled by
Arbitration. The Arbitration proceedings shall be conducted in accordance with the
Arbitration and Conciliation Act, 1996 or any enactmemddification,or re-enactment in
force at the relevant time.

1 Qualification of the ArbitratorsThe Arbitrators congtuting the Arbitral Tribunal shall be
persons with not less than ten yeafgxperience imatters of Information Technology
and use of Cloud Computing in thesurancéReinsurance industry or as lawyeosther
professional advisers serving tssgmen including persons retired from this industry.

91 Declaration by the prospective Arbitratov8here a personis approached for appointment
as Arbitrator under this clause, he/ she shoforeaccepingthe appointmenmake a
declaration or disclosure iwriting to the Parties as laid out in schedule VI of the
Arbitration and Conciliation Act, 1996 in view of section 12 r/w schedule V and Schedule
VIl of the same.

1 Number of ArbitratorsThe Arbitral Tribunal shall consist of thré®&) Arbitrators. Both
the Parties shall appoint one Arbitrator each (the initiator shall appoint its arbitrator and
call upon the other Party to appointits arbitrator within 14 days of the request), the third
Arbitrator (who shall serve as Chairmashall be appointed by the tnparty-appointed
Arbitrators as soon as practicable (no later than 28 days after the appointment of the
second of the two Pargppointed Arbitrators). The Arbitral Tribunal shall be constituted
only after the appointment of the third Arbitrat®here aParty fails to appoint an
arbitrator within 14 days of being called upon to do so or where the two-&aptyinted
arbitrators fail to appoint a third within 28 days of the appointroéttie second of the
two Partyappointed Arbitratorghen upon appli¢gen, the IndianRegulator will appoint
an arbitrator to fill the vacancyt any time prior to the appointment by the Indian
Regulator the Party or arbitrators in default may make such appointment

1 Seat of arbitration, langua@a&d applicable lawfhe seat of arbitration shall be Mumbai,
India. The language of arbitration shall be English and the laws applicable to the arbitration
shall be the laws of India.

M ArbitralAward:The Ar bitral Tri bunal é&Bartiaswlalisdbmi h al |
to the arbitral award which shall be final and binding on the Parties and the same shall be
enforceable in any competent court of law.

c) Right of Action: Itis a condition precedent to any right of action or suit upon this Agreement
except for the interim measures under Section 9 of the Arbitration and Conciliation Act, 1996
that an arbitral award shall be first obtained.

d) Jurisdiction: If these arbitration provisions shall be held to be invalid, then all such disputes
or differences oclaims shall be referred to the exclusive jurisdiction of the competent courts
at Mumbai, India.

e) Continuance of this Agreement:Notwithstanding the fact that settlement of dispute(s) (if
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any) under arbitration may be pending, the parties hereto shalhgemti be govemed by and
perform the work in accordance with the provisions of this Agreement to esmireuity of
operations.

f) This Clause shall survive the terminati@xpiration/ special cancellatiomvvalidity of this
Agreement

33.LIMITATIONOFTHE SELECTEDBIDDER6 S L1 ABI LI TY TOWARDS GI C
The Selected Biddemvith respect to damage caused bySkkected Bidder o G1 C Re 6s pr
shallnot be lial# o GIC Reforanyindirectorconsequentidbssordamageandshallnotbeliable
to GIC Refor any directloss or damagthat exceedthetotal of:

a) payments payable under this Agreement tdSlkected Biddei.e., 100% of the Contract
Price, and

b) theproceedsheSelected Biddemaybeentitledto receivefrom theinsurancenaintainedy
the Selected Biddeto cover suclaliability,

This limitation of liability shallnotaffectthe Selected Biddér kability, if any,for damageo

Third Parties causedoy theSelected Biddeor anyperson actingn behalf othe Selected Bidder

in carrying outhe Services.

Nothing in these terms shall exclude or limit the liability of 8edected Biddein the case of:

a) death orpersonal injury resulting from th8elected Biddd€r s Selected Biddé&rs Te amoés
negligence.

b) Nedigence andNillful Misconduct.

c) fraud.

d) breachof Confidentialityprovisionsandthe NDA.

e) indemnificationprovisionsin thisAgreement.

f) orotherliability to theextentthatthesamemaynot be excluded or limited asmatterof law.

34.CONFLICT OF INTEREST
TheSelected Biddeshalldisclos@o GIC Rein writing, all actualndpotentialconflictsof interest
thatexist,arise,or may arise (either for thBelected Biddeor theSelected Biddér s T whdem)
performing theServicesas soon apracticalafter it becomeawareof thatconflict.

35.SEVERANCE
In the event any provision of this Agreementis held to be invalid or unenforceable by a court of
competenjurisdiction,thentheremainingprovisionsof this Agreementvill nevertheleseemain
infull force and effect. The Partiesagreeto negotiatein good faith a substitute,valid and
enforceabl@rovisionwhichmostnearlyeffectsheParties' intenin enteringnto thisAgreement.

36.GOVERNING LANGUAGE
The Agreement shall be written in English language. All correspondence and other documents
pertainingto this Agreementthatare exchanged by the Parties shall be written in English language
only.

37.PUBLICITY
The Selected Biddeagrees not to advertise, publisir disclose the existence or terms of this
Agreement othat it has contracted to furnish the services described in this Agreement, without
the prior writtenconsent of GIC Re. In particular, tielected Biddeshall not make or permit to
be made a puld announcement or media release about any aspect of this Agreement including its
existence unlesSIC Refirst gives theSelected Biddeits written consent.
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38.FORCE MAJEURE

a) Thefailureoroccurrencef adelayin performancef anyof theobligationsof either Party
shall constitute a Force Majeure event only where such failure or delay could not have
reasonablpeen foreseen, or where despite the presence of adequate and stipulated safeguards
the failureto perform obligations has occurred. Tivsuld include natural and unavoidable
catastrophethat interrupt theexpectedcourseof eventswhich may include,but are not
restrictedo, instance®f wars or revolutions, fires, floods, epidemics, quarantine restrictions,
freightembargoes arahy evator circumstance of a nature analogous to any of the foregoing
which would have aimpact on GIC Re. In such an event, the affected party shall inform the
other Party in writingwvithin 15 daysof theoccurrencef suchevent.GIC Rewill makethe
paymensduefor Servicesenderedtillthe occurrence of Force Majeure. However, any failure
or lapse on the part of ttigelected Biddein performing any obligation as is necessary and
proper, to negate the damage duprmjected force majeure events or toigate the damage
that may be caused due to tabovementione@ventsor the failure to provideadequate
disastemanagementecoveryoranyfailure in setting up a contingency mechanism would
not constitute force majeure, as setabibve.

b) ForceMajeure shallnotinclude any events caused due toantssions of any Party or result
from a breachtontravention of any of the terms of the RFP/ Bids, and this Agreement. It shall
also notinclude any default on the part of a Party due to its negéger failure to implement
thestipulatedproposegrecautions, awererequired tdbetaken undethis Agreement.

c) In caseof a Force Majeure,all Partieswill endeavoto agreeon an alternatemode of
performanceo ensure the continuity of service amdplementation of the obligatiortd a
Party undethis Agreemenandto minimize any adverssonsequencesf Force Majeure.

39.RELATIONSHIP BETWEEN GIC RE AND THE SELECTED BIDDER

a) The relationship between the Parties shall be that of independent contractor and contractee.
Nothingin thisAgreementonstitutegnyfiduciaryrelationshipbetweerGIC ReandSelected
Bidder Selected Bidddr s T e a mrelationshipafi gmployeremployes, principaland
agentorpartnershiprjoint ventures, between GIC Red theSelected Bidder

b) No Party has any right or authority either express or implied to bind the other Party in any
mannewhatsoeveexcepiasagreedunderthetermsof thisAgreemenbr to assumer create
anyobligation oresponsibility on behalf aheother.

c) GIC Re has no obligations to ttg8elected Biddeor theSelected Biddé&rs Team ex c e
agreed under thtermsof thisAgreement.

d) The Selected Biddeshall comply wih all laws, rules,and regulations applicable to the
Services beingrocured hereunder and all applicable lawtes,and regulations to which it
may be subjedromtimeto time.

e) However,if duetoanydeemindiction orif thelaw otherwiseprovidesfor asituationwhere
GIC Re may be heldicariouslyor otherwisdiable for actsof Selected Biddethe Selected
Biddershall protect,indemnify and holcharmlessGIC Re in respecof anylossescosts,
damagesvhether direcor indirectarisingoutof the failure,omissionor non-observancef
anylaws, rulesor regulationswvhichit wasexpectedo complywith hereundeoranyactof
theSelected Biddewhichasareasonablentity, it should not haveommitted.

40.NO ASSIGNMENT
The Selected Biddeshall not transferany interest, right, benefitor obligation underthis

Agreementvithout thepriorwrittenconsendf GICReandanypurportedattempto dososhallbe
deemed void

41. SUB-CONTRACTING
In casesub-contractings required the Selected Biddeshallseekprior written permissionand
submitthelist of subcontractors to GIC Re for its approval in writing in sufficient time so as not
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to impede th@rogresof work.

If such approvalis granted, tBelected Biddeshal ensure that the sutontractor(s) comply with
all therequirementsf this RFPandAgreement.

Such approval by GIC Re of a sgbntractor(s) shall not relieve tiselected Biddeirom any of
its obligationsduties,or responsibilitiesinderthis Agreemeat andthe Selected Biddeshallbe
liableto GIC Re forall the Services under this Agreement, including Services performed by any
such SukContractorTo thefullestextentpossibleunderapplicabldaw, the Selected Biddeshall
beliable to GIC Refor the acts, omissions, Negligence, Willful Misconduct, fraud, fia&tl, or
breach of any sulzontractor(s)n connection with thig\greement.

Any suchsubcontractor(syhallremainliableto GICRefor thedueperformancefthis Agreement
and GICRe may bring any claim in any way in respect of or in connection witi\tirsement
against any sucsub-contractor(s).

42.ENTIRE CONTRACT/ AGREEMENT
The terms and conditions laid down in the RFP and the Bids @dleeted Biddeshall be read
in consonancwith andform anintegralpartof this Agreementindshalltogetherconstitutethe
entire Contract/ Areement.This Agreementsupersedesny prior Contracts/agreements,
understandingrrepresentationf theParties on theubject matter.

43.GOVERNING LAW
The validity, construction and performance of this Agreement shall be governed by and construed
in accordancevith thelaws ofindia.

44. JURISDICTION OF COURTS
Subjectto the Dispute Resolution clause, the courts of India at Mumbai have exclusive jurisdiction
to determineany proceeding in relation to this Agreement.

45.COMPLIANCE WITH LAWS
TheSelected Biddeshall complywith thelawsin forcein Indiawhile performing thisAgreement.

46.NOTICES

Afin o tmeans o

I. anotice;or

ii. othercommunicatiorrequiredo bein writing underthis Agreement.
All notices, requests or consents, permissions, approvals, or other communications provided for
or permitted to be given under this Agreement shall be in writing and shall be deemed effectively
given whenpersonallydeliveredor mailedby pre-paid certified/registerednail, returnreceipt
requestedaddressedsfollowsandshallbedeemedeceivedwo daysaftermailingor onthedate
of delivery if personallydeliveredo:

To GIC Re,at:

ITMG,

General Insurance Corporation of India,
Suraksha, 170, J Tata Road, Churchgate,
Mumbaii 400020.

Phone022-22867124/ 158

To Selected Biddeat
<Name:>
<Address:>
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<Phone:>
<Email:>

Notice via Email: Notice is a notice as definedboveor scanned copy of a notioghere sent by

emailto official emailid of AuthorizedRepresentativasperclauseln Agr e dAthennini st r at
or ITMG Team, on the datthat the email is received. However, if the time of deemed receipt of
anynotice is not before 5.45p.m. IST on a Business Day at the address of the recipientitis deemed
to havebeen receivedtthecommencemerdf busines®n thenext Busines®ay.
Thereshallbenoretrospectiveeffectto anynoticesserved.

Any Partymaychangeheaddress$o which noticesareto bedirectedto it by noticeto the other

partyin the manner specified above. A notice servedon a Representative aspdiddagse e e me n t
Ad mi ni sistakarntibeonoticedothatRe pr es efartyat i veds

47.WAIVER
a) Any waiverof anyprovisionof this Agreements ineffectiveunlesst is in writing andsigned

by the Party waiving itsights.

b) A waiver by either Partin respect of &reachof aprovision of this Agreemerty the other
Partyis notawaiverin respect oainy othebreach of thadr any otheprovision.

c) Thefailure of eitherPartyto enforceatanytime anyof theprovisionsof this Agreemenshall
notbeinterpretedas awaiverof suchprovision.

43.MODIFICATION
Any modification of this Agreement shall be in writing and signed by an authorized representative

ofeachPartyand annexed to the Agreement as addendum.

49.CO-OPERATION
Each party to this Agreementrags to execute and deliver alldocuments andto perform all further

actsandto makeall furtherstepshatmaybereasonablyecessario carryouttheprovisiors o this
Agreement and transactions contemplditexieby.

50.SURVIVAL
Notwithstanding any expiration or termination of this Agreement, the provisions of this

Agreemei thatareeitherby expresdanguagemeantto surviveor impliedly meanto survive
termination shallsurvivesuchexpirationor termination.

51.ANTI -FRAUD AND CORRUPTION
It is the GIC Reds p o $electey BitldeoaserveGHe GighBséstandard w e |

of ethicsand propriety during the procurement process, execution of the contract, the contract
duration andhereafte(hereinaftereferredtoast he 6 Contract Cycl ed. ) .

Definitions:
In pursuance of this policy, GIC Re defines, for the purpose of this provision, the terms set

forthbelowas follows:

a) ACorrupt Practiceo me an sreceiingoredlicfting,rdirentlgr, pr o
indirectly, anything of value, either tangible or intangible, which a person is not etditked
influence or which has the potential to influencedlgon of an official during th€ontract
Cycle.

b) i Fr a u @ u b e méangbedollowing:

A amisrepresentationr omissionof factsor submissiorof fake or forgeddocumentdo
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influenceanycomponent othe ContractCycle.
A anintentionalactof commissionor omissiondesignedo deceive resultingin GICRe
suffering a loss andr theperpetratoachieving again.

c) AiColl usive PracticesoO means a schelebeenr ar
two or more Bidders, with or without tHenowledge of the GIC Re, designededstablish
prices at an artificial, noncompetitive levels or which affects submission eisabmission
of bids; Similar clauses seen in documents released by NBCC, SBI,NMpitriesand UN
organizations.

d AiCoerPaoiawd i ces 0 means har mi ng imdirectly,persenadre ni n
their property to influence their participation in a procurenpeatess oaffectthecontract
cycle.

Misdemeanor for this purpose shall include Corrbpaudulent, Collusive and Coercigeactices

which shall carrymeaningsas per thelefinitions above.

Measuresto be takenby GIC Re:

a) GIC Re will be within its rights to terminate this Agreement with 8edected Biddefor any
Misdemeanor during th€ontract Cycle, barblacklist/debar theSelected Biddefrom this
andfurtherprocurements antthelike.

b) GIC Re will be within its rights to take any other action againsSlected Biddedeemed
appropriateasperthetermsof theRFPandthis Agreemeataswell asthelawof theland.

Measuresto be takenby the Selected Bidder

a) TheSelected Biddeshall during the entire Contract cycle, comply with the provisions of the
Anti-FraudPolicy of GIC Reandnot commit anyMisdemeanor.

b) TheSelected Biddeshall procurghecompliancewith theaboveobligations(asmentionedn
a.) from its associategbersonspfficers,employeesagentssubcontractorsyr independent
contractoraas may be usedfor the fulfiimentof its obligationsunderthe RFP andthis
AgreementuringtheentireContractycle.

¢) TheSelected Biddemndertakeshatthe Selected Biddeshallberesponsibléo GIC Refor
the Misdemeanorandnon-complianceof the Anti-FraudPolicy committedby the above
namedpersongluringtheentireContractcycle.

d) If the Selected Biddegains knowledge of any conduct by any of its associated persons,
officers, employeesagentssubcontractorspr independent contractors which constitutes a
Misdemeanor or nogompliance of the AniFraud Policy, or if it has reasonable suspicion of
the eistence of such conduct, it shall immediately inform GIC Re of such knowledge and if
requested by GIC Re, provide information it may reasonably require regarding such conduct.

IN WITNESSWHEREOF,thepartieshavecausedhisAgreemento beduly executedsof theday
andyearfirst writtenabove.

For and on behalf of General Insurance Corporation oflbyti
Name:

Title:

Date:

In presence of (Witnesses)

(i

(ii)
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For and on behalf ofbyiService provider 6s Nanm

Date:

In presence of (Witnesses)
(i)

(ii)
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ANNEXURE VI
PERFORMANCE BANK GUARANTEE

(StamppaperfFranking to beloneby bankfor valueof 500£)

Bank Guarantee No¢éé.
Dateéé

To,

General Insurance Corporation of India,
170,"Suraksha",

J. TataRoad,

Churchgate,

Mumbai 400020.

In consideration of th&eneral Insurance Corporation of India, a company registered under the
Companieé\ct 1956 ,andhavingits registereafficeat170,i Su r a k79,8. BataRoad Mumbai
400020(hereinaftercalled 'Corporation’),which expression shall, unless it be repugnant to the
meaning and context thereof, include its successors, administrators, executors and permitted assigns

havingenterednto anagreementlated for the R F for Hosting
and Management of Gl C Re Hhetinaftelcalled'toelngreemaent)r a st
with havings registeredoffice at (hereinaftealledthe s ai d h

Selected Bidder" which expression shall, unless it be repu¢gmém meaning and context thereof,
includeits successors, administrators, executors and permitted assigns) and the Selected Bidder
having agreed to provide a guarantee for its performance in the formdé@rditionaljrrevocable

and continuingPerformanceBank Guarantee aper thetermsand conditionsof the Requesfor
Proposal NoGICRE/ITMG/RFP/05/2021-22 dated 22" March 2022.

(Hereinafter referred to as Athe RFPO) and t|

Bidder oftheterms and conditions contained in Rd= P, the Selected Bidder

the Agreement,

1. We, (Name of the bank and full registered office
address) (hereinaftealledthe"Bank"), attherequesbf (Name

of Selected Bidder/s) do herelgyarantee and undertake to issue this Performance Bank
Guarantee (hereinaft er pagtatiel CorgoratidnbnitsfirsGauritemr a n t «
demand all monies payable by the Selected Bidder to the extanemhount not exceeding
(Rupeesnly) at any time without any cavil, demur, reservation, contest, argument, recourse or
protest and /or without any reference to the Selected Bidder and without the Corporation needing
to prove or to show grounds or reasons for demand for the sum sp#uafieh.

2. We, (Name of the bank and full addreg#) hereby undertake to pay the
amounts due and payahieder this Guarantee without any demur, merely on a demand from the
Corporation stating thaheamountsclaimedis payableAny such demand made on the Bank shall
be conclusive as regards the amountalugpayable by the Bank under this Guarantee. However,
our liability under this Guarantee shia#érestrictecko anamount noexceeding ___ / (Rupes
only).

3. We, (Name of the bank and full addregsihdertake to pay to
the Corporation any money §5(Bupeeganlgamdiamydsuch ot e
demand made on us by the Corporatstvall be conclusive and binding notwithstanding any
differencebetween the Corporation and the Selected Bidder or dispute raised Sglduted
Bidderwhether or notin any suit or proceeding pending before any court, tribunal, arbitrator or
any authorityourliability under this Guarantee beiafysolute andnequvocal.

The Paymensomadeby usunderthis Guaranteshallbe a valid dischargeof our liability for
payment hereundeand the Selected Biddsehall haveno claimagainst ugor making such
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4. We, (Name of the bank and full addresB)rther agree that

this Guarantee herein contained shall remain in full force and effect during the entire tenure of
the said Agreement and till 60 days after all the contractual obligations (including warranty

obligations) of the Selected Bidderunderd s ai d Agr eement, the Sel e
and Cor por at 22March 26REde cdngpleteddand that it shall continue to be
enforceabletin | | t he dues of the Corporation be un

the said Jreement have been fully paid aitglclaim authorities satisfied or dischargedthg
saidSelected Bidder.
UnlessaclaimordemandinderthisGuarantees madeorpresentetb theBankwithin 12monts
fromtheexpirydateof thisGuaranteealltherightsof theCorporationunderthis Guarante dall
cease, and thBankshallbereleasedinddischarged fronall liability hereunder.

5. We, (Nameof the bankandfull address)furtheragreewith
theCorporation thatthe Corporation shall haveftikestliberty without our consentand without
affecting in any manner our obligations hereunder to vary any of the terms and conditions of the
said Agreement or Scope of Work as specifiz
Cor por at prdoredtend tReRife of performance of the said Selected Bidder from time
to time to postpone for any time or from time to time the exercise of powers vested in the
Corporation or any rights that the Corporation may have agaesiaid Selected Bidder to
forbear or enforce any of the terms and conditions relating to the Agaggemenbr any other
course or remedy or security available to the Corporatidre shallnotberelievedfromourliability
under this Guarantd®y any exercise by the Corporation of its liberty with reference to the matters
aforesaid or any of them or by a®asorof any other act or forbearance of other acts or omission or
commission on the part of the Corporation or any other indulgence shatva Rprporatioror
by anysuchmatteror thingwhatsoevewhich under the law would but for this provision, have
effect of so relievingus.We further agrego waive noticeof any such changaddition,or
modification or other acts mentionatove.

6. Any claim which we, (Nameof the bank and full addresshave against the Selected
Bidder shall be subject and subordinate to the greyrmentaindperformancén full of all the
obligationsof it hereunderTheBankwill not,without prior written consenbf the Corporation,
exerciseanylegalright orremedyof anykindin respecdf anysuchpaymenor performanceso
long asthe obligationdhereunderemainowingandoutstanding regardless of the insolvency,
liquidation, or bankruptcy of the Selected Bidder or otheriw@mgsoeverWe,theBank,will not
counterclaimorsetoff againsour liabilitiestotheCorporatian hereundeany sum outstanding to
the credit of theCorporationwith us

7. This Guarantee will not be discharged due to the change in the name, constitution or address of
the Bank, the Corporation or tiselected Bidder. We further agree that no change or addition to
or other modification of the terms of thg@reement or Scope ®¥ork for (the subject matter of
procurement) which may be made betw€d@ Re and the Selected Bidder, shall in any way
release us from any liability under this Guarantee andhembywaiver noticeof any such
changesaddition,or modification.

8. We, (Name of thebankandfull address)undertak@otto revoke
thisGuaranteeluring itscurrencyexcept withthe priorconsenpf theCorporatiornn writing.

9. Notwithstandingnythingto the contrargontainederein:

1. Our liability under this Bank Guaranteeshall notexceed
/- (Rupeesnly),

2. ThisBank Guaranteshall come into force immediately and shalMadid upto and
including [dd/mm/yyyy] (being the date of expiry date of Guarantee)

3. TheCorporationdés right as well the Bank©oés
extinguished unless a written claim or demand is made under this Guarantee on or
before completion of one yeflr2 monthsjromthe date oéxpiry of this Guaranteei.e.,
onor before [dd/mm/yyyy].

4. Our obligation to pay under this Guarantee is as principal debtor and not as surety and it shall
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notbenecessary for the Corporation Ato proce:
proceedi rnthg Banlgand thesGuarantee shall be enforceableagainstthe Bank
notwithstanding any other security or Guarantee which the Corporation may have obtained or
may obtain from th8elected Biddeatthetime whenproceedings arakenagainsthe Bankin
anymannemwhatsoever.

10. We havethe powerto issuethis Guaranteén yourfavorandShri is executinghis
Guarantee on our behdtfasthe necessary power to do on behalf otheBank.

11. This Guarantee shall be irrevocable anddhkgations of us herein shall not be conditional of
any prior notice by us.

Date:é é é d aofé é é é . 2022
For (Name d thebank)

(Signatureof theauthorizedfficer of theBank)

Nameanddesignatiorof theofficer

Sealname& addresof theBank

Witnesses:

l.éeéeéée.
Signature
Name
Designation
Official Address

2. 6ééééé
Signature
Name
Designation
Official Address
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ANNEXURE VII
RECIPROCAL NON-DISCLOSUREAGREEMENT

(Notary tobe doneon astamp paper ofalue 500F)

ThisReciprocalNofDi scl osur e Agreement (hereinafter re
this dayof 2022, by andbetween:

, aCompanyincorporatedinderthe Companie#\ct, 1956 2013 havingits registered
office at : hereinaft eSelecteéBidelarr vdi tb @&amalpiess

unlesst berepugnanto themeaningndcontexthereofjncludeits successorgndpermittedssigns
of theonepart;

and

GeneralnsuranceCorporatiorof India,acompanyduly incorporatec@ndexistingunderthe laws of

I ndia, having its registered office @a400080Sur a k
I ndi a, hereinafter referred to aeregughanCiotRee 0 w
meaningand context thereof, includes successors and permiti@ssigns of thetherpart

Hereafter, referred to individually agaP a r ang collectively asthé P a r t Horepargoses of
this NDA, the party receivin@onfidential Information (as defined herein below), shall be referred
toasthdi Re c e i v i argl the marytppwiding the Confidential Information shall be referred
toasthdiDi scl osing Partyo.

WHEREAS the Selected Biddeis inter alia engagedn the businessof Hosting and
Management of GIC Re Hybrid Cloudfrastructurefrom

AND WHERAS, GICReis engagedh thebusinesteralia, of ReinsurancandRiskManagement
relatedactivities.

AND WHEREAS Selected Biddeand GIC Re are in the process of consultations and discussions
forexpl oring business opportunities as per the
(RFP)No.GICRE/ITMG/RFP/05/2021-22 dated22"® March 2022andto eventuallyenterinto a
detailecdAgreemenforthesame( A Pur pos e 0)

AND WHEREAS to facilitate the Purpose, certain Confidential Information (as defined below) will
berequired to be shardzketween the Parties.

AND WHEREAS, thePartieswishto protectheConfidentialnformation(asdefinedhereinbelow)
from any unauthorized us® disclosuren accordancwith thetermsand conditions othis NDA.

NOW, THEREFORE, in consideration of the promises and covenants contained it is agreed as

follows:
A. Definitionofi Conf i dehbrabhti ono
a) fAConfidential Informatond0 means any information disclo

accessedly, or coming to the knowledge of the Receiving Party to this NDA, either orally or
in writing, whetherisclosed directly or indirectigat:
A is byits charactepr natureor by thecircumstances whichit is disclosed/received/ assessed
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and/oiit cameto knowledgesuchthatareasonablpersorunderike circumstances
wouldtreatit as confidentialpr
A is designatedby the DisclosingParty as confidentialor identified in terms connotingits
confidentiality;or
A is proprietaryto the DisclosingPartyandnotgenerallyjknownto the public, whethetin tangible
orintangibleform, wheneveor howevedisclosed; or
A theDisclosingPartyconsidergonfidential.
and includes but is not limited to, the following types of informationathdr information of
a similar nature (whether or not reduced to writing): discoveries; inventions; concepts;
software invariousstagesof developmentgdesigns;drawings;flowcharts;specifications;
techniquesmodelsgata; databasesourcecode;object code; documentationmethods;
processespyolicies; procedures; information related to processes; technologies or theotry;
know-how; marketindgechniques and materials; marketing and development plans; business
plans; strategic plansgevelopment toal reports; business records; project records;
projections; performance resultslated to pastpresent orfuture business activities of
Disclosing Party, its affiliates, subsidiari@nd affiliated companiesbusinessnanuals;
customerdelected Biddaramesandotherinformationrelatedo customerSelected Biddsr
price lists, pricing policies; financial information; and any scientific technical or
commercial information, informatioand tradesecrets;
b) Confidential Information also includes inforniat disclosed to the Receiving Party thyd
parties on behalf dhe DisclosingParty.
c) Confidential Information shall include any copy, abstract, extract, sample, note or wfodule
anyConfidentiallnformation and any part @ny extracor summary or derivatiothereof.

B. Obligation of receiving party:
ReceivingParty promisesand agreeso hold the confidentialinformationreceivedirom the
DisclosingParty in confidence.
Receiving Party shall not use Confidential Information, the nambgedogo of the other party
excepfor thepurposeof this Agreement.
Disclosureof confidentiainformationby Employee®rhiredinstitutionsor authorize cage ntof
theReceiving party will be deemed as the act by the Receiving Party, thereby, sujtjeetn
to samdability under this NDA.

C.Ilnformation not categorized as fAConfidenti al

Theobligation imposedjnderthidNDA, onReceiving Partghall noapply toinformation which:

a) Receiving Party can demonstrate by prior existiagords, was within Receiving Party's
legitimate possession prior to the time of disclosure by the Disclosing Party and without
restrictionas to use odisclosure.

b) waswithin the publicdomain/public knowledgepriorto disclosureby the DisclosindParty
or comesinto the public domain/ public knowledgethrough no wrongful act, faul,
negligencepr breach of this NDAn the part otheReceivingParty.

c) is independently developed by the Receiving Party without use of, reference to or reliance
uponConfidertial Information of theDisclosingParty.

d) is or becomes lawfully available to Receiving Party on a-ocomfidential basis from an
independerthird-partysourcgafterdiligentinquiry) whoisfreeto divulgesuchinformation
withoutrestriction as taise ordisclosure.

ProvidedtheReceiving Partynderstandand agreethat:

I. Any information known only to a few people to whom it might be of commercial interest

andnot generally known tthe public is not publidomain/ publikknowledge.

i. A combinatioroftwoormorepartsof theConfidentialnformationisnotpublicknowledge

merelybecauseach paris separatehavailable tahepublic.
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D. Restriction on Disclosure

Exceptasotherwiseexpresslypermittedunderthis NDA, the Receivingparty shallhold andkeepin

strictest confidencall Confidential Information and shall not directlyindirectly,in any way:

a) disclose, reveal report, publish, duplicate, copy, transmit or otherwise use or disseminate in
any manner whatsoevany Confidential Information of the Disclosifgrty.

b)use the Confidential I nformation of
or that of any third party, (ii) to
than for achieving thBurpose.

c) commercially exploit any Cdidential Information of the Disclosingarty.

d) acquire any rightin, or assert any lien against, the Confidential Information of the Disclosing
Party; or

e) refuse for any reason to promptly return all Confidential Information of the Disclosing Party
if instructed to do so.

t he D
t he D

E. Permitted Disclosures

ReceivingPartyis permittedto:

a) disclose relevant aspects of the Disclosing Party's Confidential Information to the Receiving
P a r dirediosspfficers,employeesconsultantsattorneysandauditorssolelytotheextent
necessaryor achieving thédPurpose; providedhat
(1) before disclosing any Confidential Information of the Disclosing Party, all persons or

entities receiving Confidential Information shall be bound by obligations of
confidentiality towards the Disclosing Party no less restrictive than those of this NDA.
Such persons shall be strictly prohibited from making any use, publishing, or otherwise
disclosingo othersor permittingothersto usefor theirbenefitor to thedetrimentof the
DisclosingParty, any othe Confidentialnformation.

@) The Receiving Party shall use the same care to avoid disclosure or unauthorized use of
Confidential Information as it uses to protect its own confidential information, but in no
eventlessthanreasonableareincludingbutnotlimited to executionof aconfidentiality
agreement with the persons or entities receiving Confidential Information. Receiving
Party shall establish and maintain reasonable security measures to provite $afe
custodyof the Confidentialinformationand to preventunauthorizedaccesdo the
Confidentialinformation.

) All suchConfidentialinformationshallbelabeled agonfidential.

b) Disclose relevant aspects of the Disclosing Pa@gsfidential Information if and to the
extentlegally compelledrrequiredorderof acourtof competenjurisdictionto discloseany
Confidential Information of the Disclosing Party in connection with any legal or regulatory
proceedings. In such caseetReceiving Party will immediately notify the Disclosing Party
to allow the Disclosing Party a reasonable opportunity to seek appropriate protective
measures or other remedies prior to disclosure or waive compliance with the terms of this
NDA. The Receivig Party shall cooperate with any attempt by the Disclosing Party to seek
judicial protection forsuch Confidentialnformation

c) Disclose relevant aspects of the Disclosing Party's Confidential Information with the prior
written consent of the Disclosiréaty.

F. Effects of Unauthorized Disclosure

a) The Receiving Party will be liable for the breach of, acts and omissions of, and any loss, theft
or unauthorized/inadvertent disclosure or use of Confidential Information by, any person or
entitythatreceived Confidential Information froor through the Receivingarty.

b) ReceivingParty acknowledges and agrees thatthe misappropriation or misuse of Confidental
Information of the Disclosing Party will result in irreparable and continuing damage to the
DisclosingPartyfor whichtheremay beno adequateemedyatlaw. In theeventof sucha
breachby the Receiving Party leads to Disclosing Party suffering or incurring losses,
damages, claimsr expensegheDisclosingPartyshallbeentitledto liquidated damagesnd
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legalaswell asequitablerelief, as appropriate, including but not limited to an injunction, in
addition to any monetary relief in the form of indemnification.

c) The ReceivingParty will promptly reportto the Disclosing Party any disclosuresof
Confidentialinformation otherwisehan as permittedby this NDA and any breachesn
securitythat may or hasthe potential to affect the Disclosing Party or its Confidential
Information of which it is awarandwill specify thecorrectiveaction to baaken.

G. Return of documents

Uponwritten demand by the Disclosing Party, the Receiving Party shall promptly and in any

eventwithin 14 days ofeceiptof suchrequestat itsown cost:

a) procure the return or return to the Disclosing Party all Confidential Information supplied
whichtheRecivingPartyhasin hispossessionr underhis controlwhichincludesbutis not
limited to all tangible material embodying the Confidential Information provieeerycopy
of Confidential Information and copies that have been convertedrtgputerizeanediain
theform of image dataor word processingdiles whethemanuallyor by imagecaptureor in
any otherfform ofstorage; and

b) destroyorhavedestroyedll copiesreceivecbr madeof the Confidentialinformationto the
extentConfidentialinformationis heldin non-tangible form(e.g.,electroniccopies);and

c) promptly thereaftemprovide a certificatesignedby an AuthorizedRepresentativef the
ReceivingPartycertifyingcompliancewith theobligationspoint (a)and(b)above.

H. Title and Proprietary Rights
Notwithstanding the disclosure of any Confidential Information by the Disclosing Party to the
ReceivingParty theDisclosingPartyshallretainexclusivetitle andall intellectualpropertyand
proprietary rights in th&€€onfidential Information. The Receiving Party acknowledge that all
Confidential Information is owned solely by the Disclosing Party and/or its licensors. No other
right, title, license, or interest is granted by a Disclosing Party to a Receiving Pagyfrasid
the right specifically granted by this NDA. No license under any trademark, patent or copyright
orapplicatiorfor samevhicharenoworthereaftemaybeobtainedy DisclosingPartyis either
granted or implied by the conveying of Confidentialdimhation. The Receiving Party shall not
concealalter,reverseengineerdecompiledisassemblebliterate mutilate defaceprotherwise
interferewith anysoftware trademarkirademarkotice,copyrightnotice ,confidentialitynotice
oranynoticeof anyotherproprietaryightof theDisclosingPartyonanycopyof theConfidental
Information, and shall reproduce any such mark or notice on all copies oCaudfidential
Information. Likewise, the Receiving Party shall not add or embossvitsor anypthermark,
symbol,or logo etcon such Confidentidhformation.

I. No Warranty
The parties warrant that they have the full legal rights required to provide the Confidential

Information provided hereunder. All other warranties, expresmptied, including but not
limited totheimpliedwarrantyof merchantabilityrfithessfor aparticulapurposereexpressly
disclaimed. Except for the express warranty provided herein. All Confidential Information is
provided fAas i stoofanynotherwdturehirono évenvshall theDisclosing Party
be liable for the inaccuracy or incompleteness of the Confidential Information. None of the
Confidentialnformationdiscloseaonstitutesnyrepresentationyarranty assuranceguarantee

or inducement by Disclosing Party to the Receiving Party with respect to the fithess of such
Confidentialinformationfor any particulapurpose.

J. No Commitment
The disclosureof Confidentialinformation doesnot and is not intendedto representa
commitment by the Disclosing Partyeaterany business relationship with the Receivitegty
or with any otherentity under this NDAIf the Partiesdesireto pursuebusines®pportunities,
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they shall execute a separate written Agreement to gomech Business relationship

K. Term
This NDA shallcommencdrom the dateset forth aboveandexpirewith the terminationor
expirationof theagreementinlessearlierterminatedn writing by bothPartiesThis NDA may
be terminated by either Partyaaty time upon thirty (30) days written notice to the other Party.
The provisionsof this NDA shallhoweverapplyto any Confidentialinformationwhich may
havebeendisclosedn connectiorwith thediscussionsaindnegotiationsegardinghePurpose,
priorto thedate first mentioned above.
NotwithstandingheforegoingtheReceiving® a r dutyf boldin confidenceaheConfidential
Informationthatwasdisclosediuringthe TermandtheobligationsunderthisNDA shallalways
remain in effetandshallsurviveanytermination/expiry othis NDA orthe Agreement.

L. Arbitration
TheArbitration proceeding shalbeaspertheprocedurdaid downin theSLA (Annexure V).

M. Governing Law and Jurisdiction
a) Thevalidity, construction and performance of this NDA shall be governed by and construed
in accordanceavith thelaws ofindia.
b) Subjectto the provisions of Arbitration clause, the Parties agree to submit to the jurisdiction
of a court of competenqirisdiction at Mumbai, India and to comply with all requirements
necessaryo givesuch court the jurisdiction.

N. Miscellaneous

a) No failure or delay by the Disclosing Party in exercising or enforcing any right, remedy or
power hereunder shall operate agaaver thereof, nor shall any single or partial exercise or
enforcement of any right, remedy or power preclude any further exercise or enforcement
thereof otheexercise oenforcement ony otheright, remedy opower.

b) ThisNDA shallnotbeassignabl®rtransferabldentirelyorin part)by eitherParty(whether
by operatiorof law, saleof securitie®rassetanergerorotherwise}o anythird partywithout
thewritten consent of thetherParty.

c) This NDA supersedesall prior discussions,agreements,covenants,arrangements,
communications, representations, or warranties, whether oral or in and writing by any of the
parties or by any officer, employee, or representative of any party with respect to the subject
matter hereof and constitutdee entire agreement between the Parties with respect to the
subjecthereof.

d) No waiver or modification of any of the ternas this NDA will bevalid or bindingupon
eitherParty unlessmadein writing and signedy aduly authorizedepresentativef each
Party.

e) If any of the provisions of this NDA shall be held by a Court or other tribafna mpetent
jurisdiction to be unenforceable; the remaining portions hereof shall remfaith inrceand
effect.

f) Upon 45 days writtemotice, he Disclosing Party mayudit theuse of the disclosed
Confidential Information. The Receiving Party agrees teoperate with the Disclosing
P a r audibasdo providereasonable assistance and actesdormation.

g) The Receiving Party shall not expadirectly or indirectly, any technical data acquired from
the Disclosing Party pursuant to this NDA or any product utilizing any such data to any
countryfor whichthelndiangovernmenor anyagencythereofatthetime of exportrequires
an exportlicense or other government approval without first obtaining such license or
approval.

h) Any notices ocommunicationsequiredor permittedo begivenhereundemaybe
deliveredby handdeposited with a nationally recognized overnight carrier, electroait
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or mailed by certified mail, return receipt requested, postage prepaid, in each case to the
address of the other party indicated beldW suchcommunicationsndnoticesshallbe
deemedo havebeengiven andeceived
i. inthecaseof personatieliveryorelectronicmail, on thedate ofsuch delivery,
i.  incaseof deliveryby anationallyrecognizedvernightcarrierandin mailing, within
areasonable period sluch mailing.

IN WITNESS WHEREOF this NDA has been executed by the dalithorized representative of
eachParty on thelay and year firstbovewritten.

By:

Name:

Title:

GENERAL INSURANCE CORPORATION OF INDIA

By:

Title:

Date:
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ANNEXURE VIII
DEED OF INDEMNITY

(To beon nortjudicial stamppapemworthminimum 500#)

This Deedof Indemnity ismadeand executed &Mumbaionthis dayof

2022by _ , a Company incorporated under the Companies Act/IBEHE3 having its registered office
at, (hereinafter referred to as " telected Bidde}, which expression shall, unless itispugnant to
the meaning and context thereof, include its successors and permitted assigiéstfihe

In favor of

General Insurance Corporation of India, having its registered office at Suraksha, 170, J. Tata
Road, Churchgate, Mumb& 00020 (hereinafter referred to a
unlesst berepugnantothemeaningndcontexthereofjncludeits successorandpermittecassigns

of theotherpart.

WHEREAS the Selected Biddelnas agreed with GIC Re to successfully provide services as per the
Scopeof Work mentionedn theRFP Ref dated (hereinaftereferredto as

i R F Pwhiph expressiorshall include all attachmentsand annexureghereto as well as all
amendments, modifications, alterations, and the Bids submitted Bgkbeted Biddeand the Terms
andConditionsagreedasper theagreemendated (hereinaftereferredtoasi't Agr ee ment 0
andtheNon- Disclosure Agreemermtated (hereinafterreferredtas A NDAO) .

AND WHEREAS pursuantto the RFP/ Agreement Setcted Biddas required to execute a Deed
of Indemnityin favorof GIC Retoindemnifyit.

The Selected Biddenerebyexecutesandfurnishego GIC Rethis Deedof Indemnity(hereinafter
referredtoas fithis I ndemnityo), which is an unl i mi
indemnity,indemnifyingGIC Reto theextent 0ofL00%in respecbf thesituations stateldereinafter:

NOW THIS DEED WITNESSETHAS UNDER:

1. TheSelected Biddeshall indemnify, defend, and hold GIC Re harmless from and against any
monetaryliability (includingbut not limited to loss, charge,claim, fines, penaltiesdamages,
expensefeesetc.of any nature)or nonmonetaryaction (including but not limited to civil,
criminal, administrative, arbitrative or any other proceeding) arising out of or in any way
connected withhe Selected Biddér performancef thisRFP/Agreement/ NDA.

2. In addition to the generalindemnification providedin clause 1 aboveédleeted Bidddnereby
undertaketoindemnifyGIC Reasperthetermsandconditionsof theRFP/Agreemenincluding

that:

a) The Selected Biddewarrants that it shall procure allemecessary permissions, approvals,
and licensef®r use of various software and any copyrighted process/product free from all
claims, titles,interests,and liensthereon andhall keepGIC Re indemnified inrelation
thereto.

b) TheSelected Biddewarrantghatit owns,haslicenseto useor otherwisehastherightto use,
freeof anypendingor threatenediensor othersecurityor otherinterests allts intellectual
propertyrights,which are required or desirable for performance &dévices under the RFP/
Agreement andegardinghesamethe Selected Biddedoesnot, asfar astheSelected Bidder
is aware jn carryingonits business and operations, infringe any Intellectual Property Rights
of any person. So far as tBelected Biddes aware, none of the Intellectual Property Rights,
owned or enjoyed by th8elected Biddeor which theSelected Biddeis licensed to use,
which are material in the context &elected Biddé&rs busi ness and ope
performance of the RFP/ Agement are being infringed nor, so far asSkkected Biddes
aware, is there any infringement or threatened infringement of those Intellectual Property
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Rights licensed or provided to ttgelected Biddeby any person. Th&elected Bidder
warrants thatll Intellectual Property Rights (owned by tBelected Biddeor which the
Selected Biddeis licensed to use) required by tBelected Biddefor the performance of the
Agreement are valid and subsisting. All actions (including registration, paymealt of
registration and renewal fees) required to maintain the same in full force and effect have been
taken thereon. Th8elected Biddeshall keep GIC Re indemnified in relation to any breach
of the warranties in this clause.

c) TheSelected Biddewarrants that during the tenure of the Agreement, nothing shall be done
by the Selected Biddein contravention of any law, Acts, or rules and regulations, or any
amendments thereahdshall keep GIQRe, indemnified ircaseof breach othiswarranty.

d) The Selected Biddeshall adhere to the Information Security Policy of GIC Re as amended
from time totime. In case th&elected Biddeis found to be in violation of the said policy,
GIC Re reserves the righa terminate this Agreement in addition to artlger remedies for
breach, injunctiveelief, andindemnityas per this Agreement and thgplicabldaws.

3. In additionto theindemnificationprovidedin clausel and2 above the Selected Biddenereby
undertakes to indemnify GIC Re as per the terms anditions of this Indemnity which are as
follows:

a) The Selected Biddeshall indemnifyand hold harmlessGIC Re againstany costs,loss,
damagesexpenseglaimswhether oraccounpf bodily injury, death,or damage tproperty
(includinganyintellectualpropertyclaims)arisingin favorof anypersongorporatiororother
entity (includingGIC Re and any third party) or liabilities of any kind howsoever suffered,
arising or incurrednteraliaduring andafterthe Agreement period arising oatf:

a. any Negligence orwrongfulactoromission or Willful Misconduct bySakected Bidder
the Selected Bidd€r §eam or any third party engagedby the Selected Biddem
connectiorwith orincidentato theAgreementpr

b. any breach of any of the terms of, the R6&lected Biddérs Bi ds and t he
the Selected Bidderthe Selected Biddé€r Feam orany third partyengagedby the
Selected Bidder

c. performancernonperformancainderthe Agreement.

b) In addition to the above tHgelected Biddeshallalwaysindemnifyandhold harmles$IC
Reagainstall claimsby employeesworker,contractorssub-contractorssuppliers agent(s),
employed, /engaged or otherwise working forSleé¢ected Biddein repect claims of wages,
salariesremunerationgompensation or thike.

4. In addition to the indemnification provided in clause 1, 2 and 3 aboveSdhexted Biddehereby
undertakes to indemnify GIC Re as per the terms and conditions of thBisldasure Agreement signed
between GIC Re and tt&elected Biddewhich are as follows:

TheSelected Biddeacknowledges and agrees that the misappropriation or misuse of
Confidentiallnformationof GIC Re will resultin irreparable andontinuingdamageo GIC Re

for whichthere may be no adequate remedy at law. In the event of such a breacBéle thed
Bidderleads taGIC Re suffering or incurring losses, damages, cdamn expenses, GIC Re shall
be entitled tdegal as well as equitable relief, as appropriate, including but not limited to an
injunction, inadditionto any monetaryelief in theform ofindemnification.

5. Notwithstandingthe above,Selected Biddeshall haveno obligationswith respectto any
indemnityclaimgo theextent that the indemnity claim arises or restrtis:

a) Selected Biddér s ¢ o mwpith G1@ R e &®cifictechnicadesignsorinstructions.

b) Inclusionin aserviceof anycontentor othermaterials providetly GIC Re.

c) Modification of a service after delivery [8elected Biddeto GIC Re if such modification
wasnot made by or on behalf of ttf8elected Biddermprovided the modification is not in
accordancevith anyapplicable specifications or documentation provided by or on behalf of
theSelectedidder.
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d) Operation or use of some ail the service in combination with products, information,
specificationinstructionsdata, materialsot providedy oronbehalf oftheSelected Bidder

e) Use of the services for any purposes for which the same has not been desigwslaped
orotherthanin accordancevith anyapplicablespecification®or documentatiomprovidedby
oron behalf of th&elected Bidder

f) GI C Raduéedo use any modification of the services furnished under the Agreantent
communicated in writing in accordante wi:'t
Agreement including, but not limited to, corrections, fixes, or enhancementsavaiible
by theSelected Bidder

6. TheSelected Biddenereby undertakes that it shall forthwith on demand and without demur pay
to GIC Re such sum or sums that become payable under any of the clauses indemnifying GIC Re
due tahe default/defaults of th&eleded Bidderor any third party associatedth theSelected
Bidder.

7. Notwithstandingnythingothecontraryin thisindemnityorin theAgreementGICR e degision
asto whethetheSelected Biddeoranythird partyassociatewith the SelectedBidderhasmade
anydefault/defauls o the amounts to which GIC Re is entitled by reason thereof will be binding
on theSelected Biddefor the purpose of this Indemnity and tiselected Biddeshall not be
entitled to ask GIC Re to establish its claiomsder this Indemnity but wilpay the same, on
demand, without any objection, provided alwaysntltual rights under the Agreement shall not
in any way be prejudiced by reason of such demar@lE Re and payment b§elected Bidder
under this Indemnity and the claims under the Agreement vahah be settled in accordance
with the Agreement without primmediatalyanderthi® GI C
Indemnity and th&elected Biddér kability to pay thesame.

8. To the extentthe Selected Biddemaintainsat its expensean insurancepolicy or policies
providingliability insurancewith respect to thactsor omissionscoveredby the Agreement/
Indemnity,GIC Reshalbecovered by such policy or policies, in accordance with its or their
terms, to the maximumaxtenof the coverage available there under. Badected Biddeshall
perform all such action® ensue wveragdor GIC Reunder such policy durinipe tenureof
thisIndemnity.

9. ThisindemnityshallbevalidfortheentiredurationoftheAgreemenandanyrenewabrextension
thereof and further for a period of 6 months thereafter and renewable thereafter whenever a claim
as perthis Indemnity arises. Timelemnity provisions shall survive any termination or expiration
of theAgreement.

10. GIC Re will have the fullest liberty from time to time to enforce or forbear from enfoaoynof
theterms & conditions of the Agreement and Belected Biddeshall not be released from its
liability underthis Indemnityby theexerciseof GICR e diberty with referenceo the matters
aforesaidrby reasof any time being given to th&elected Biddeor any forbearance, act or
omi ssion on GinCndiRgerces by @I€ Re¢ to th®elecied Biddeor by any
variations or modifications of the Agreement or atityeract, matter or thing whatsoewat GIC
R e past.

11. This Indemnity and the powers and provisions herein contained are in additionnotdoydvay
of limitation or substitution for any other guarantee, indemnities hereto before, given to GIC Re
by theSelected Biddeand thidndemnitydoes notrevokerlimit such indemnities oguarantees.

12. Forthis Indemnity, the words defined in the RFP/ Agreement but not defined kasdihave
thesame meaning akefined intheRFP/Agreement.
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IN WITNESS WHEREOF, th&elected Biddehas caused this Indemnity to be duly executed as of
the daymonthand yar first written above.

Signedanddeliveredby within named: (Selectel Bidder)

By:
Name:
Title:
Date:

In thepresencef:
1.
2.
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ANNEXURE IX
UNDERTAKING BY BIDDER

(TOBESUBMITTEDONTHE COMPANY LETTERHEAD)

To
Generalnsurance Corporation of India
Mumbai,India

Bid for AHosting and Management of GIC Re Hybrid Cldaftastructur®

1. I/ We agreeto abideby thetermsandconditionsof theRFPincludingall corrigendum/addendum
issuejf any.

2. 1l Wecertify thatwe haveneverbeeninvolvedin any illegalactivity or financialfrauds.

3. I/ We certify that the facts mentioned in our response to the RFP are true, complete, and correct
to the best of my/our knowledge and belief. It is also certified that we atdaukdisted by any
Government Department/ any State Governments or any undertaking of the Government of
India/State Governmentsnor any criminal caseis registered/pendin@gainstus or our
owner/partner anywhere in India. I/We have no objection if enegiisire made abouy
work/clientslisted byme/us.

4. 1/We certify that I/We have read and understood the terms and conditions of the RFP and will
abideby them till thecompletion ofthe Contract Period

5. I/We certify thatall the requirementBighlighted as partfoScopeof Work, Technical Bid
Agreement, etcare covered in totality in the proposal submittedvis/us.

6. I/We note thayou arenot boundo accepainy or all bidsyou mayreceive.

Place:

Date:

Signature of the authorized regentative:

Name & Designation of the authorized representative:

Office Seal:
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ANNEXURE X
CODEOFINTEGRITY

(On letter head of the Bidder)

DECLARATION

I working as in (nameof the Bidder and

Bi dder 6 s a ddmeatorsed),iharebgolenhnly affirm and declare thathave been
authorized by the Bidder to sign the bids. I, hereby declare and certify, on behalf of the Bidder, that
we have accepted all the terms & conditions mentioned in the RFP No
GICRE/ITMG/RFP/05/2021-22 andwe shall abide by allthe terms & conditions of
Agreement/RFP/Purchaseder.

| further declare that in relation to my/our Bid submitted to GIC Re, in response to RFP No:
GICRE/ITMG/RFP/05/2021-22.__ l/whereby.................. undertakehatl/we shallabide

with the Code of Integrity as detailed in the RFP and always make disclosure as to any Conflict of
Interestindunderstanthatanybreactof theCodeof Integritywill rendeme/udiabletoberemoved

from the list of registered suppliers awduld also subject me/us to other punitive action such as
cancellationof contracts,forfeitureof EMD, banning,debarring,and blacklistingor action in

CompetitionCommission ofndia, and so on.

Signatureof Authorized Signatory
(With Seal& Stamped)

Place:

Date: Name:
Designation:
Address:
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ANNEXURE XI
APPLICATION LANDSCAPE
Management License Ownership
# App Af;gjs oS DB App |OS|DB App |OS| DB
Thick Oracle &
1 | SAP ECC et | RHEL | 00 % | GICRe| sB | B [l GIC Re| SB| GIC Re
Thick Oracle &
2 | SAP BW Cione | RHEL | 00 % | GIC Re| SB | SB [l GIC Re| SB| GIC Re
3 | SAP PF/ Pension g‘lf:t RHEL | oOracle |Gic Re|sB| s M Gic Re| SB|GIC Re
4 | SAP BO Web App | RHEL Oracle [GIC Re| SB | SB GICRe| SB | GIC Re
5 | SAP Enable Now | Web App Wg‘g&"’s MSSQL | GICRe| SB | SB | GIC Re| SB| SB
6 | SAP ESS Web App | RHEL | Oracle |GICRe| SB[ sB M GIC Re| SB| GIC Re
7 | SAP PO Web App | RHEL Oﬂ?\"‘;& GIC Re| SB | SB [ GIC Re| SB| GIC Re
8 | SAP Solman GUA'/p\éveb RHEL | oracle |Gic Re|sB| s M Gic Re| SB|GIC Re
9 | BAS Convergencd Web App Wg‘gfg"s MySQOL | GIC Re| SB | SB | GIC Re| SB| SB
10 | Life Re Rating | Web App Wg‘gfg"s MySQL | GIC Re| sB | SB [ GICRe| sB| sB
11 | MSGPM RDP Wg‘gfﬁ"’s NA |GIcRe|sB|sB M GICRe| sB| sB
12 | DMS WebApp | RHEL | Oracle |GICRe|SB| SB[ GICRe| SB| SB
13 | RMS App RDP only Wg‘gfg"s MSSQL |GICRe|SB | SB M GICRe| SB| SB
Thick Windows
14 | Renova Client/ MSSQL [ GIC Re| SB | SB GIC Re| SB SB
2008
RDP
Windows GIC
15 | GIC FTP RDP/ FTP| W00 NA | ho/og | SB[ SB SB |[sSB| SB
16 | AD/ DNS RDP Wg‘gfg"s NA SB |sB|sB SB |sSB| sB
. . Thick Windows
17 | Facial Recognition] Client 2016 MSSQL [ GIC Re| SB | SB GIC Re| SB SB
Thick Windows
18 | GICDRemark Cliont 2016 | MSSQL | GICRe|SB | SB Ml GICRe| SB| SB
Thick
19 | JBOSS EAP Client | RHEL NA SB |SB|NA SB |sB| sB

* Numbers provided above might vary to some extent. Please take into consideration delta variakiisng for
* SB: Selected Bidder*

* SB to consider future application additions as well. *
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ANNEXURE XII

NETWORK BANDWIDTH & ENDPOINT DETAILS

MPLS, ILL & P2P Bandwidth Details:

. Total Effectiv
HUb/ Spoke | pocrination B?&%"ggth Link (Svft);] CPE R
Locations (A) Type redundancy) | Count (Throijgh SD-WAN)

(B) (A*B) (Mbps)
Mumbai HO DC 200 MPLS 2 2 400
Mumbai HO Internet 300 ILL 2 2 600
Mumbai Oriental DC 50 MPLS 2 2 100
Mumbai Oriental Internet 75 ILL 2 2 150
Delhi DC 20 MPLS 2 2 40
Delhi Internet 50 ILL 2 2 100
GIFT City DC 20 MPLS 2 2 40
GIFT City Internet 50 ILL 2 2 100
DC DR 80 P2P 2 2 160
DC Internet 100 ILL 2 2 200
DR Internet 50 ILL 1 1 50

Location wise Endpoint Detalils:

Location User/ Endpoint
Count

GIC HO Mumbai 485
GIC Oriental House
Mumbai 100
GIC GIFT City 5
GIC Delhi 10

Total 600
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